www.flolive.net

Connectivity Management Platform

User Manual

Version 9.100
Revision A

Disclaimer

The information contained in this document is confidential, privileged and only for the information of the
intended recipient and may not be used, published or redistributed without the prior written consent of Flo
Live Ltd. ©2024, All rights reserved. FloLive Ltd.



floLIVE User Manual Introduction

Table of Contents

1 Y 40T [F Tt 4 7o o AR 5
1.1 (0111 o Fo T 4 =] o - =TSSP 5
1.2 SYSTEM MOAUIES....ueieeeee e e e e e e e e e e e e eanes 5
1.3 Version Release INformation .........ccceeiviiiiiciiie e 6
1.4 BefOore YOU BEEIN .ooooeiiieeciee ettt e 6
1.5 0L =T gl o= [ o IO 7
1.6 TEIMS OF SEIVICE ...ttt ebae e e eetaeeeeans 8
1.7 ST LANGUAEE .uvvviiiiiiiiiiiiitieiitete e e e e e e e e e e et e et e e e et e e et e e e e eaaaaaaaaaaaaaaeaeas 8
1.8 N (<] 0 o= {0 U | AP PP P PP PPPPPPPPPPPP 8
1.9 LOgIN ON BENAIT ...oiiiieieceee e 8
1.10  Display OnliNg HelP ..uueieiiieeeeieie ettt 11
1.11  View Open SOUICE LICENSES .....uuvriiiiiiiiiiiieieieieiereieieteeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 11
2 [\Y/AVAD ETS 1] s To I T o ISP 13
2.1 TYPES OF ACCOUNTS ..uvtiiiiieeee ettt ettt et e e e e e e e errrr e e e e e e e e aaaaaaeeeee s 13
2.2 Parent Account Dashboard..........ceeeeeeiieiiiiieiic e 14
2.3 View Parent ACCOUNt Data.....cccoeeieieieieiciccc e 15
2.4 Export Parent ACCOUNT Data ..ccuuuuuiiiiiiiiiiiiiiiciee et 18
2.5 Sub Accounts Dashboard ..........eeeeeioicciiiiiiee e 19
2.6 Types of SUD-ACCOUNT DAta.......ceieeiuiiiieeiiiee e e 19
2.7 View SUD-ACCOUNT DAt ..ocooeiiiiiiiee e e 20
2.8 EXport SUB-AcCCOUNt Data...ccccoocuiiiieiie e 22
3 11T I 1 < L PPRN 24
3.1 LI 1 o1 (ST DT ) - ST 24
3.2 Table COlUMNS...eiiiiieie et e e e et e e e a e e e eareee s 24
3.3 SIM Data ACIONS . .euviiiiiiiiiiiiiiiiitirivtere e e eeereeereeeeeeeteeeeeteeaeeeeaeeees 26
3.4 FIltEr SIM Data c.uvveieeiiiieeeieee ettt et e e e e e e e e 26
3.5 EXPOrt SIM Data .cccoiiiiiiiiiiiiii e 29
3.6 SIM ACTIONS ..t e e e e e e e e e e e e e e e e eaab s 35
3.7 IMIOVE SIIML ...ttt ettt et e et e e st e e e e abe e e e e nbbeaeeenbaeeesnnes 45
3.8 Getting SIM INTO..cuiiiie e et e e ees 52
3.9 SIM INTO HEAUEBT ..ttt e et e e e et e e e e e e 53
I O I 11V o) o T - | « SRR 54
2R R 11V I o o ] =PSRRI 56
3.12  View Real/ Mapped IIMISIS.........couieeeeeeeeee et e ettt et e 58
3.13  HOW t0 LOCK SIM tO DEVICE ....cceeiiiiieee ettt e ettt e e e e e e 60
4 SIMS PrOVISIONING .cc.uuiiieeiiiiiiniiiiieiiiieierreee e trease s rraas s s rsassssssansssssenssssnees 64
5 BatCh OpPerations .......ccceeeeiiiiiiiiiiinnneiiiiiiiineeeneiiiiiiiieesssiiiimessssssssssssssssssssses 69
5.1 Upload New BatCh File......ccceiiieiiiieeee e 69
5.2 Batch OpPerations LiSt......uueeecicciiieeiee et e e e e e e e e 69
53 Move SIM £0 SUB-ACCOUNT ... e 75
54 Move SIM to Parent ACCOUNT......ccooeeiiiiiie e 76
5.5 FAN 1ol g Y 1V I o T - T ISR 76
5.6 Detach SIM from Plan .....ccueei et 78
5.7 ST SIIM SEATUS vttt e e e e e e e e e e e e e e e e eeeeaeeeeeeeaaaeaaeas 78
5.8 Add Label tO SIM ...t 79
5.9 Remove Label from SIM .......ooi it 79

floLlve Ltd. Proprietary Information 1 of 297



floLIVE User Manual Introduction

00 10 I o o N U1 o OSSOSO POPPPPPPPPPPPRE 80
5,11 St ANAS 1O SIM ..oiiiiiiiiieeciie ettt ettt st st e st e sabe e s ea 81
5.12  Add EXternal Parameters . .....cooccciieieeee ettt e 81
5.13  Delete External Parameters.....cccoueeeeeeieieiiiiieeee ettt e 83
5.14  Batch Operation Adjustment.....cc.cceoicciiii i 87
5.15  Account Manual Adjustment.....cc.ceeieciiieiiiiiec e 88
6 Plans and PacCKages ...ccuciieeueiirienniereennierrennniereennseereensessennsssesnssessesnsssssennsessennnns 89
6.1 Plan GUIEIINES ...veieiiiiieecieee ettt aae e e s 89
6.2 TYPES OF PIANS oottt e et e e e e e et ae e e e e 90
6.3 BUY @Nd Sl PIANS ...ttt e e 91
6.4 CONNECTIVITY TYPE orrreiiiiiieiiitiieieieeete et ee e e e e e e e e e eeeeeeeeeeeeeeaeaaeaaeeaaeaaes 93
6.5 Types of RegUIAT PIaNnS .....cooeiiiiieeee ettt 94
6.6 Modify Rates of a Fixed Rate Plan .........cccoveiiiiiiiiiiiiee e 108
6.7 TYPES Of POOI PIaNS ....ceeeiiiieecieee ettt 110
6.8 Create Fixed POOI PIan ...t 111
6.9 Create Accumulative POOI Plan ........oiiviiieiiiiiiiiec e 114
6.10  TOP UP POOI Plan...cccceeeeeee ettt e e e rrne e e e e e 117
6.11  Activation StrategY..ccoeee e e 118
6.12  EXPIration Strategy...ccoeeeeeeiieiieieeee s 118
6.13  RENEWAI STrateEY ..veiiicuiiie ettt e et e et e e e e e e e eans 119
6.14  AVvailability ZONES ...ccoccuieieieiiiee e 121
6.15  Types Of Plan ACLIONS ....ceiiiiiiie ettt 127
6.16  VieW Plan Details .....ccoocuriiieeiieeciiiiee ettt e e e 129
6.17  VIieW Plan INSTANCES ....ccuvviieieeieciiiieeee ettt et e e e e e e e sanrae e e e e eeeeanns 130
B.18  FIEEI Plans....uuuiieeeeiie ettt et e et e e e e e e e e tbaa e e e e e e eeenanns 132
6.19  DUPIICALE Plan e s e 133
6.20  SEAICH PlanS ..uuveieeee e ettt et e e e e e e e e e e e e abar e e e e e e eeeanes 134
6.21  View ASSIZNEA SIIVIS ......uuiiiiiiei ettt e et e e e e e e e saarae e e e e e e e eanns 135
6.22  DEIELE Plan .uuiiii ittt e e eae 136
L. T B WY o] L Tor=) €T 2 =T o USSR 137
6.24  HOW Throttling WOIKS......uveviiieiciieeee et esrae e e e 138
6.25  Plan DepPletioN. ... e 141
6.26  Plan EXPiration ....ccccecccceiiiiiee e e e e 142
6.27  APICoNtrol Method .......cooiiiiiiiiiiieiiiiie e 145
6.28  Package GUIAEINES ....c..uuviieieeee e e e e e 146
6.29  Create NeW PacKage ....couuviiiiiieciiieeee et e e e e e 148
6.30  View Package Details .......uueeeeiieiciiieiee et 149
6.31  Assign Account ELgibility .....coeeveiieiiiiiiic e 150
6.32  Self-Attach Buy Package ......ceeevcuiiiiiiiiiie ettt 151
6.33  View ASSIZNed ACCOUNTS ....cuuviieiiieeeeciiie e eeiteee ettt eeere e e eare e e e eareeeens 152
6.34  MoOdify PACKage.....ceeiicuiiieieiiiee et 152
6.35  Delete PACKAZE.....uuiieciieee ettt 153
6.36  Edit EXtErnal PAarameters ......ccooiciiiieeeee ettt ettt e e eerrae e e e e e e e 154
7 IMIY SUD ACCOURNTS....cieeuuiirenneiereenneeereenneerrenneeerennseerennsssssnssssssnssssssnnssssesnssnssenns 155
7.2 Create SUD-ACCOUNT .....coiiieeeee et e et ee e e 156
7.3 Edit SUD-ACCOUNT ...ttt e et e e e 161
7.4 Delete @ SUD-ACCOUNT ..ocociiiie et 163
7.5 Hide Connectivity RAte ....ccccceccciiiiieee ettt 163
7.6 Multi-Factor Authentication .........ooeciiie i 164
7.7 JAN | foYor T =l o oo U T SRS 165
7.8 Change Product EXpiration Date.......ccccuveeeeeeiiciiiiiieee et 166

floLlve Ltd. Proprietary Information 2 of 297



floLIVE User Manual Introduction

7.9 Configure @ ProdUCTE .....uuiei et 166
7.10  Create NeW ProdUCT........uvieiiieeeeiiieeee ettt e e e e eetranee e e e e eeeaans 167
7.11  De-Allocate ProdUCTES ....coooeeeeieiiiieeeeeeeceece bbb babesaaaaanes 168
8 PrOTUCES...ciieeeeeecciiiiiiiiiiieeistitreeneeeeesseereennnssssssssesesnnnsssssssssseesnnsssssssssnsesnnnnnes 170
8.1 FEe ATTIIDULES oo 170
8.2 L1 E5Y= [ 4o o PR 171
8.3 Functional Capabilities........eeiiiciiiiiiiiie e 171
8.4 APL FUNCEIONALITY cooieeee e 171
8.5 View Allocated ProduUcCtS ......oooeeeeeeeeeeicccccc bbb 171
9 RAtES ANA FEES ...cuueieniiiieiienietieiitenietenetteeeteasetenserensetessssensessnsessssssensesensessnsssenne 173
9.1 SEIUCEUIE OFf RALES wuvvvviiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeee et e e e e e e e e e e e e e e e e e e eaaes 173
9.2 ViIEeW Par@nt RAteS.....coviiiiiiiieei et e e s 174
9.3 VieW SUD-ACCOUNT RAtES .oieieieeeieeecececcccc bbb rareaanes 176
9.4 Country Rate DetailS .uueeeieeceiiieeee et e e e e 177
9.5 Upload Connectivity RAteS......cccuuvvieieiiiiiiiieeee e 177
9.6 SUD-ACCOUNT SEII RATES .uvvvvviviiiiiiiiiiiiierereeeeerereeeeeee e ee e e eeeeeeeeeees 180
9.7 Sub-Account Global Markups .......ccocecuiiieeeeeiiciiiieeee e 181
9.8 Sub-Account Country MarkUps.....c.ueeeecuieeeeiiiie et 182
9.9 Sub-Account Single Provider-Operator Markups .......ccccceeeeviveeeciciieeeenee. 187
9.10  ViIieW Platform FEES ....cocvreeiie ittt eetaaee e e e e e 197
9.11 St PlatfOrm FEES ...coiiiieeeeie e 199
9.12  EXClUudE Platform FEES....uuuiiiiiiiiiitiieiee ettt e e 199
10 EVENtS MOAUIE .....ceeeeeciiiiiiiiicccetcrcrreessee s eesrnnessese s e eesnnsssssssssesssnnnssssssssnanes 201
10.1 EVENT Parameters. ... it e et eean e 202
10.2  VIEW EVENTS .ttt e e et e e e e bt eeeer e e eeanaeees 203
10.3  FIlEEI EVENTS wovveviiiiieiiieeeieeeeeeeeeee ettt e e e e e e e e e e e e e e e e e e e e e e e e e aeaeas 204
10.4  Create Filter SOES ..ttt a e e e e 204
10.5  EXPOIT EVENTS ittt e e e e aa e e e aaees 206
10.6  CUSTOMIZE EVENT TADI@.uuuiiiiiiiiiiieiiiieeeeeeeeeeeeeeeeeeeeee et 208
11 Rules and NOLIfiCatioNs .....ccccieeiiiieiiienieiiiiitriieniereeereeerenerensesensssensesensessnnssenns 209
11,1 RUIE SEEHINGS cooeeiiieeee e e e e e et e e e e e e e e naraaaeee e 209
11.2  Plan Depletion RUIB......ccoc ettt e e 220
11.3  Plan EXPiration RUIE ..ceccc oot 222
114 Create RUIB. .ttt 224
T T o (U |1 225
11.6  DElELE RUIB.ceveieeiieeeeeeeeeeeeeeeeeeeeeeeeee ettt e e 225
11.7  Notification ChannelS.......cccuueeiiiiiiieiieeiee e 225
11.8  Edit Notification Channels ..........ccooviiiviiiieiiieciiieeee e 231
11.9 Delete Notification Channel.........cccooevuviveiiiieiiiiieeee e 232
11.10 View NOtification LOZS ..occvveeeeiiieeeciiee ettt 232
12 [30=T o o o 3 234
I R =T o Yol Y o 1= L PP PPPPPPPPPPPP 234
I A S W] 0 VWX V= | <] PR 254
12.3  Scheduled REPOItS ....uiiiiiiiieeciiie ettt e e 256
12,4 RePOrtS HISTOMY ..cciiiiiiiiiiiiiiiiiiiiiiiitiiieieeteeeeeeeeeeeeee e e e e e e e e e e e 258
12.5  Data Retention POLCY ..ccccuueieiiiiiieciie ettt 259
12.6  Data-Retention CategOries .....uiiiiiiieieeieeeeeeeeee e, 259
12.7  Data ArChiVINg ..o e r e 260
12.8 Recommendations for Retaining Data......cccccceccviiieeeeee e, 260
13 Providers MOUIE.......cieuiieeiiieeiiienieieniereeeteeerenereesetesssrensersnsessasssensesensessnsssenne 261
I TR R €U 1 1= [T TIPSR 261

floLlve Ltd. Proprietary Information 30f 297



floLIVE User Manual Introduction

13.2  AULO-ASSIZNMENT coeiiiiiiiiiiiiiiiiiiereeereeerer e e e e e e e e e e e e et eeeeeeaeaeaeaaaaens 261
13.3  Self Upload of BUY RAtES.....cccccuiiiiiiiiieeciiee ettt 261
13.4  ProViders PAgE ..ociciciiie ettt ettt ettt e et e e e et e e e e 262
13.5  Allocate Providers to SUB-ACCOUNTS.......ccueieiiiiieeiiiiee e 268
13.6  Self-UPload ..ottt e 272
13.7  How to Self-Upload Buy RAteS.......cceeeeiiiiiiiiiiie et 273
14 BilliNg & INVOICES...civuuierirenierrteneerineeceeteneneettenseerensseserensssesennsssssenssssssnnsssssennnns 275
141 INVOICE MOAUIE .oeiieiiiiieeeee e s e e e e e 275
14.2  View Transaction Details........cccveviiiieiiiiiieiiiies e 276
14.3  Invoice EMail NOtification .....ccccueeieiiiiiiiiiieeciee e 277
14.4 Manual AdJUSTMENT ..ccoei et 278
15  System SettingsS.....cccciiiiiieiiiiiiiiiirrrr e 280
15.2  Manage Labels ... 284
15.3  Upload Terms Of USE ...cccuiiiieiiiei ettt e 284
15.4  ASSIZN GL COUES ..uutiiiiiieeieiciteee e e et e e e e e e e e srtarr e e e e e e e s nnanreeeeee s 286
15.5 AU Trailueeeee e e 288
15.6 Manage External Parameters ....ccooecciiieeee e 290
15.7  Create EXternal Parameter ..o vceeiiieeiiiesiee et 291
15.8  Assign External Parameter Values ........ccoeeeeeiieeiccieee e 292
15.9  Edit EXternal Parameters .....ccocveeicieeeiiieriieesiee ettt s s 294
15.10 Display SMS CONTENT...ccciiuiieiiiiiii ettt e e e e 295
15.11 DeViCe OPeratioNS...uuuuuiiiiiiiiiiiiiiiieiieeieieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeseeeeeeseseeens 296

floLlve Ltd. Proprietary Information 4 of 297



1.1

1.2

floLIVE User Manual Introduction

Introduction

The Connectivity Management Platform (CMP) is a cloud-based solution that includes a fully
virtualized 3G/4G/LTE and 5G core network, along with a comprehensive suite of Business
Support Systems (BSS). These components enable our customers to fully manage their loT
business, from device manufacturing and distribution to complete loT connectivity
management.

CMP Homepage

The platform is a CMP-as-a-Service offering that includes various subsystems and
management applications. A screen capture of the CMP homepage is shown below.

My Account Dashboard Sub-Account Charts

l Indicators l

Dashboard

My Account
' 7é,016 . 18 $0.00
1,974

oMB 0

System Modules

All system modules are accessible through the sidebar menu which enables you to navigate
the platform with ease. A description of the system modules is provided in this table.

System Module Description Reference
Dashboard View key a.cc.ount information including See "My Dashboard" on
usage statistics and trends. page 13
SIM
Manage the life cycle for a single SIM, group Refer to " SIM Table" on
Managemen . .
: of SIMs or an entire population. page 24
Batch Perform bulk operations on groups of SIM in  Refer to "Batch Operations"
Operations the account. on page 69

Define and manage rate plans for use by SIM  Refer to "Types of Plans " on

Plans cards page 90
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System Module

My Sub
Accounts

Providers

Connectivity
Rates

Description

Manage customer accounts under the main
account.

Select available providers for each customer.

View My Rates and set connectivity rates for
each customer.

View SIM population network events for SIM

Introduction

Reference

Refer to "My Sub Accounts"
on page 155

Refer to "Providers Module"
on page 261

Refer to " Rates and Fees" on
page 173

Refer to "Events Module" on

Event
vents behavior information. page 201
Generate ad-hoc reports for various SIM and  Refer to "Reports " on
Reports - -
billing activities. page 234
Rules & . T
! es . Define rules and notification channels for Refer to "Rules and
Notification . .\ e
. various SIM and rate plan conditions Notifications" on page 209
Billing & Create billing adjustments and view past Refer to "Billing & Invoices"
Invoices invoices on page 275
. . Refer to "Open a Support
S t Y d t t tickets. .
uppor iew and manage account support tickets Ticket" on page 1
Confi lobal t t h Refer to "Syst Setti "
Settings onfigure global system parameters such as efer to "System Settings" on

users, labels, etc. page 280

Version Release Information

Version 9.100, 05 June 2025, Revision A

Before You Begin

This section contains a general description of the system including browser compatibility,
account hierarchy, access restrictions and contingencies relating to client information.

Browser Compatibility

The SIM Connectivity Management system is compatible with all standard commercial web
browsers, such as Google Chrome, Mozilla Firefox, Microsoft Edge, and Safari, ensuring
seamless accessibility and usability across different platforms.

User Access and Usage Authorization

Access to the SIM Connectivity management system is restricted to registered users
exclusively. Each user is assigned specific user authorizations based on their designated user
roles within the system. These authorizations align with their respective roles' permissions,
ensuring that users only have access to the functionalities and data pertinent to their
responsibilities. By enforcing this user-role based access control mechanism, the system
maintains security and confidentiality while facilitating efficient management of SIM
connectivity operations.
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Account Hierarchy and Multi-Tenancy

The platform account structure is hierarchical; every (mainly customer) primary (or parent)
account can have multiple, multi-level child accounts under it. A child account inherits the
functions and permissions of its parent account, with the only difference being the resources
it can access. The system is multi-tenant; every piece of information is distinguished by the
account it belongs to. This ensures that an account can access only its own information and
resources and is shielded from other accounts. The following diagram illustrates the account
hierarchical structure:

Customer Customer Customer Customer

L z 3 4
GRS Customer Customer

2.1 2.2 4.1

Customer Customer
2.2.1 2.2.2
Customer
2.211

Client Information

Should a power outage occur on the client end, it is important to note that any information
stored in the CMP application memory will not be preserved. We advise users to regularly
save their work to avoid potential data loss in such situations.

User Login

To login into the platform, do these steps:

1. Visit https://floportal.flolive.net to display the login screen.

2. Enter your email and password.

3. Click Sign in to display the My Account dashboard (refer to "My Dashboard" on
page 13)
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NOTE: Click Forgot Password? in login screen to reset the password.

1.6 Terms of Service

When you login to the system for the first you must accept the Terms of Use of Service
agreement.

To accept the Terms of Service agreement, do these steps:

1. Go to the system Login screen.
2. Click I Accept to agree to the terms of service.

3. To save a PDF version of the Terms of Use of Service agreement on your
computer click Download (optional).

NOTE: For more information refer to "Upload Terms of Use " on page 284

1.7 Set Language

To set the language of the user interface, do the steps:

1. Go to the top bar and click your User ID. to display the menu options.
2. Select Languages to display a list of available languages.

3. Select a Language to update the homepage.

1.8 System Logout

To log out of the system, do these steps:

1. Go to the top bar and click your User ID.

2. Click Log out when the drop-down menu is displayed

1.9 Login on Behalf

The Login on Behalf feature enables a parent super admin to access the system on behalf of
a sub-account user. With this functionality, the parent super admin gains temporary access
to the sub-account and can perform actions, view data, or manage settings as if they were
logged in as the sub-account user.

An example of the Login On Behalf screen is shown here.

floLlve Ltd. Proprietary Information 8 of 297
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Logged in User Session Timeout Login on Behalf
‘ Qa®pPe .
Settings
Users
m
[ ] &
7 .. @

7/ Eam
[l Delete
& Login On Behall p

List of Select Super User

Users Account Role

1.9.1 Preconditions

Make sure these conditions are met before you use Login On Behalf.

Condition Description

User " " . .
1. . The "Impersonator" must be logged in as a Super Admin.

Permissions

2. Account Type The account must be a Connectivity Service Provider (CSP) Account

The user must be registered in the system and have a valid Access and
Refresh SSO token.

The user Multi-Factor Authentication must be enabled or set as

3. User Token

4. MFA Status

mandatory.
5 Activity The user must complete all assigned actions to enable Super Admin
" Status access.

1.9.2 Sub-Account Setup

To setup a sub-account for the Login On Behalf feature, do these steps:

1. Select an existing sub-account or create a new one.

floLlve Ltd. Proprietary Information 9 of 297
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Navigate to the account and settings enable the Connectivity Service Provider

option.
Enable the Allow Login on Behalf option.
Set the MFA option to Enabled or Mandatory.

Click Save to update the account settings.

NOTE: If the MFA option is set to Disable then the Allow Login On Behalf option is also
disabled.

Super Admin Setup

To define the Super Admin permissions for the Login On Behalf feature, do these steps:

v A W RE

Select Settings to display a list of users.

Select a Super User defined in the table and click the Actions icon.
Click Edit to display the Super Admin details.

Role Type and select Super Admin + Impersonator.

Click Save to update the user role settings.

Login On Behalf Via User Account

To Login On Behalf from the user account, do these steps:

1.

2

3.

Navigate to My Account on the top bar menu.
. Select My Account | Login On Behalf.

Enter a user email address and click Login.

Login On Behalf Via System Settings

To Login On Behalf from the system settings, do these steps:

1
2
3.
4

Select Settings from the sidebar menu.

Click Login On Behalf.

Enter a user email address and click Login.

Session Timeout

Scroll the list of accounts and click the Actions icon for a selected account.

When a Super Admin is logged in on behalf of a user, a green notification bar is displayed at
the top of the screen. The notification bar contains the User ID and the Session Timeout.

floLlve Ltd. Proprietary Information
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Audit Trail

The Audit Trail for the Login on Behalf feature provides a comprehensive record of all actions
performed by the parent super admin when accessing the system on behalf of sub-account
users. The audit trail logs each login session initiated by a super admin and display these

details:

o Specific name of the user and sub-account.
o Time and date of access including duration of session.

o Any action done by the Super Admin (e.g. data modifications and configuration
settings etc.)

Logout On Behalf
To logout on behalf, do these steps:

1. Navigate to My Account on the top bar menu.

2. Select My Account | Logout On Behalf.

Display Online Help
To display the Online Help files, do these steps:

1. Go the top bar and click the ? icon to display the knowledge-base homepage.

2. Click User Manual display the online help default page.

NOTE: You can download a PDF Version of the User Manual from the top bar menu of the
online help.

View Open Source Licenses

You can view and download Open Source licenses via the About Menu. The license
information is updated every three months.

To view Open Source licenses, do these steps:

1. Go to the top bar and click your User ID. to display the menu options:
2. Click About to display a list of available licenses.

3. Click Download to save a PDF file to you computer.
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4. Click Close to return to the Dashboard homepage.

NOTE: Links are provided for viewing of licenses from vendor sites.
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My Dashboard

The Dashboard module provides comprehensive usage data for your (Parent) account and
your (Child) sub-accounts over a user-configured length of time. It displays data and SMS
usage, SIM connection data and cost, as well as revenue and profit summaries.

Types of Accounts

The dashboard module contains two different views:

Type of Account Description

Parent Account

Sub-Accounts

Displays data from your (Parent) Account with or without the inclusion
of your sub-accounts (Child). This section provides an overview of usage
data specific to your main account. For more information refer to
"Parent Account Dashboard" on page 14

Displays data bar graphs from selected sub-accounts. When more than
one account is selected, the bar graph aggregates data over all selected
accounts. Additionally, the bar-graph data displays can be transformed
into a pie chart. Each slice of the pie chart represents the percentage
contributed by each of the selected accounts. Data from unselected
accounts are not included in the pie chart. For more information refer to
"Sub Accounts Dashboard" on page 19.

You can access the Parent Account and Sub Accounts by selecting the associated tab on the
dashboard interface. A screen capture of the Dashboard module is shown here:

Dashboard

My Account

1,974

Data usage

78,516 18 '\E- ‘ $0.00

0MB
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Parent Account Dashboard

My Dashboard

The Parent Account serves as the primary entity within the SIM Connectivity Management
system. This account controls and manages your account and all your associated Sub-
Accounts. Typically, the Parent Account represents the main user or organization responsible
for managing multiple Sub-Accounts and respective SIM cards or connected devices.

An example screen capture of the parent account data is shown here.

Sub-Accounts Total SIMS In-Use SIMS In-Use IMSls Include Time
Sub-Accounts Range
Dashboard
My Account
. ® _ ®
1974 78,016 982 ® 982 [ ] $0.00
I
0MB T e 0 I $4,791.80 T @
Data Usage SMS Usage Account Revenue
A description of the parent account data is provided in this table.
Attribute Description
Sub- Number of sub accounts created by this account. The account dashboard
Accounts counts only one level down in the child accounts hierarchy.
Total number of SIMs under the account inventory.
Total Sims  ,  Activated SIMs count is displayed in green.
o Suspended SIMs count is displayed in red.
In Use . . .
SIMs Number of SIMs connected to the network for the specified duration of time.
In Use . . . .
IMSls Number of IMSIS in use for the specified duration of time.
Specify if sub-account data is displayed in parent account:
Include
Sub o Enabled: Displays sub-account usage data for parent account.
Accounts
o) Disabled: Sub-account usage data not displayed for parent account.
Time . . .
Filter the time range for usage data in parent account.
Range
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Attribute Description

Data Total amount of megabytes in use for all SIMs during the defined time-frame.
Usage For more information, refer to "Data Usage Chart" on page 16

SMS Total number of SMS sent by all SIMs during the specified time-frame. For
Usage more information, refer to "IMSIs Per Location" on page 18

Total account revenues from all child accounts during the user-configured
length of time. For more information, refer to "Cost Revenue and Profit Chart
on page 17

Account
Revenue

IMSIs Per The total number of active IMSls in each country for the specified duration of
Location time. For more information refer to "IMSIs Per Location" on page 18

View Parent Account Data

To view parent account data, do these steps:

1.

2
3.
4

Select Dashboard from the sidebar menu.
Click the My Account tab to display account data.
Select the Include Sub Accounts to display parent and sub-account data.

Select a Date Range option:
a. Today
b. Yesterday
c. Last 7 Days
d. Last 30 Days
e. Month-to-date
f. Custom

In-Use SIM Chart

The In-Use SIM chart shows the number of SIMs that are connected to the network over a
specified duration of time. Users can click the Include Sub Accounts toggle button to include
or exclude the SIMs of sub-accounts.

An example of the In-Use SIMs chart is shown here.
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The In-Use SIMS chart options are described in this table.

Attribute  Description
Export  Click to Export as CSV file.
Tooltips Hover over each bar in the bar graph to see the amount.

2.3.2 Data Usage Chart

The Data Usage chart shows the total Data usage of all SIMs over the user-defined length of
time. Click the Include Sub Accounts toggle to include/exclude the SIMs of sub-accounts.

An example of the Data Usage chart is shown here.

Data Usege i 0
Cumuiafive | Expon

350

23C6

170
.AAAI.I|II|||| |I||‘I.nl||

Wh7 b8 f9  RbI0 Fbll FebI2  Reb13 Febl4 FeblS  ReblS  Febl7  Feblf  Febld Feb2d) b2 Feb2  Feb23 b2t Fadd5  Fadd6  Fapdi  Feb28 Vel  Me2  Me3 Mad M5 Mab Me7  Maf Mard

A description of the Data Usage chart options is provided in this table.

Attribute Description
Export Click to Export as CSV file.
Tooltips Hover over each bar in the bar graph to see the amount.

2.3.3 SMS Usage Chart

The SMS Usage chart shows the total number of SMS sent by all SIMs for a specified duration
of time. Users can click the Include Sub Accounts toggle to include or exclude the SIMs of

sub-accounts.
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An example of the SMS Usage chart is shown here.

Sms Usage | N‘ | D
6 SMS Cumulative Expo
5 SMS
4 SMS
3 SMS
2 SMS
1 5MS
0 5SMS 7 . ‘
FEE \\“\\\“\ A’*“\“\?*&\h 9\{'@ Lﬂ“‘“ A «\“‘"\T«ﬂ“\t & &\3’ \«z ff& ﬁﬁ«&‘“ \@ i L«S & o l & &"& \?ﬁ & @"q

A description of the chart options is provided in this table.

Attribute Description
Export Click to Export as CSV file.
Tooltips Hover over each bar in the bar graph to see the amount.

2.3.4 Cost Revenue and Profit Chart

The Cost Revenue and Profit shows a calculation of account economic performance
indicators. The indicators are color-coded as follows:

Color Indicator Description
The total cost incurred by all SIMs in your account for a

[ ) Cost specified duration of time. This is the amount of money
you must pay to your Parent account

The total account revenues earned by the SIMs in your

Revenue - . .
® sub accounts for a specified duration of time.

Calculated as Revenue minus Cost for a specified

Profit . .
® duration of time.

An example of the Cost Revenue and Profit chart is shown here.
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Cost, Revenue and Profit R

Reb7 b8 Feb¢  Febl)  Febll  FeblZ  Feb13  Rebld  FeblS  Febl€  Rebl7  Febi8  Febl3 Feb20  Feb2l  Feb32  Geb2d  Reblt  FedS  Feb26  Febil  Feb28 Marl Ve Mar?  Mard M5 Mab Ma? M Mard

@ Cost @ Revenue @ Profic

A description of the chart options is provided in this table.

Attribute Description
Export Click to Export as CSV file.
Tooltips Hover over each bar in the bar graph to see the amount.

NOTE: When the Include Sub-Accounts option is disabled, the dashboard only displays the
Cost, since your main account does not have any revenue for its SIMs.

2.3.5 |IMSIs Per Location

The IMSIs Per Location chart displays the total number of active IMSIs in each country for the
specified duration of time.

An example of the IMSIs Per Location chart is shown here.

Country Number
Name of IMSIs
Countries INSis

E United States of America 45

Hl Australia ]

& India 2

-] Mexico 6

1B Cameroon

2.4  Export Parent Account Data

To export a the data for a parent account chart, do these steps:
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1. Select Dashboard from the sidebar menu.
2. Click the My Account tab.

3. Scroll the page and select one of these charts.

o Data Usage
o In-Use SIMs
o SMS Usage

o Cost, Revenue and Profit
4. Select a chart and click Export to download a csv file to your computer.

Sub Accounts Dashboard

A Sub-Account is a child account linked to and managed under the Parent Account within the
SIM Connectivity Management system. Sub-Accounts are often utilized to segment and
delegate control over specific sets of SIM cards or connected devices.

A screen capture of the Sub-Accounts dashboard is shown here.

Display In-Use Sub-Account Select Select In-Use SIMs/IMSIs
SIMs / IMSIs Tab Account Time Period Per Account
OksHBOARD
Dashboard
Sub Accounts Al - st 24 Hours - |
In-use IMSIs Display in-use IMSIs In-use IMSls
per account

100

MSls

Types of Sub-Account Data

A description of the sub-account data is provided in this table.

Attribute Description
Selected .
Display data based on selected sub-accounts.
Accounts
Time Period Filter the time range for usage data in parent account.

In Use SIMS / Number of SIMs or IMSIS connected to the network for a specified
IMSls duration of time.
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Attribute Description
In Use SIMS . . .
InMSISsePer / The number of SIMs /IMSlIs in use per account for a specified duration
of time.
Account
The Data Usage charts displays this information:
o) Total Data Usage: Total Data amount of megabytes in use by all
Data Usage selected accounts for a specified duration of time.
Charts )
o Data Usage Per Account: Total amount of megabytes in use by
each account for a specified duration of time.
For more information, refer to "Data Usage Charts" on page 21.
The SMS Usage charts displays this information:
o Total SMS Usage: Total number of SMS sent by all SIMs for a
SMS Usage specified duration of time.
Charts

o SMS Usage Per Account: Total number of SMS sent by each

account for a specified duration of time.

For more information, refer to "SMS Usage Charts" on page 21

The Revenues and Charges charts displays this information:

o Total amount of revenue from all child accounts for a specified

Revenue and duration of time.

Charges Charts . )
o Total amount of charges incurred by all child accounts for a
specified duration of time.

For more information refer to "Revenue and Charges Charts" on page 22.

2.7  View Sub-Account Data

To view sub-account data, do these steps:

1. Select Dashboard from the sidebar menu.
2. Click the Sub Accounts tab.

3. Select one or more sub accounts from the Select Accounts list.
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4. Select a Date Range option:
a. Today
b. Yesterday
c. Last 7 Days
d. Last 30 Days
e. Month-to-date

f. Custom
5. Select a chart and click Export to download a csv file to your computer.

Data Usage Charts

The Data Usage display shows the total Data usage of all SIMs in the Selected Accounts over
the user-defined length of time. Here is an example of the Sub Accounts Data Usage and its
pie chart showing the data usage over the selected time period.

18.23 GB

A description of the main components is provided here.

Attribute Description
Export Click to Export as CSV file.
Tooltips Hover over each bar in the bar graph to see the amount.

SMS Usage Charts

The SMS Usage display shows the total number of SMS sent by all SIMs in the Selected
Accounts over the user-defined length of time.

Here is an example of the Sub Accounts SMS Usage charts that show the SMS usage over the
selected time period:
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Sms Usage

B

A description of the key elements is provided in this table.

Attribute Description
Export Click to Export as CSV file.

Tooltips

2.7.3 Revenue and Charges Charts

My Dashboard

SMS usage per account

Modern Tools
i
Secure industres. 2

1o Technologles

9SM

sage for all selected accou

Hover over each bar in the bar graph to see the amount.

The Revenue bar graph and pie chart show a daily calculation of account revenue
performance for specific time-frame. Revenue is defined as the total account revenues
earned by the SIMs in the selected sub accounts for a defined length of time.

Here is an example of the Revenue bar graph and pie chart over the selected time period:

A description of the key elements is provided in this table.

Attribute Description
Export Click to Export as CSV file.
Tooltips Hover over each bar in the bar graph to see the amount.

2.8 Export Sub-Account Data

To export data from a sub-account chart, do these steps:

1. Select Dashboard from the sidebar menu.

2. Click the Sub-Accounts tab.

3. Scroll the page and select one of these charts.
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o In-Use SIMs

o In-Use SIMs Per Account
o Data Usage

o Data Usage Per Account
o SMS Usage

o SMS Usage Per Account
o Revenue

o Charges Per Account
4. Select a chart and click Export to download a csv file to your computer.
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SIM Table

The SIMs table is a central hub for the management of SIM cards that enables users to
perform these tasks:

o View and manage allocated SIMs inventory
o Reallocate SIMs to child customers
o View SIMs status in real-time

o Manage related financial data

Table Data

The SIMs table lists the SIMs that have been manufactured and allocated to the current
account and sub-accounts, including their operational status and additional attributes. The
SIM table lists each SIM in a separate row. An example of the SIM data table is shown here.

SIMs

Table Columns

A description of the SIM attributes is provided in this table:

Attribute Description

Account The current account name the SIM is allocated to.
Active IMSI The currently active IMSI used by the SIM.

Active MSISDN Displays the active MSISDN currently used by the SIM.
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Attribute
Buy Plan/Package
Country
Data Session Time

Last Data Record

Data Usage (Period of

Time)

EID

ICCID

IMEI

IMEISV

IMSls

In Data Session

Labels

Last Data Record

MSISDNs

SIM Table

Description

Shows the plans and packages created by the Parent account
and attached to this SIM.

The last country in which the SIM established a connection.
Display the date and time of the device last open/closed PDP
session.
Display the date and time of the device last created DR.
The current data usage information. The SIM's data usage
shows the usage in three columns:
o Monthly Usage: The aggregate usage to date from the
first calendrical day of the month, January 1, February 1,

etc.; resets at midnight of the first day of the month.

o Weekly Usage: The aggregate usage to date from the
first day of the week, Sunday to the present; the week

starts on Sunday; resets at midnight Sunday.

o Daily Usage: The aggregate usage today starting from
midnight; resets at midnight of the next day.

[eUICC SIM] The EID ID, which identifies this eUICC SIM (or
eSIM). Hover the cursor over the EID icon to view the EID ID:
Click the icon to copy the EID to the clipboard. This column is
frozen in place and cannot be moved or hidden using
Customize Columns. An empty cell (denoted by a hyphen)
indicates that the SIM is a regular UICC SIM.

The SIM’s ICCID and the user-assigned SIM alias. This column is
frozen in place and cannot be moved or hidden using
Customize Columns.

The IMEI number of the device using this SIM.

Displays the IMEI number with an additional designation for
the device firmware/software version

The list of IMSIs available on the SIM card. When there is more
than one IMSI, the system displays the first IMSI followed by a
“+" sign and the number of additional IMSlIs (e.g., 123456677
+2).B When you hover over the “+” sign, a tooltip is displayed
to show the rest of the IMSIs.

Indicates whether the SIM is currently actively using a data
session.

One or more labels assigned to the SIM for grouping,
searching, filtering, and performing bulk actions on SIMs with
the same label.

The date and time of the last created data record for the
selected SIM.

Subscriber identifier by phone number assigned by the
operator. For eUICC SIM (EID) with several profiles, the
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Attribute Description
MSISDN of the currently active profile. When there is more
than one MSISDN the system displays the first
MSISDN followed by a “+” sign and the number of additional
MSISDNs (e.g., 123456677 +2).2 When you hover over the “+”
sign, a tooltip is displayed to show the rest of the MSISDNs.

[eUICC SIM] Applies to this EID, which may have several
embedded profiles with different ICCIDs, only one of which is
active. The profile alias of the currently active profile of this EID
(eUICC SIM).

Shows the plans and packages created by your account and
that are used to charge your Sub-account SIM.

The current SMS usage information. The SIM's SMS usage
shows the usage in three columns identical to that for Data

Profile Alias

Sell Plan/Package

Usage:
SMS Usage for Period of o Monthly Usage
Time
o) Weekly Usage
o Daily Usage
The current SIM status: Active, Suspended, or Suspended -
Status

Locked.

Labels used to tag SIMs with system attributes (for example,
EUICC, LPWA, etc.) and used in various business processes,
System Labels such as generating reports, invoicing, and billing. Note that
System Labels are assigned to SIMs during production and
cannot be created nor edited using the platform portal.

SIM Data Actions

A description of the SIM table actions is provided in this table.

Action Description
Search  Search for a specific SIM, according to SIM Alias, EID, ICCID IMSI, IMEI or
SIM MSISDN. For more information refer to

Filter Filter the SIMs table. For more information refer to
Export  Export the SIMs table contents to a CSV file. For more information refer .

Filter SIM Data

When you open the SIMs table it is recommended that you apply SIM Table filters to populate
the SIMs based on filter criteria.

To filter the SIMs table, do these steps:
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Click the Filter button, located in the upper right corner of the SIMs table.
To filter by Accounts, select all accounts you want to appear in the SIMs table.

To filter by Location, select all locations whose SIMs you want to view in the
SIMs table.

To filter a range of SIMs, click the Select Type and select the appropriate type:
o None
o IMSI
o ICCID
o EID
o IMEI
o IMEISV

o MSISDN

NOTE: The filter function works across all profiles of an eUICC SIM, both active and inactive.
Thus, for example, if you filter by ICCID, IMSI or MSISDN type and you enter a range or
discrete value that matches an inactive eUICC profile, the filter finds that SIM and displays it
(its active profile) in the SIMs table.

A R 4

To filter by Ranges, click the Ranges button and enter a From and To range.
To filter by Discrete SIMs. select a SIM ID type and then the Free text button.
Type or copy/paste the SIMs into the field as directed (comma delimiter).

To filter by (Billing) Plan, select all Billing Plans for the SIMs you want to view in
the SIMs table.

To filter by Labels, select all the Labels assigned to the SIMs you want to view in
the SIMs table.

To filter by Status, select one of these states:
o Active

o Suspended

NOTE: If you do not filter by Status, both Active and Suspended SIMs are displayed.

9.

To filter by Usage (Data or SMS), first select a time period:
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o Daily

o Weekly

o Monthly (default)
Set Time Frame

When you activate the filter, the Data <time period> usageand SMS <time period> usage
columns of the SIMs table display the aggregate usage for the time period you choose.

Period of Time Description

The usage to date from the first calendrical day of the month,
Monthly January 1, February 1, etc.; resets at midnight of the first day of
the month.

The usage to date from the first day of the week, Sunday to the

Weekly present; the week starts on Sunday; resets at midnight Sunday.

The usage today starting from midnight; resets at midnight of

Daily the next day.

NOTE: If Multiple Plans are attached to a SIM, the Usage filter filters only the plan with the
highest priority. The SIM with lower priority plans will not be displayed in the SIMs table,
even if the SIM-(lower priority) Plan combination meets the Usage filter criteria.

Filter by Data Usage

To filter by Data Usage, do these steps:

1. Click the left arrow and select the Data Amount Qualifier:
a. Less than filters to “Less than or equal to”.

b. Greater than: Filters to “Greater than or equal to”.

2.  Click the middle field and type an Amount: The data amount is a numerical

value range (including 0 zero).

3.  Click the right field and select the Unit of Volume.

NOTE: Only SIMs whose Data usage matches the Data filter criteria appear in the SIMs table.

Filter by SMS Usage

To filter by SMS usage, use the SMS filter fields.
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1. From the Usage filter, select the SMS check box.
2. Click the left arrow and select the Data Amount Qualifier:
a. Less than filters to “Less than or equal to”.

b. Greater than: Filters to “Greater than or equal to”.

3.  Click the right field and type an Amount.

NOTE: Only those SIMs whose SMS usage matches the SMS filter criteria appear in the SIMs
table.

Filter by External Parameters

You can filter by only one External Parameter at a time. To filter by External Parameters, do
these steps.

1.  Click the Parameter Name field. A list of SIM-type External Parameters is

displayed.

2. Select the External Parameter, for example DevType.

NOTE: You must know the value in its entirety to find the SIM(s) that the External Parameter
with that value is attached to. Partial entries are not recognized.

3.  Type the Value of the External Parameter in the Value field.
4, Click Apply.

TIP: When you complete your selection the Filter Options window closes, and the SIMs table
displays only data with selected attributes only.

Export SIM Data

This feature enables users to export SIM table data to an external CSV file. There are two
options to export the data displayed in the SIMs table:

o Export Displayed Columns: This option enables users to export data from the
table containing only the columns currently visible on the user interface. It
allows users to tailor their exports to include only the information currently
displayed in the table.
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o Export Displayed and Hidden Columns: With this option, users can export data
from the table, including both the columns currently displayed on the user
interface and any hidden columns. It provides users with a comprehensive
export of all available data columns, ensuring no information is omitted from the
exported dataset.

If the SIMs table has a larger number of SIMs than can be exported into a single file an
appropriate message is displayed. You need to refilter the SIMs table to obtain finer
granularity that reduces the table contents.

CSV File Attributes

The exported file name has the following format: SIM export yyyymmdd.csv

NOTE: The exported filename contains the time stamp of the generated CSV file, for example:
SIM_export_20220201.csv

TIP: The CSV file includes both the SIM identifiers (ICCID, EIDs, IMSIs) and UUIDs and can be
associated with other actions, such as file-based bulk operations and API calls.

The CSV file includes both the SIM identifiers (ICCID, EIDs, IMSls) and UUIDs and can be
associated with other actions, such as file-based bulk operations and API calls. The SIMs in
the CVS file are identified by the SIM name, the account name and billing plan. If the SIMs
listed in the SIMs table have been mapped to external customer IDs, these customer IDs will
be incorporated in the CSV file.

Export Procedure
To export the SIMs table contents to a CSV file do these steps:

1. Select SIMs from the sidebar menu.

2. Click Customize Columns and select the columns you want to display in the SIMs
table.

3. Click Save to update the SIMs table.

4. Click Export Options and select one of these options:
a. Export Displayed Columns

b. Export Displayed and Hidden Column:s.

5. Click Export to download csv file.

Example CSV File

Here is an example of the exported CSV file.
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NOTE: The cell delimiter for lists of values within a cell is a comma (,).

Description of CSV Information

A description of the CSV information is shown in this table.

Attribute
SIM UUID

Child Sim UUID

ICCID

EID

Profile Alias

Account UUID

Account Name

Sub Account
uuiD

Sub Account
Name

Alias

Last Activated
MSISDN

MSISDNs

floLlve Ltd. Proprietary Information

Description

The UUID (Universal Unique Identifier) of this SIM.
The child subscriber UUID of this SIM.
The SIM ICCID (Integrated Circuit Card Identifier) serial number.

[eUICC SIM] The EID ID, which identifies this eUICC SIM (or eSIM). An
empty cell indicates that the SIM is a regular UICC SIM.

[eUICC SIM] Applies to this EID. which may have several embedded profiles
with different ICCIDs, only one of which is active. The profile alias of the
currently active profile of this EID (eUICC SIM).

The UUID of the account that this SIM belongs to.
The full account name of this SIM.

The UUID of the sub account that this SIM belongs to.

The full account name of this SIM.

The alias (if any) applied to the account that this SIM belongs to.

The last MSISDN that was activated by this SIM (member of MSISDN/IMSI
pairing).

The list of MSISDNs that have been assigned to this SIM.
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Attribute

Last Activated
IMSI

IMSls
IMEI
IP Address

SIM Status
uulD

SIM Status

Sell Plan UUID
Buy Plan UUID

Sell Plan Name
Buy Plan Name
Sell Plan
Priority

Buy Plan
Priority

Sell Plan Data
usage

Sell Plan SMS
usage

Buy Plan Data
usage

Buy Plan SMS
usage

Country
Labels
System Labels

Last connected
time

RAT

Description

The last IMSI that was activated by this SIM (member of MSISDN/IMSI
pairing).

The list of IMSIs that have been assigned to this SIM.

The IMEI assigned to this GSM SIM.

Last allocated IP address.

The SIM’s status instance UUID.

SIM Status: ACTIVE, SUSPENDED.

The UUIDs of the Sell Billing Plan that the SIM subscriber is paying for.

The UUIDs of the Buy Billing Plan (created by the Parent account) that
the SIM subscriber is paying for.

The names of the Sell Billing Plans assigned to this SIM.
The name of the Buy Billing Plan assigned to the SIM.

The Sell Plans current assigned priorities (used for Multi Plans) .

The Buy Plans current assigned priorities (used for Multi Plans).

The total Sell-Plan Data usage of this SIM at the moment that the CSV file
was created.

The total Sell-Plan SMS usage of this SIM at the moment that the CSV file
was created.

The total Buy-Plan Data usage of this SIM at the moment that the CSV file
was created.

The total Buy-Plan SMS usage of this SIM at the moment that the CSV file
was created.

The country where the SIM was last connected.
User labels assigned to this SIM.
System labels assigned to this SIM.

The last time this SIM connected to the network at the moment the CSV
file was created.

The Radio Access Technology used by this SIM at the time the CSV file was
created.

RAT Type Used by HSS/HLR

Value RAT Type Value RAT Type
1000 UTRAN -3G 1013 WB-EUTRAN(GEO)
1001 GERAN -2G 1014 WB-EUTRAN(OTHERSAT)

1002 GAN 1021 NB-IoT(LEO)
1003 HSPA. 1022 NB-loT(MEOQ)
Evolution
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Attribute Description
1004 EUTRAN -4G 1023
1005 :EOL#TRAN NB 1024
1006 NR-5G 1031
1007 LTE-M 1032
1008 NR-U 1033
1011 \EAl/JI%I'RAN(LEO) 1034
WB-
1012 EUTRAN(ME
0)

SIM Table

NB-I0T(GEO)
NB-IoT(OTHERSAT)

LTE-M(LEO)
LTE-M(MEO)
LTE-M(GEO)

LTE-M(OTHERSAT)

RAT Type Used by AAA/GGSN/PGW

The ID code of this SIM’s operator.

Valu
e
0
1
2
3
4
5
6
7
8
9
10

Connected

operator

RAT Type

<reserved>
UTRAN - 3G
GERAN -2G
WLAN

GAN

HSPA Ecolution

EUTRAN (WB-EUTRAN — 4G

Virtual
EUTRAN NB loT
LTE-M, CAT-M

NR

The last location recorded of this SIM at the moment the CSV file was
created.

Last Location

The coordinates comprise four values separated by a slash, as follows:

MCC/MNC/LAC or TAC/CellID or SAC or ENB or RAC

For the fourth value, the order is important:

floLlve Ltd. Proprietary Information
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Attribute Description

o If the first is found, only it will appear; if not, then the second

value will appear
o) If not, then the third value will appear.

Thus:

o If Cl is found, then the location will be MCC/MNC/LAC or TAC/CI
o If Clis not found, the location will be MCC/MNC/LAC or TAC/SAC

o If SAC is not found, the location will be MCC/MNC/LAC or
TAC/ENB

o If ENB is not found, the location will be MCC/MNC/LAC or
TAC/RAC

Range:

MCC = Mobile CelllD = Identifies the BTS or a sector
Country Code

MNC = Mobile )
Network Code SAC = Service Area Code

LAC =Location Area ENB = E-UTRAN NodeB
Code

TAC =Tracking Area RAC = Routing Area Code

Code

External

X The list of External Parameters names and values assigned to the SIM.
parameters

The SIM’s current data usage information. The SIMs data usage shows the

<time usage in three columns:
period>Data
Usage o Daily Data Usage Mb: The aggregate usage today starting from

midnight; resets at midnight of the next day.
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Attribute Description

o Weekly Data Usage Mb: The aggregate usage to date from the
first day of the week, Sunday to the present; the week starts on

Sunday; resets at midnight Sunday.

o) Monthly Data Usage Mb: The aggregate usage to date from the
first calendrical day of the month, January 1, February 1, etc.; resets

at midnight of the first day of the month.

<time
period>SMS The SIM’s current SMS usage information.
Usage

Search SIM Data

You can search the SIMs Table by SIM Alias, ICCID, EID (eUICC SIM identifier), IMSI number
or MSISDN. The search function works across all profiles of an eUICC SIM, both active and
inactive. Thus, for example, if you search by ICCID, IMSI or MSISDN type and you enter a
complete or partial value that matches an inactive eUICC profile, the search engine finds that
SIM and displays the active profile in the SIMs table.

To search the SIMs Table:

3. Go to the Search field on the right side of the page header.

4. Type the ICCID, EID, IMSI number or MSISDN in the search box. A list of results is
displayed.

5. Click on an Alias (ICCID/EID/IMSI/MSISDN) in the search result to open the SIM
Page.

6. Use the scroll bar to view additional ICCIDs/EIDs/IMSIs/MSISDN.

TIP:You can type any part of the search parameter to display a list of entities that match the
partial entry.

SIM Actions

You can perform different actions on single or multiple SIMs from the SIMs module. You can
also perform SIM actions on a single SIM displayed in the SIMs Info Page.
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3.6.1 Single SIM Actions

A description of the actions for a single SIM is provided in this table.

Action Description

Top-up the SIM with additional Data, SMS or money quota, depending
on the SIM’s assigned Billing Plan. Topping Up changes only the quotas
of the current billing cycle. It does not change the quotas defined in the
Billing Plan.

o Only SIM child accounts can be topped-up.

Top up o You can top-up multiple SIMs at the same time only if they all

have the same Billing Plan.

o) If a SIM has multiple plans attached, you can top up only one

plan at a time (by selecting the plan

o) You cannot top-up SIMs that do not have an attached Billing

Plan.

Give a SIM an alias or edit an existing alias to facilitate searching for

Change alias this SIM in this and other modules (from the Search SIMs field).
Details Opens the SIM Info page for additional SIM information
Move Move the SIM to a different account

This action is performed on a SIM that may experience registration
and/or connectivity issues with the current connected mobile

Reload SIM network. Click this action to manually send a cellular network “Cancel
Location” command to the SIM. The SIM will try to reregister to the
mobile network.

Attach a label to this SIM; you can attach an existing label or create a

Labels new label and attach it
Change the SIM state from Active to Suspended, in which the SIM
Suspend cannot register to the network. This option is applicable only for an
active SIM.
Change the SIM state from Suspended to Active, in which the SIM can
Activate register to the network. This option is displayed only for a suspended
SIM.
Send SMS Send Text SMS to the device.

Opens the Manage Plans tab in the SIMs Info page that lists all Billing

Plans attached to this SIM and allows you to:
Manage Plans

o Attach new Sell plans to this SIM
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Action Description

o) Detach plans from this SIM

Attaches the SIM to a new Billing Plan.

o Only Sell plans can be attached

Attach Plan
o Only SIM child accounts can be assigned to a new Billing Plan.

o You can change the plans of multiple SIMs at the same time

only if they all have the same Billing Plan (see below).

Detaches the SIM from a Billing Plan it now belongs to. If you detach a
SIM from a pre-paid (Money or Usage) Billing Plan in the middle of a
billing cycle, the SIM is still charged over the entire billing cycle. When
you detach a SIM from a Billing Plan, and no other Billing Plans are
attached, the SIM can no longer use connectivity services; connectivity
is restored when the SIM is reattached to a Billing Plan.

Detach Plan

3.6.2 Multiple SIM Actions

A description of the actions for multiple SIMs is provided in this table.

Action Description

Change the SIM state from Suspended to Active, in which the SIM can

SIM Activate .
register to the network,
Top-up the SIM with additional Data, SMS or money quota, depending
on the SIM’s assigned Billing Plan.
Topping Up changes only the quotas of the current billing cycle. It does
not change the quotas defined in the Billing Plan.
Notes:
Top up

o) Only SIM child accounts can be topped-up.

o) You can top-up multiple SIMs at the same time only if they all

have the same Billing Plan.

o If a SIM has multiple plans attached, you can top up only one

plan at a time (by selecting the plan)
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Action

Move

Reload SIM

Labels

Suspend

Attach Plan

Detach Plan

Description

o) You cannot top-up SIMs that do not have an attached Billing

Plan.

Move the SIM to a different account. You can move multiple SIMs at the
same time only if they are all in the same account.

This action is performed on a SIM that may experience registration
and/or connectivity issues with the current connected mobile network.
Click Reload SIM to manually send a cellular network “Cancel Location”
command to the SIM. The SIM will try to reregister to the mobile
network.

Attach a label to this SIM; you can attach an existing label or create a
new label and attach it

Located under Action Menu. Change the SIM state from Active to
Suspended, in which the SIM cannot register to the network

Located under Action Menu. Attach the SIMs to a new Billing Plan.

o Only Sell plans can be attached.
o Only SIM child accounts can be assigned to a new Billing Plan.

o) You can change the plans of multiple SIMs at the same time

only if they all have the same Billing Plan.

Located under Action Menu. Detach the SIMs from the Billing Plan they
now belong to. If you detach a SIM from a pre-paid (Money or Usage)
Billing Plan in the middle of a billing cycle, the SIM is still charged over
the entire billing cycle. When you detach a SIM from a Billing Plan, and
no other Billing Plans are attached, the SIM can no longer use
connectivity services; connectivity is restored when the SIM is
reattached to a Billing Plan.

3.6.3 SIM Info Page Actions

A description of the actions available in the SIMs Info page is provided in this table.
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Action Description

Top-up the SIM with additional Data, SMS or money quota, depending
on the SIM’s assigned Billing Plan. Topping Up changes only the quotas
of the current billing cycle. It does not change the quotas defined in the
Billing Plan.

o Only SIM child accounts can be topped-up.

Top up o You can top-up multiple SIMs at the same time only if they all

have the same Billing Plan.

o If a SIM has multiple plans attached, you can top up only one

plan at a time (by selecting the plan)

o You cannot top-up SIMs that do not have an attached Billing

Plan.

Give a SIM an alias or edit an existing alias to facilitate searching for this

Change alias SIM in this and other modules (from the Search SIMs field).

Move Move the SIM to a different account,

This action is performed on a SIM that may experience registration
and/or connectivity issues with the current connected mobile network.

Reload SIM Click Reload SIM to manually send a cellular network “Cancel Location”
command to the SIM. The SIM will try to re-register to the mobile
network.

Attach a label to this SIM; you can attach an existing label or create a

Labels .
new label and attach it

Change the SIM state from Active to Suspended, in which the SIM
Suspend cannot register to the network. This option is available only for active
SIMs.

Change the SIM state from Suspended to Active, in which the SIM can
Activate register to the network. This option is available only for a suspended
SIM.
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Action Description

Send SMS Send Text SMS to the device.

To do SIM actions on a single selected SIM from the SIMs table on the SIMs page:

1. Click the Actions icon located on the right side of the SIM row. The SIM Actions
dialog box is didplayed.

2. Select the desired action from the SIM Actions pop-up.

To do SIM actions on a single selected SIM or multiple selected SIMs from the SIMs table on
the SIMs page:

1. Select a single SIM or multiple SIMs using the check boxes to the left of each SIM
row. The SIM Actions for single/multiple SIMs appear at the right side of the
SIMs module header.

Reload SIM.
Move
- <
(f) + - o . - 0
SIM Activate Labels LCIick Here to Show
Top-Up JINTRY Labels, Suspend,
i Attach Plan and
~ Detach Plan Actions
Suspend
Israe
Attach Plan
SIMS  ssuectea eEmEEe:
Detach Plan
o Israe

0012011157127 a
Single/Multiple SIM Actions from the Left-Side Checkboxes

2. Select the desired action.
To do SIM actions on a single selected SIM from the SIMs Info page:

1. From the SIMs table, click on the table row containing the SIM or select a SIM
from a Search action result list.

The SIM Info page appears
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2. Click located at the upper right corner of the SIM Info page (the extreme right
edge of the page header containing the SIM General information):

The SIM Actions pop-up appears.

® Topup

ch Change alias
(3 Move

(2 Reload SIM
© Labels
Suspend

: B> SendSMS

Single SIM Actions from SIM Info Page Right-Side Icon
3. Select the desired action from the SIM Actions pop-up.
Top Up SIM

You can Top Up SIMs by:

o Clicking the icon at the right end of a SIM row to Top Up a single SIM

o Using the checkboxes on the left side of each SIM row to select a single or
multiple SIMs

o Clicking the icon at the right end of the SIM Info page header (Getting SIM Info)

Guidelines
Top Up can be done on SIMs whose assigned Billing Plan is of type Money or Usage.

A SIM assigned the Money Billing Plan can be topped-up with additional money for the
current billing cycle.

A SIM assigned the Usage Billing Plan can be topped-up with additional Data quota or SMS
quota, or both, for the current billing cycle; you also set the price (cost) of the new quota.

Topping Up changes only the quota of the current billing cycle. It does not change the quotas
defined in the Billing Plan.

You cannot top up SIMs that do not have an attached Billing Plan.
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You cannot top up SIMs that are attached to a Pool Plan. You can, however, top-up the Pool
Plan.

When you top up a SIM with Multiple Plans, you must choose the plan you want to top up;
you can top up only one plan at a time. This is true also when you top up multiple SIMs from

the SIMs table.
Top Up a single or Multiple SIMs from the SIMs Table
The Top-up action is available for:

o Single SIMs from the SIMs table
o Multiple SIMs from the SIMs table

o SIM on the SIM Info page
To do the Top up action:
1. Invoke Top-up as described above.

The Top up this SIM dialog appears.

Note that when you select multiple SIMs from the SIMs table, the ICCID identifier at the top
of the dialog does not appear.

lapwup this 58

D YD e ]

Top Up SIM Dialog
2. Click the Plan field and select a plan that the SIM is attached to.

3. Set the parameters in the Top-up this SIM dialog:
o Cost

o Currency
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o Number of SMS
o Data volume + Units (Gigabyte, Kilobyte, Megabyte)
4. Click Submit.
Change SIM Alias
The Change Alias action is available for:

o Single SIMs from the SIMs table using the Action menu.

o SIM on the SIM Info page using the Action menu or directly in the SIM Info Page
General Info area.

Change SIM Alias Using the Action Menu

Change SIM Alias can be invoked for single SIMs from the Action menus of the SIMs table and
the SIM Info page.

To do the Change Alias action from the Action menus:
1. Invoke Change alias from the Action menu.

The Change SIM alias dialog appears.

Change SIM alias

A o %
Alias

Change SIM Alias Dialog

2. Type the alias or edit an existing alias in the Alias field.

3. Click Submit.

The alias appears under the ICCID number in the ICCID column:

89357110071 000031358

=Ry K=
d W Eels

SIM Alias Example

Change SIM Alias Directly in the SIMs Info Page General Info Area
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To do the Change Alias action directly from the SIMs Info | General Info area:

1. From the SIMs table, click on the table row containing the SIM or select a SIM
from a Search action result list.

The SIM Info page appears.

If you have not yet given the SIM an alias, the ICCID appears in boldface in the General Info
area, like this:

8935711001000030083 Acte

SIM ICCID in the SIM Alias Field when no Alias has been Assigned.

If you have already given the SIM an alias (for example, Travel8), the alias appears in boldface
in the General Info area, like this:

Travel8 Active

SIM Alias in the SIM Alias Field

2. Hover your cursor and then click the ICCID or the old alias and type the new alias
in the field:

8935711001000030368

Account loT Te |CCID 89357110
>

:.t Icﬁan.gewaurﬁé T IWW I

8935711001000030368

Hover and then Click SIM Alias Field to Change Alias Name

3. Press Enter.

The alias is generated. When you close the SIM Info page, the alias appears under the ICCID
number in the ICCID column, as described above.

Show SIM Details

The Details action is available for:

o Single SIMs from the SIMs table
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The Details action shows the details of a single SIM in the SIMs table.
To do the Details action:

o Invoke Details as described above.

The SIMs Info page opens for the selected SIM.

Move SIM

Use the Move SIM action to transfer one or more SIMs from your account to a sub-account.
The move actions are described in this table.

Move SIM(s) Description
_?_Iantﬁlee SIMiin the SIMs Select a single SIM in the SIMs table and move to a sub-account.
Multiple SIMs in the Select multiple SIMs in the SIMs table and move to a sub-
SIMs Table account
Single SIM f the SIM
ngte romthe the SIM info page and move to sub-account.
Info page

A screen capture of the Move SIM to Account dialog box is shown here.

Move SIM to account X

Select Sub-Account *
Secure Industries

NOTE: The Move action is applicable only for SIMs in the same account.

Move Single SIM to Sub -account
To move a SIM to a sub-account, do these steps:

Select SIM Management from the sidebar menu. The SIMs table is displayed.
Select a SIM row and click the Actions icon.

Select Move to display the Move SIM to Account dialog box.

S e

Click the Select Sub-account list box.
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5. Select a target sub-account and click Submit. The SIM is moved to the select sub-
account.

TIP: Alternativly you can move a single SIM directly from the SIM Info page. Click a SIM to
display the SIM Info page and select Move from the Actions icon located at the top of the
page.

Move Multiple SIMs to Sub -account
To move multiple SIMs to a sub-account, do these steps:

1. Select SIM Management from the sidebar menu. The SIMs table is displayed.
2. Check multiple SIM rows to select the relevant SIMS displayed in the table.

3. Click the Move button located in the table header. The Move SIM to Account
dialog box is dislpayed.

4. Click the Select Sub-account list box.

5. Select a target sub-account and click Submit. The selected SIMs are moved to the
select sub-account.

Reload SIM
The Reload SIM action is available for:

o Single SIMs from the SIMs table
o Multiple SIMs from the SIMs table
o SIM on the SIM Info page

The Reload SIM action is performed on a SIM that may experience registration and/or
connectivity issues with the current connected mobile network.

Click Reload SIM to manually send a cellular network “Cancel Location” command to the SIM.
The SIM will try to reregister to the mobile network.

To Reload a SIM:
o Invoke the Reload SIM action, as described above.

The SIM location is cancelled. The next time the SIM performs any action, its location is
restored.

Assign Labels
The Labels action is available for:

o Single SIMs from the SIMs table
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o Multiple SIMs from the SIMs table

o SIM on the SIM Info page:
o Using the Action menu
o Directly from the Labels Info area on the SIM Info page
SIM Labelling allows an operator to tag SIMs with labels for these purposes:

o Grouping SIMs with common parameters
o Filtering SIMs

o Actions or bulk operations on SIMs with common label
Guidelines

Labels are assigned to SIMs in a single account. However, the label is not unique to that
account and the same label can be applied to SIMs in a different account.

The SIM label is case-sensitive.
The SIM label structure is limited to:

o Asingle word (no spaces allowed)
o Alphanumeric characters only (a, b, ¢, 0, 1, 2, etc.)
o Special characters are not allowed

o Underlines between characters are not allowed

You can also create Labels using Settings > Labels. After you create them there, you must
return to the SIMs module to assign them to SIMs.

To Label a SIM from the Action menus:
1. Invoke the Labels action, as described above.

The SIMs Label dialog appears:

O Search

[ AVTest

SIMS Label Dialog (showing one created Label)
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Note that when you open the SIMs Label dialog, all existing labels appear in the dialog with
a checkbox in one of these states:

o :The (existing) label is not assigned to any selected SIM

o l: The (existing) label is assigned to all selected SIMs

o = : The (existing) label is assigned to only some of the selected SIMs

2. Do one of the following:

o Existing Label: Type the label name in the Search field to find the label and then

click the existing label checkbox several times until the l icon appears in the
check box:

Search

Q tesf] X

[] test

The label is assigned to all selected SIMs (when you click Apply).

The Associated SIMs column in the Labels table at Settings > Labels is updated with the newly
associated SIMs.

o New Label: Type the name of the new label in the Search field and select the
new label:

Search

NewlLkbell

DCreate new label NewLabell

The new label(s) is added to the Labels table (when you click Apply) at Settings > Labels.
3. Click Apply and the label(s) is assigned to the SIMs you selected.
To Remove Labels from a SIM using the Action menus:

1. Invoke the Labels action, as described above:
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The SIMs Label dialog appears showing the Labels assigned to the SIM.

O Search

B3 AVTest

o The icon appears in the checkbox of each label assigned to the selected SIM(s)
when:

o You invoke Labels from a single SIM row (using the icon)

o The label is assigned to all the SIMs you selected (using the checkboxes on the left

side of the SIM rows)

o The icon appears in the checkbox of each label assigned to the selected SIM(s)
when:

o The label is assigned to only some of the SIMs you selected (using the checkboxes

on the left side of the SIM rows)

2. Click the check box of the label(s) you want to remove from the SIMs one or

1

more times to toggle between the three options, (, , ) until the check box is
empty ().

3. Click Apply.

The SIM is removed from the Associated SIMs column in the Labels table at Settings > Labels

To Add/Remove a Label from a SIM from the Labels Info area in the SIMs Info Page

You can add or remove a label to or from a single SIM (the one selected from the SIMs table)
from the SIM Info page.

1. From the SIMs table, click on the table row containing the SIM or select a SIM
from a Search action result list.

The SIM Info page appears.
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Travel 2 ot
Account loT Technologies 10 8935711001000031135 MEI 3565691075129023 P Address 100.64.108.243 Arctive IMS| 278773000004355 ASISDN 3564000204355 «

SIM INFO SIM PROFILE SIGNALING EVENTS EXTERNAL PARAMETERS

: ®
FloLive - default rata pian Connectivity info
s s e | * 0|

0 SMS amB -
Current SMS usage Current data usage Fixed Monthly charges
®
SIM Info Page Showing Labels Panel
-
2. Under the Labels panel, click .
The SIMs label dialog appears.
o) Existing Label: Type the label name in the Search field and select the

existing label check box:

O Search

(] AVTest

Note that when you open the SIMs Label dialog, all existing labels appear in the dialog with
a checkbox in one of these states:

o :The (existing) label is not assigned to the SIM

o l: The (existing) label is already assigned to the SIM

The Associated SIMs column in the Labels table at Settings > Labelsis updated with the newly
associated SIM.

e} New Label: Type the name of the new label in the Search field and select

the new label:

Search

Q MNewlLiabell >

DCreate new label NewLabel1
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The new label is added to the Labels table (when you click Apply) at Settings > Labels.

3. To Remove a label(s) from the SIM, the Labels Panel on the SIM Info page and
click the on the label: .

. abels

The SIM is removed from the Associated SIMs column in the Labels table at Settings > Labels

3.7.3 Activate / Suspend SIM

You can activate or suspend a SIM based on its current status, such as activating a suspended
SIM or suspending an active one. These actions are available both for individual and multiple
SIMs. A description of the key concepts is provided in this table.

Term/Concept Description
Activate Action to make a suspended SIM active again.
Suspend Action to temporarily deactivate an active SIM.

Multiple When selecting multiple SIMs, the action applies to all, ignoring the current
SIMs status of each.

SIM Info

Page A detailed view of a specific SIM, from which you can invoke actions directly.

3.7.4 Single SIM Activation / Suspension
To activate or suspend a single SIM, do these steps:

1. Navigate to the SIMs Table.
2. Select the SIM you wish to activate or suspend.

3. Perform the relevant action:
a. Click the Activate icon to activate a suspended SIM.
b. Click the Suspend option from the Action menu to suspend an active SIM.
3.7.5 Multiple SIM Activation / Suspension

To activate or suspend multiple SIMS, do these steps:
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1. Navigate to the SIMs table.
2. Select multiple SIMs.

3. Invoke the Activate or Suspend action.

NOTE: All selected SIMs will be activated or suspended, regardless of the current status of
each SIM.

3.7.6  Activate/Suspend from SIM Info Page
To activate or suspend from SIM Info page, do these steps:

1. Open the SIM Info page for the relevant SIM.

2. Use the Activate or Suspend action available on the page.
Send SMS
The Send SMS action is available for:

o Single SIMs from the SIMs table
o SIM on the SIM Info page

To do the Send SMS action:

1. Invoke the Send SMS action, as described above.

The Send SMS dialog appears.

Send SMS

2. Type your SMS message in the Message field.

3. Click the Encoding button on the right and select the desired message encoding,
GSM-7 or UCS2

4. Click Submit to send the message.

3.8 Getting SIM Info

SIM info is collected in the SIM Info page, which provides detailed SIM information. The SIM
Info page contains 4 tabs.

o General Info Area
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o SIM Info Tab
o SIM Profile Tab
o Signaling Events Tab

o Manage Plans Tab

A screen capture of the SIMs Info page is shown here.

SIM Profile External SIM Actions
Parameters General Info
SIM (Usage) . . Connectivity Info
Info Signaling Info | panage Plans

Labels Info

Avi Sajnsung

Copy SIM
General Info

Device/SMS
Usage Toggle

viv-Yafo g o i
(- I
Usage History P o4
Toggle Device/SMS -

Billing Plan Info
SIM Location

SIM Info Header

The SIM Info header contains detailed information for a selected SIM.

An example of the SIM Info header is shown here.

MSISDN
SIM ICCID SIM Status P Active IMSI
l SIM ICCID IMEI /IMEIsy  Address
B s 89357115790306737344

BISTINSTINNETTIH V) 35

] wyorsers [ o sz

1l Dashboard

Connectivity info

A description of the SIM Info header is provided in this table.

Field Name Description
SIM ICCID The unique identifier for each SIM card.
Account Name The name of the account associated with the SIM card.

floLlve Ltd. Proprietary Information 53 of 297



3.10

floLIVE User Manual

Field Name
SIM Alias

SIM Status
IMEI /IMEISV
IP Address

Active SIM

IMSI

MSISDN

IMSI Provider Alias

SIM Actions

Copy to clipboard

SIM Info Tab

SIM Table

Description
A user-defined name for the SIM card.

The current status of the SIM card (e.g., active or
suspended).

The International Mobile Equipment Identity number of the
device (including software version) using the SIM.

the last IP address allocated to the SIM from the core Packet
Gateway (PGW).

Indicates the last activated IMSI/MSISDN.

The IMSI uniquely identifies the SIM card within the mobile
network. The SIM must be active to view the IMSI/MSISDN
pairings. For eUICC SIMs, the IMSI/MSISDN pairings are
shown only for the currently active profile

The Mobile Station International Subscriber Directory
Number, which is the phone number associated with the
SIM card

The IMSI Provider name.

Actions that can be performed on the SIM card, such as
activation, deactivation, or modification.

An option to copy the displayed SIM information to the
clipboard.

The SIM Info tab provides comprehensive details about the activities and status for a selected

SIM.

An example screen capture of the SIM Info panels is shown here.

Plan
Details

Select
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Usage Type

SMS Remaining Data Remaining Connectivity System
Balance Balance Info Labels
16 SMS 16.00 MB
0 -
®
L
Last
o "
]
i
Usage Date Last Known ®
Chart Month/Year Location =¥
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A description of the SIM Info panels is provided in this table.

Panel Name Description

Displays relevant details when you select a plan from the

Billing Plan drop-down list of all plans attached to the SIM.

The number of SMS messages left for a SIM to use. It
shows how much is still available from the total limit
before it runs out.

SMS Remaining Balance NOTE: The term "Remaining Balance" is used exclusively

for Prepaid Plans only (e.g. Usage and Money). When a
Rate Plan is displayed the term "Current Usage" is
displayed.

The amount of data (megabytes) left for a SIM to use. It
shows how much is still available from the total limit
before it runs out.

Data Remaining Balance NOTE: The term "Remaining Balance" is used exclusively

for Prepaid Plans only (e.g. Usage and Money). When a
Rate Plan is displayed the term "Current Usage" is
displayed.

Connectivity info includes these details:

o Last Connected Network: Displays the local
network name to which the SIM is currently
connected. If the SIM is not connected, it shows the
name of the last connected network.

o) Last Connectivity Technology: Indicates the

Connectivity Info SIM's registration Radio Access Technology (RAT),

such as 3G, 4G, or 5G.

o) Last Data Connectivity Technology: Shows the
RAT type for the SIM's data session, such as 3G, 4G,
or 5G. If the SIM is currently in a data session, hover
the panel to display the last date and time the SIM

was connected to a data session.

Displays the the labels assigned to the selected SIM. You

System Labels can click +Add New to add a new label.

Select the type of information (SMS or Data) to show in

Select Usage Type the timeline chart.
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Panel Name

Usage Chart

Date (Month/Year)

Last Known Location

3.11 SIM Profile

SIM Table

Description

Displays the daily usage of SMS or Data for the specified
month and year.

Select a month and year to display SMS or Data in the
Usage Chart.

o Country: Displays the name of the last country
used by the SIM.

o Last SIM Location: Shows the SIM's last network
location (MCC, MNC, LAC, Cell ID) and its last
connected location on a map. This information is
based on the cellular network and may vary in

accuracy due to antenna information.

NOTE: Several external factors can influence the
accuracy of the last connected location, including (a) the
device's receiver and location, (b) transmission
interference from atmospheric sources, and (c)
obstruction or reflection of location services from nearby
structures. Additionally, as geolocation data is crowd-
sourced, it may sometimes contain unintentional
deviations.

The SIM Profile tab displays the SIM card multi IMSI profile settings.

3.11.1 Regular UICC SIM (single ICCID profile)

A regular UICC SIM has one ICCID profile and optionally multi IMSIs, which appear as in the

following example:

SIMS > 245SBB08030354500000

24558808030358500000 #=

Account FloLive 1D 24558808030358500000 MEI- [P Address-

SIM profile

COID 24558B0803035B500000 Active Ll

floLive
154321791938221
98237640982345
61239470928

23978401293864

5638947562982
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Active M5 54861425413577  MSISON 1761221037 © 0

MSISON

1543254121521

1545

1543254121521

154325412152111

1543251215211

LOCATION PLVN SMSC AP

Canada 1092837649 12352345 iot-apn2
Canada S43567F54547... 483830340029 fot-apn
Canada 345320345034 2384720398 it-apn3
Canada 619238746982 0192837401 iot-apnd

Canada 23497102948 81923869190 iot-apn§
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UICC SIM Card

The UICC SIM card can host up to 10 IMSI profiles. Each row indicates a single IMSI profile.

eUICC SIM Profile

An eUICC SIM has multiple ICCID profiles; the following example illustrates how these profiles
may appear in the SIM Profile tab (the Active profile is always listed first):

SIMS » 24558808030358500000

24558808030358500000 s

Account FloLive EID ICCID 24558808030358500000 IMEI- IP Address - Active IMSI 54861425413577  MSISDN 1781221037 O

i

SIM INFO SIGNALING EVENTS ~ EXTERNAL PARAMETERS
SIM profile
ICCD USSEROBLEOSBBO0N00 Ache s HSISDK LOGATION PLUN S AN
Telenor
154321791938221 1543254121211 Canada 1092837649 12352345 iot-apn2
JCLID: AST3SINZ0E5E7E10000] 98237640962345 154325412152111 Canada SA36TF54547.. () 483830340029 iotapn
fiLe
£1239470928 1543254121211 Canada EINM5034 2384720398 iot-apnd
ICCID 94883877602487000000 )
VP Tukey 23978401253864 1543254121521 Canada 619236746982 0192837401 iot-3pnd
5638047562982 1543254121211 Canada 23497102948 81523869190 iot-4pns

In a multi ICCID profile display, the data is shown for each profile by clicking the arrow ( ”)
next to the ICCID number. The first profile is activated by default when the SIM Profile tab is
first displayed. Each ICCID profile can host up to 10 IMSI profiles, the same as a UICC SIM.
Each row indicates a single IMSI profile.

A description of the SIM card IMSI profile attributes is provided in this table.

Attribute Description

IMSI IMSI number including provider alias name.

MSISDN SIM MSISDN number

Location L’Zeuil\él location (region or country) in which this profile is to

Public Land Mobile Network (PLMN), determines the preferred

PLMN local operator that the SIM will try to connect to
SMSC SIM SMSC number
APN SIM APN
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View Real/ Mapped IMSIs

Users can view both Real and Mapped IMSIs on the SIM profile page, thereby reducing
confusion between the two.

The types of IMSIs are described in this table.

Type Description
This is the actual IMSI assigned to the SIM card by the mobile
Real IMSI network operator. It is a unique identifier that is used to identify

the subscriber in the mobile network.

This is a representation of the real IMSI used for integration with
different systems, anonymization, or to provide a user-friendly
identifier while maintaining a relationship with real IMSIs without
exposing sensitive information.

Mapped IMSI

To view the Real and Mapped IMSlIs, do these steps:

1. Select SIMs from the sidebar menu.
2. Scroll the SIMs table and click a SIM to display the SIM Details page.
3. Select the SIM Profile tab.

A screen capture of the Real and Mapped SIMs details is shown here.

Signaling Events Tab

The SIM Signaling Events tab displays the history of core-network signaling events generated
by the selected SIM.

The Signaling Events tab display is identical to that of the Events Module. The content of the

Signaling Events tab is for a single SIM selected from the SIMs table. In contrast, the Events
Module provides an aggregate view for all SIMs.

NOTE: For more information about signaling events refer to the "Events Module" on
page 201

External Parameters Tab

The External Parameters tab is used to set and assign External Parameter values to a SIM-
type External Parameter.

NOTE: For information about how to set and assign the SIM External Parameter values refer
to "Assign External Parameter Values" on page 292.
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3.12.1 Manage Plans

The Manage Plans tab is used to attach Multiple Plans to a SIM; the plans are attached one
at atime to the SIM. You can also detach plans from a SIM, one at a time, from this tab. When
you attach multiple plans to a SIM, the plans are prioritized. When a SIM is first attached to
a Billing Plan, it has the lowest priority; then you can change the priority after you attach the
Billing Plan. The priority order of the Billing Plans attached to a SIM enables tiered pricing.
You can assign different Billing Plans to different SIMs in the same account. In other words,
you can set different rates for different SIMs in the same account.

A screen capture of the Manage Plans tab is shown here:

Plans

A4k, change priority 2nc detach d ferent planz. The addes! planis autometically cded to the lowest proriy viict can be changed by dregging and droppie i above.

: o WRG for St b

E o 200013 + 20 SMS EU ﬁ

Note: You can attach up to four plans per SIM.

To attach Plans to a SIM from the Manage Plans tab:

1. Go tothe SIMs Info page and click Manage Plans. The Manage Plans tab is
displayed. The Manage Plans tab shows the Billing Plan(s) that are now attached

to the SIM.

2. Click + Plan A to add a row showing the Sell Plan field. This indicates that you can
only attach a Sell Plan to the SIM.

3. Click the Sell Plan field. A list of available plans appears.

4. Select a plan. The selected plan now appears in the Sell Plan field.

6. Click Apply. The plan is attached to the SIM in lowest priority.

To change the priority of the plans:

o Change the priority of the plans shown by drag-and-drop of each one into the
desired position. The list is in descending priority order with the highest priority
plan at the top.

To remove a plan from the list and then detach it from the SIM:

1. Select the plan you want to remove and then detach.

2. Click the Delete icon at the end of the table row with the plan you want to
remove and detach from the SIM.
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3. Click Apply to confirm the delete operation.

4. To detach the plan from the SIM, click Apply.

How to Lock SIM to Device

This feature enables users to lock and unlock a SIM based on the associated International
Mobile Equipment Identity (IMEI). When the lock function is enabled, the SIM card can only
be used with a specific device. If the SIM card is used for a different device, the system
automatically suspends the relevant subscriber.

The SIM Lock feature supports these capabilities:

o Lock SIM to IMEI: Upon initial detection of an IMEI associated with a SIM card, the
system automatically locks the SIM to that device. This ensures that the SIM is
tied to a specific device, enhancing security and preventing unauthorized usage.

o Unlock SIM: Customers can unlock the SIM and transfer it to a new device. When
the system detects a new IMEI associated with the SIM, it “unpairs” the previous
device and automatically locks the SIM to the new device.

o SIM Reset: Customers can reset locked SIM cards from the portal. This
functionality provides users with autonomy over their SIM cards, enabling them
to manage locked status as needed.

IMPORTANT: Locked SIMs are prevented from accessing any service, including SMS, voice,
and data. This strict service restriction ensures that locked SIMs remain inactive until

unlocked, maintaining security protocols.

3.13.1 Assign Lock Permission to Account

To enable a customer to lock a SIM to a device, you need to setup the customer account
permissions.

To assign lock permission to an account do these steps:

1. Select My-Sub Account from the sidebar menu.
2. Scroll the table and click an account to display the Account Details page.

3. Check the Allow Customer to Lock SIM with a Device (IMEI) option.

Here is a screen capture of the account permission option.
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Allow Customer to Lock SIM
with a Device (IMEI)

®
@
<)
@

0204 nerya

Account

0204 ndfya Gap

i+

SIM = Network Registration

3.13.2 Lock SIM to Device

To lock a SIM to device for a specific subscriber, do these steps:

Select SIMs from the sidebar menu.
Click the Actions option for a SIM listed in the table.

Select Device Operations to display the SIM lock dialog box.

Ll

Check the Lock SIM with Device option.The SIM will be locked paired to the first
device it is detected on.

5. Click Update to lock SIM to device.

The system locks ("pairs") the subscriber to the first used IMEI. If the SIM is used in another
IMEI (a different device) then the system suspends the subscriber.

Here is a screen capture of the SIM lock option.

Device Operations for SIM 99983999013022483584 X

(O Do not lock SIM with device

(®) Lock SIM with devices
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3.13.3 Unlock SIM

To unlock a SIM for use on any device, do these steps:

Select SIMs from the sidebar menu.
Click the Actions option for a SIM listed in the table.

Select Device Operations to display the SIM lock dialog box.

P w N

Check the Do Not Lock SIM with Device option. The SIM can be used on any
device.

5. Click Update to lock SIM to device.

Here is a screen capture of the SIM lock and unlock dialog box.

Do Not Lock SIMs Lock SIMs
to Device to Device

Device Operations for SIM 89357113993124849851

3.13.4 Reset SIM

When you reset a SIM you remove any existing pairing between the SIM and the device. If
the SIM is suspended, it will be reactivated on detection of first IMEI.

To reset a SIM, do these steps:

Select SIMs from the sidebar menu.
Click the Actions option for a SIM listed in the table.
Select Device Operations to display the SIM lock dialog box.

Select the Resetting tab.

A

Click Resetto lock SIM to device.

Here is a screen capture of the SIM Reset dialog box.
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Device Operations for SIM 8935711220004421551 X

SIM LOCKING

Note!

By clicking on ‘Reset’ you will remove any existing pairing between the SIM and the
device.

If the SIM is suspended due to newly detected IMEI, it will be reactivated.

3.13.5 View SIM Lock Status

To view the status (locked or unlocked) for a specific SIM, do these steps:

1. Select SIMs from the sidebar menu.
2. Click Customize Columns and select Status to display in the SIMs table.
3. Scroll the Status table column to view which SIMs are locked.

Here is a screen capture of the SIM locked status.

SIM is Locked to Device

. a®00
=M
n
o .
You can also view the locked/unlocked status in the SIM Details page.
SIMis Locked to Device
89425030000041135882
G 0
63 of 297

floLlve Ltd. Proprietary Information



floLIVE User Manual SIMs Provisioning

SIMs Provisioning

Guidelines

This function is available only for Mobile Network Operators (MNO) that are managing and
provisioning SIMs by themselves.

A custom output file is used to provision the SIMs. You can download and view a sample of
the output file structure in two formats:

o *.outp that you can import directly into and read from a text editor such as
Notepad++

o *.xslx, an Excel file that translates the Output Variables of the *.outp file into
Excel file format for easy viewing

The MNO operator can provision SIMs only to its own root account and to no other. Only
after the SIM is provisioned can the MNO operator allocate that SIM to one of its child
accounts. The provisioned SIMs also appear in the MNQ's parent account as already allocated
to the MINO.

floLIVE does not validate the SIM IDs, such as IMSIs, once provisioning is complete.
Downloading Sample Output Files

To download sample output files:
1. From the Navigation Bar, click SIMs Provisioning.

The SIMs Provisioning page appears:

SIMs Provisioning

SIMs Provisioning Page

2. Click

The Sample options appear:

Provisioning file xIsx
(O Pprovisioning file outp

(O Deprovisioning file xlsx
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3. Select the Provisioning file format you want to download, *.xlsx or *.outp, and
click Apply.

The Provisioning file sample is downloaded to your file system.
Viewing Sample Output Files
To view sample output files:

1. View the *.xIsx file in Excel.

The file looks like this:

A B L 0 E F 6 f | J K L N \ 0
‘| fort o o e e Jow o ot e o o SISTEN_LABELS NSSDNL Vi1
! 11346050 e o i [ovsen [icemmad senansc BT ST 53RN ETROARC [ e T
i Vs i oo T [ Jussormoma msemonsc BT ST 355TRAAEC ETRNC [ zuseren 5

Sample Output File: Excel
2. View the *.outp file by importing it into a text editor, such as Notepad++.

The file looks like this:

product: 000486

hsm id: 2

ota_wrap_mode: raw

tk ota id: 12

tk net_id: 12

tag_apn: 09676967736B752D3032

tag smsc: 059193338548000080FTFFFF

ef smsp: 202020202020202020202020E100FFFFFFFFFFFFFFFFFFFFFF055193338548000090F2FFFF0000FF

ef_spn: 0l466CEF4CE9TE6SFFFFFFFFFFFFFFFEEF

ef_hpplmn: 05

ef fplun: FFFFFFFFFFFFFFFFFFFFEFFF

ef plmnwact: FFFFFFOQ00FFFFFFOQ0OFFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FEF.
ef oplwnwact: FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FF
ef hplwnwact: FFFFFFOO00FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FFFFFFO000FF
ef ehplmn: FFFFFFFFFFFFFFFFFFFFFEEEF

single: 1

hlr id: 1

smzc_id: 16

bip id: 1

create_sub: 1

L S R

* INPUT VARIABLES DESCRIFTION *
L L
var_in list:

iccid: 1234567890

imsil: 1234567890

msizdnl: 1234567850
L

* QUTPUT VARIABLES *
AR AR AR R

wvar_out:COUNT, ICCID, PIN1, PUKL, PIN2, PUKZ, ADM1, KIC1, KID1, TLSKEY, IMSI1, IMSI MAP1,MSISDN1,¥I1,0PCL
1,1234567890,1234, 12345678, 1234, 12345678, ,,,,1234567850, 1234567890, 1234567890, 123456 T890ARC, 123456 7890AEC
2,1234567890,1234, 12345678, 1234, 12345678, ,,,,1234567850, 1234567890, 1234567890, 123456 T8 90ABC, 12345678 90ABC

Sample Output File: *.outp

The SIM is provisioned using the Output Variables at the bottom of the output file where the
SIM parameters appear in csv format.
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Note: The system recognizes only the IMSI_Map values, not the IMSI values. For example,
there is an IMSI1 value and an IMSI_Map1 value. The system takes only the IMSI_Map1 value
and that is the value that appears under IMSI1 column in the Excel (*.xslx) file.

Provisioning SIMs
To provision SIMs:

1. Build your output file using the sample files as a guide.

2. From the SIMs Provisioning, click SR .

The Upload SIMs list dialog appears:

Uplead SIMs list b 4

Drag and drop files hare
ar click 1o browse for filas

Upload SIMs list Dialog

3. Browse or drag the output file into the Drag and drop files here field and click

&, UPLOAD

When you drop or select the output file, the system automatically parses it and returns a
Success message or an Error message if the file is invalid. For example:

Upload SiMs list *

]

MnoDemaoProvisioningFromSubaccount.outp

WA

Upload SIMs List Output File Load Confirmation
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When the output file is uploaded, the file appears in the SIMs Provisioning table with a Ready
status, indicating that the SIM or SIMs in the output file can now be provisioned. For example:

SIMs Provisioning
Q = M ¢

FILENAME UPLOAD DATE LAST UPDATED QuANTITY FREE RESOURCES STATUS

Uploaded Output File with Ready Status in SIMs Provisioning Table

Note the Free Resources column in the SIMs Provisioning table. The value indicates how
many SIMs in the output file remain available for provisioning.

4. Click on a table row with a Ready status.

The Resources table for that file appears; the table lists all resources (ICCID/EID) uploaded
with the output file with status Ready (ready to be provisioned).

< MnoDemoProvisioningFromSubaccount

Uploaded Output File SIM Resources Table

5. Select one or more SIM resources using the check boxes on the left of the rows,
for example.

« MnoDemoProvisioningFromSubaccount

Selected Resource with Ready Status from SIM Resources Table

The Resources table for that file appears; the table lists all resources (ICCID/EID) uploaded
with the output file with status Ready (ready to be provisioned).

6. Click —
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A confirmation query appears.

SIM Provisioning X

You have pressed the Provision button. Are you sure
you want to continue?

SIM Provisioning Confirmation Query

7. Click Yes.

The Provisioning process begins and the SIM Resource or Resources you selected appear in
the SIM Resources table with status In Progress.

When Provisioning is completed, the SIM appears in the SIMs Table. Use the Search SIMs
table to find the SIM. You can now perform all SIM Actions, such Attaching Plans.

floLIVE does not validate the SIM IDs, such as IMSlIs, once provisioning is complete.

The SIMs Resource(s) that has been provisioned appears in the Resources table with status
Provisioned.

8. Return to the SIMs Provisioning table showing the output file name.
Notice the Free Resources column now shows the number of SIMs remaining that have not
been provisioned. So if you provisioned one of three resources only, the Free Resources
column shows the value 2. If you provisioned all resources, the Free Resources column shows
the value 0.

If there are Free Resources available, the Output File name appears with the status Ready.

If all resources in the Output File have been provisioned, the file name appears with status
Provisioned.

If there is a failure, the status is Failure. In case of failure, contact Customer Support.
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Batch Operations

The batch operation module enables users to perform and manage SIM actions for a large
number of SIMs including tasks such as activating 25000 SIMs or transferring 25000 SIMs to
a sub-account. These operations are carried out asynchronously by the system. Batch
operations are managed by uploading a CSV file. This file identifies the required operation,
and the SIMs targeted for these actions. The CSV file is structured with the comma (,)
character serving as a delimiter between the CSV fields—field1,field2,field3. The initial line
of the CSV file acts as a Header and defines the fields that must be included in the CSV file for
each SIM (subscriber) action performed within the selected batch operation. Subsequent
lines correspond to individual subscriber actions. The batch operation file uses system
internal identities, UUIDs, to designate SIMs and other system entities such as plans,
accounts, and statuses.

Upload New Batch File

To create a new batch operation, do these steps:

Export the SIMs Table Contents to a CSV File.

Verify that the file format and all entities are valid.

Type a name in the Batch Name field.

Click Operation Type to display the batch operation options.
Select a batch Operation Type.

Drag and drop a csv file to be uploaded.

N oo v ok~ w Noe

Click Upload to complete upload external parameters.

TIP: You can choose when to execute the batch operation. The system executes the batch
operation in small chunks, and you can track the batch operation progress.

NOTE: All information you need to build the batch CSV file can be obtained by exporting the
SIMs Table Contents to a CSV File. For more infomration, refer to

Batch Operations List

The Batch Operations List contains all batch files that have been uploaded, both those not
yet executed and those that have been executed. Each batch file is executed directly from
the list.

To view the Batch Operations List, do these steps:

1. Select Batch Operation on the navigation sidebar. The Batch Operations List is
displayed.
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Batch Operations

2. Click a row of the Batch Operations List to display the Batch Records page.

The Batch Operations List appears.

Batch Operations List

5.2.1 Batch Operations List

Attribute

= Filver

floLlve Ltd. Proprietary Information

BATCH DATE OPERATION TYPL QUANTITY sTATUS

B 2 &

2
82 &

Description

Click the Search field to search for a Batch Name in the list
o Case-sensitive
o Supports the “Contain method” where typing any
part of the Batch Name will filter the list
Filter the Batch Operations List by these parameters
(described below):
o (Batch) Name
o Batch Date
o) Operation Type
o) Quantity

e} Status

Customize columns: Show/Hide and Move

Refresh the Batch Operations List: useful after you have
performed any operation on the list or on one of the batch
files to make sure the table is up to date
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Attribute

Batch Name

Batch Date

Operation Type

Quantity

Status

Batch Operations

Description

Click to upload a batch file needed to perform the batch
operation

The name you gave the batch operation when you
uploaded the batch file; click the Batch Name (shown in
hyperlink) to open detailed information on the batch
operation

The date that you uploaded the batch file on

The type of operation you designated when you uploaded
the batch file, one of:

o Move SIM to sub-account

o Move SIM back to the Parent account
o Attach SIM to plan

o Detach SIM from plan

o Set SIM Status

o  Addlabel to SIM

o Remove label from SIM

o) Top-up

o Set alias to SIM

The quantity of operations included in the uploaded batch
file; each operation is a row in the CSV file

The status of the batch operation before and after
executing it:

o) Ready: the batch operation has not yet been
executed and is Ready for execution

o Success: the batch operation has been executed
and was successful for all operations
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Attribute Description

o Uploading in Progress

o Executed (partially failed): the batch operation has
been executed, but some operations have failed

o Execution Failed: the batch operation has been
executed and has completely failed (no operation was
successfully completed)

e} Invalid Data: The batch file has invalid data and is
rejected

o Invalid Data (partially): The batch file has at least
one entry that has invalid data and that entry fails; all
other entities are valid, and the batch operation
proceeds

Click this button to execute the batch operation

Execute i .
o A batch operation with the status Success cannot

be re-executed
Click this button to delete the batch operation (if available)

Note: You can delete a batch operation with status Success
only from the Batch Records page of that batch operation.

2. Click a row of the Batch Operations List to retrieve detailed information on that
batch operation.

The Batch Records page appears:
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+ Batch Traue s Mo Subdiount 062

[ s

Batch Records Page
The Batch Records table shows detailed information of each operation in the batch file, one
operation per row.

Attribute Description

Refresh the Batch Operations List: useful after you have performed any
f::; operation on the list or on one of the batch files to make sure the table is
up to date

Click to delete this batch name; you can delete any batch from this page,
regardless of status

Contains all operations in the uploaded batch file. The Records Table can

Records Table be filtered by a set of fixed parameters

Click the Search field in the Records table to search for a Subscriber (SIM)
uuib

Q o Case-sensitive

o Supports the “Contain method” where typing any part of the SIM
UUID will filter the list

“I Customize Records Table columns: Show/Hide and Move.
Export the table to a CSV file
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Attribute Description

RECORDS = Ready 0 Execution In Progress 0 Invalid Data 0 Authorization Failed 0 Entity Locked

Contains a fixed set of parameters used to filter the Records Table:
o Ready: Shows only those batch operations with status Ready.
o Execution in Progress: The batch operation is still underway.

o) Invalid Data: Invalid data has been detected in the uploaded CSV
file.

o Authorization Failed: The batch operation has not been duly
authorized and so cannot be executed.

Records Band

o Entity Locked: The batch operation includes an entity (such as a
SIM) that has been locked and so cannot be accessed.

o Execution Failed: Lists all failed operations.

o Timeout: The batch operation has Timed Out and could not be
completed.

o Success: The batch operation has succeeded.

Click a parameter or combination thereof to filter the Records Table by the
selected parameter(s).

= & R 3:4:iM Execution In Progress @

Active Filter

Band
Appears only when a filter(s) has been activated in the Records Band.
Shows a filter(s) that is currently active; the Records table shows only those
operations that comply with this filter parameter(s).

Zl:Jblstber The SIM UUID of this operation in the batch execution.

Status The status of the batch operation before and after executing it:
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Attribute Description

o Ready: the batch operation has not yet been executed and is Ready
for execution.

o Success: the batch operation has been executed and was successful
for all operations.

o Partially Failed: the batch operation has been executed, but some
operations have failed.

o) Executed Failed: the batch operation has been executed and has
completely failed (no operation was successfully completed).
The system response to any status other than Ready or Success, generally

a descriptive Error message:

o An operation with Ready status has no response, since it has not

Response
yet been executed.
o An operation with Success status has no response since all
operations were successful.
Click this button to execute a single operation in the batch file, that is, on
- one SIM only
Execute

Appears only for an eligible SIM.

5.3 Move SIM to Sub-Account

You are moving SIMs from the account you are logged into now to your sub-accounts (one
level). You can move SIMs by the batch operation from your account into any of your sub-
accounts. This means you can send different SIMs to different sub-accounts at the same time.
All SIMs that you move are in the account you are logged into; you cannot move SIMs from
a sub-account to another sub-account.

The information you need to build the batch CSV file is:

o Sub-Account UUID
o SIMUUID

The order of the columns in the CSV file for this batch operation is:

Sub-Account UUID,Sim UUID
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The Move SIMs to Sub-Account batch file looks like this:

Sub Account UUID Sim UUID
f1589d0d-8a2e-4445-9965-a3be646ad999 Beaechd47-6a89-41d6-9f7a-64f3938c6999

Move SIM to Parent Account

You can move SIMs from any of your sub-accounts (one level) back to your account in the
same batch operation. This means you can send SIMs that are now located in different sub-
accounts back to your Parent account at the same time; not all SIMs have to be in the same
sub-account.

The information you need to build the batch CSV file is:

o Sub-Account UUID
o ICCID
o Child SIM UUID (of the SIM in the sub-account from which you want to move it)

o SIM UUID (of the SIM in the Parent account)
The order of the columns in the CSV file for this batch operation is:
Sub-Account UUID,ICCID,Child SimUUID,Sim UUID

The Move SIM Back to the Parent Account batch file looks like this:

Sub Account UUID ICCID Child Sim UUID Sim UUID
15144932-49a5-4af8-9¢69-2406e60ac999  8.9357E+18 cb771401-5410-4d84-abeb-0627f4111999 06a41507-e3a0-48a4-9200-80934bdfb999

Attach SIM to Plan

You can attach Sell Plans to the SIMs if they are defined in one of your sub-accounts (Level
1). You can attach plans to SIMs from any of your sub-accounts at the same time using a
batch operation.

NOTE: Not all SIMs have to be in the same sub-account

An example of the Upload Batch file dialog box is shown here.
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Batch Attach SIM  Column Sample Sample
Name to Plan Order File File
I
Upload Batch|File X
_. sich Name*

Attach to Plan2

Attach SIM to plan

columns-order

The information you need to build the batch CSV file is:

o Child SIM UUID
o Product Plan UUID

o Plan Priority

TIP: Download the Sample File and fill in the information in each of the columns.

To attach a SIM to Plan, do these steps:

Select Batch Operation on the navigation sidebar.
Click Upload to display Upload Batch file dialog box.

Type a Batch Name.

Drag & drop a CSV file to the dialog box or select the Click to Browse option.

1.
2
3
4. Click the Operation Type field and select the Attach SIM to Plan option.
5
6. Click Upload to display batch operation in table.

7

Select the batch operation in the table and click Execute to attach SIM to plan.
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Detach SIM from Plan

You can detach Sell Plans from the SIMs if they defined in one of your sub-accounts (Level 1).
You can detach plans from SIMs from any of your sub-accounts at the same time using the
batch operation.

NOTE: Not all SIMs have to be in the same sub-account.

The information you need to build the batch CSV file is:

o Child SIM UUID
o SIM Plan UUID (the subscriber plan instance UUID)

The order of the columns in the CSV file for this batch operation is:
o Child Sim UUID,SimPlan UUID

The Detach SIM from Plan batch file looks like this:

Child Sim UUID Sim Plan UUID
f5144932-49a5-4af8-9c69-24b6eb0ac999 cb771401-5410-4d84-abeb-0627f4111999

Set SIM Status

You can change the status using the batch operation CSV files on SIMs that are in your
account level and in any of your sub-accounts (one level).

o Range: ACTIVE, SUSPEND

You can change the status of any SIMs from any of your sub-accounts at the same time using
the batch operation; not all SIMs have to be in the same sub-account levels.

The information you need to build the batch CSV file is:

o SIM UUID
o SIM Status
o New SIM Status (ACTIVE or SUSPEND)

The order of the columns in the CSV file for this batch operation is:
Sim UUID,Sim Status,New Sim Status

The Set SIM Status batch file looks like this:
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Sim UUID Sim Status New Sim Status
98cdd42e-b468-4167-bbc9-ce2621f4e999 01b6416b-9239-45ae-838f-70fac0d4abe7 SUSPEND
889a9468-adff-4af2-b495-1f17942de999 01b6416b-9239-45ae-838f-70fac0d4a6e7 SUSPEND

Set SIM Status Batch File: Example

Add Label to SIM

You can add a label using the batch operation CSV files to SIMs that are in your account level
and in any of your sub-accounts for a single level.

NOTE: If you try to add a label that does not exist, the system skips that entry and continues
the batch operation.

The information you need to build the batch CSV file is:

o SIM UUID

o Label Name
The order of the columns in the CSV file for this batch operation is:
o Sim UUID, Label Name

The Add Label to SIM batch file looks like this:

Sim UUID Label Name
8eaebd47-6a89-41d6-9f7a-6413938c6999  Newlabel

Download an example Add Label to SIM CSV batch file here.

Remove Label from SIM

You can remove a label using the batch operation CSV files from SIMs that are in your account
level and in any of your sub-accounts (one level).

The information you need to build the batch CSV file is:

o SIMUUID

o Label Name
The order of the columns in the CSV file for this batch operation is:

Sim UUID,Label Name

floLlve Ltd. Proprietary Information 79 of 297



5.10

floLIVE User Manual Batch Operations

The Remove Label from SIM batch file looks like this:

-

Sim UUID Label Name
8eaebd47-6a89-41d6-9f7a-64f3938c6999  LabelName

Top Up

The guidelines for executing the Top Up batch operation are identical to those for topping up
a single SIM.

TIP: Refer to "Top Up SIM" on page 41 to read these guidelines.

The information you need to build the batch CSV file is:

o Sub-Account UUID
o Child SIM UUID
o SIM Plan UUID

o Cost: The amount of money to be charged for the Top Up
To perform a Top Up batch operation, do these steps:

1. Designate the Cost for all plan types. You can enter O for the Cost if you want the
Top Up to be gratis.

2. Specify the Cost Currency. You must designate the Cost Currency even when you
enter O for the Cost.

3. Enter the Amount of money to be added to the plan. The amount is exclusively
for a Money-type plan. You can enter O for the Amount if you want the Top-Up
to be gratis. However, if you enter 0, you still must fill in the Amount Currency. If
the Subscriber Plan is a Usage-type plan, leave this parameter blank.

4. Specify the Amount Currency. If you have used the Amount parameter, the
Amount Currency parameter is mandatory. If you entered 0 for the Amount, you
must still designate the Amount Currency. If the Subscriber Plan is a Usage-type
plan, leave this parameter blank.

5. For a Usage-type plan you must enter the SMS value. The SMS value is the
number of SMSs to be added. If the Top Up does not apply to SMS, enter 0. If the
Subscriber Plan is a Money-type plan, leave this parameter blank.

6. For a Usage-type plan you must enter the Data value to specify the volume of
data to be added. If the Top Up does not apply to Data, enter 0. If the Subscriber
Plan is a Money-type plan, leave this parameter blank. You must specify the Data
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Units: Mandatory if the Data field is filled in (even if the Data value is 0); the
range is KB, MB, GB.

The order of the columns in the CSV file for this batch operation is:

Sub-Account UUID,Child Sim UUID,Sim Plan UUID,Cost,Cost Currency,Amount,Amount
Currency,SMS,Data,Data Units

The Top Up batch file looks like this:

Sub Account UUID Child Sim UUID Sim Plan UUID Cost Cost Currency Amount Amount Currency SMS Data Data Units
2beedc6-68h0-dodd-86h5-fabo00aaedd? 40433330-c754-4e3f-bled-2ecBh19663a2 3466784-0516-4602-b207-8118026da8e3 25 EUR 5 1068

Download: Click this link to download an example Top Up CSV batch file: Top Up Batch File:
Example

Set Alias to SIM

You can set an alias to SIMs located in your main account and in one of your sub-accounts
(level 1). You can set the alias of SIMs from any of your sub-accounts at the same time using
the batch operation; not all SIMs have to be in the same sub-account.

The information you need to build the batch CSV file is:

o SIMUUID

o Alias Name
The order of the columns in the CSV file for this batch operation is:
Sim UUID,Alias Name

The Set Alias to SIM batch file looks like this:

SimUuID Alias Name
8eaebd47-6a89-41d6-9f7a-6413938c6999  Alias 1
75538a8a-bde9-4edd-aa38-1f3784017999 Alias 2

Add External Parameters

You can add, update and delete external parameters for a large number of entities such as
sub accounts, billing plans and SIMs in a single operation. To perform a batch operation for
external parameters, you need to upload a CSV (Comma-Separated Values) file containing
the entity identifiers and corresponding external parameter values to be processed.
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The information you need to build the batch CSV file is:

Identifier Description

Entity Type Type of entity (Account, SIM or Plan)
Entity ID The UUID of the entity

Params Name An external parameter name
Params Value An external parameter value

The order of the columns in the CSV file for this batch operation is:

o Entity Type, Entity Id, Params Name, Params Value

Step-by- Step Procedure

To add external parameters, do these steps:

Select Batch Operations from the sidebar menu.

Click Upload to display the Upload Bach File dialog box.
Type a name in the Batch Name field.

Click Operation Type to display the batch operation options.

Select Update External Params Values.

Drag and drop a csv file to be uploaded.

N oo o~ W Noe

Click Upload to complete upload external parameters.

An example screen capture of the Upload Batch File dialog box is shown here.

TIP: You can click Sample File in the dialog box to download an empty template with

predefined fields and headers
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Upload Batch File b4

Type a Batch Name here

Update External Params Values
Syne Subscriber Hierarchy

Subscriber Manual Adjustment

Reset SIM to Device
Delete External Params Values

Add Extamal Patams Values.

5.13 Delete External Parameters

You can delete external parameters for a large number of entities such as sub accounts,
billing plans and SIMs in a single operation. To perform a batch operation for external
parameters, you need to upload a CSV (Comma-Separated Values) file containing the entity
identifiers and corresponding external parameter values to be processed.

The information you need to build the batch CSV file is:

Identifier Description

Offer

Entity
Type Type of Offer

Entity ID The UUID of the entity

Params

An external parameter name
Name

The order of the columns in the CSV file for this batch operation is:
o Offer Entity Type, Entity Id, Params Name

Step-by- Step Procedure

To delete external parameters, do these steps:

1. Select Batch Operations from the sidebar menu.
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Click Upload to display the Upload Bach File dialog box.

Type a name in the Batch Name field.

Select Delete External Params Values.

2
3
4. Click Operation Type to display the batch operation options.
5
6. Dragand drop a csv file to be uploaded.

7

Click Upload to complete upload external parameters.

See below an example of the Attach SIM to Plan parameters. Download the CSV batch file

here.
OFFEREnNtity Type Entity Id Params Mame
SUBSCRIBER c732d785-8d4de-4eTe-acc2-4999ea60f059 Test
SUBSCRIBER 5504e560-f539-4b70-96bf- 7569607 617 Test

Upload Batch File X

Type a Batch Name Here

Delete External Params Values

Subscriber Manual Adjustment
Update External Params Values

Reset SIM to Device

Add External Params Values

Account Manual Adjustment

5.13.1 Upload and Execute the Batch File

The batch operation is performed via a prepared CSV file containing the information needed
to run the batch operation (described above for each operation).
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To upload the batch file, do these steps:

1. Navigate to the Batch Operations List and click Upload to display the Upload Batch
File dialog box.

2. Click Batch Name and name the batch operation that will be performed by the
uploaded batch file.

3. Click Operation Type and select the batch operation:
a. Move SIM to sub-account
b. Attach SIM to plan
c. Set SIM Status
d. Remove label from SIM
e. Top-up
f. Detach SIM from plan
g. Add label to SIM
h. Set alias to SIM
i. Move SIM back to the parent account.

The dialog expands to show:

o A message appears under the Operation Type field that tells you the proper
content and order of columns in the CSV file for the batch operation you
selected.

o A space to select the CSV file by drag-and-drop or by browsing.
[ Upload Batch File x

ABH Mave SIM

e SIM 12 sub-aocount

@ Inthe uploaded batch fils, the crder of columns should ba as follows:

DRAG AND DROP CSV FILE HERE TO UPLOAD
or click ko brow

awse for files

When you drop or select the CSV file, the system automatically parses it and returns a Success
message or an Error message if the file is invalid, for example:

floLlve Ltd. Proprietary Information 85 of 297



floLIVE User Manual Batch Operations

Upload Batch File

ABH Mowe SIM

Mave SIM 10 sub-account

() Inthe uploadsd batch fibe, the crder of columns should be a3 follows:

@

batch_move_down.csv

4. Click Upload.
The batch operation is created; the Upload Batch File dialog closes and the new batch
operation appears in the Batch Operations List with Status Ready, for example:

SIMCETER * DATCH CPERATION

Batch Operations List Q =me

QUANTTY STATLS

BATCH DATE COPERATION TYRE

BATEHRAME
2 Ready

14/03/2023 htove SIN to sub acceunt

New Batch Operation in the Batch Operations List: Status Ready
5. Do one of the following to execute the batch operation
a. Execute the entire batch file with all its operations.

b. Execute the batch file, one operation at a time.

Execute Entire Batch File with All Operations

6. From the Batch Operations List, click Execute to execute the entire batch file
with all its operations. The system executes the batch operation in small chunks,

and you can track the batch operation progress.

Execute Batch File One Operation at a Time
7. Click the Batch Name in the Batch Operations List. The Batch Records page with
the Records table appears. Each row in the table is one operation in the batch

file.

. E t . .
8. Click —““ 6on one operation to execute only that operation.
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5.14 Batch Operation Adjustment

To make a billing adjustment via batch operation, do these steps:

Select Batch Operations from the sidebar menu.
Click Upload to display the Upload Batch File dialog box.

Enter a Batch Name for the batch operation.

L e

Select the appropriate Operation Type:
a. Account Manual Adjustment

b. Subscriber Manual Adjustment
5. Add a csvVfile in the file upload area.
6. Click Upload to execute the batch operation.

7. Refresh the Batch Operation page and click Execute to update billing data.

Here is a screen capture of the Upload Batch file dialog box.

Upload Batch File X
Batch 2
o Name Batch Name*
Operation - Account Manual Adjustment
T e—. Sync Subscriber Hierarchy
P Set SIM Status
Remove IMSI/MSISDN to SIM
In the uploaded batch file, the order of columns should be as follows:
Subscriber Manual Adjustment
Sync Subscriber Hierarchy
File 8
Up[oad Update External Params Values

.—o Upload

The batch operation procedure for Subscribers and Accounts is the same. Make sure you use
the appropriate actions and files when you run a batch operation.
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5.15 Account Manual Adjustment

To make a manual adjustment for an account via batch operation, do these steps:

Select Batch Operations from the sidebar menu.

Click Uploadto display the Upload Batch File dialog box.
Enter a Batch Name for the batch operation.

Select Account Manual Adjustment.

Add a CSV file in the file upload area.

Click Upload to execute the batch operation.

N oo v ok~ W Noe

Refresh the Batch Operation page and click Execute to update billing data.

Here is a screen capture of the Upload Batch file dialog box.

Upload Batch File X
Batch
o Name ® Batch Name*
o Operation G Account Manual Adjustment
——@ Sync Subscriber Hierarchy N
Typ& Set SIM Status
) Remove IMSI/MSISDN to SIM
In the uploaded batch file, the order of columns should be as follows:
Subscriber Manual Adjustment
Sync Subscriber Hierarchy
File .
Upload Update External Params Values

.—o Upload

floLlve Ltd. Proprietary Information 88 of 297



floLIVE User Manual Plans and Packages

6 Plans and Packages

This section contains detailed information on how to manage plans for your sub-accounts.

6.1 Plan Guidelines

Use these guidelines when you assign SIMs to a plan.

Guideline

Plan
Assignment

SIM Allocation

Activation
Type

SIMs Across
Child
Accounts

Differentiated
Rates
Renewal
Interval
Eligible
Accounts
Expiration
Date

SIM
Management

Description
Each SIM in the inventory can be assigned to one or more Plans.

Only SIMs allocated to sub-accounts can be assigned to a Plan. SIMs
allocated to the main account cannot be assigned to a plan.

Defines different methods of when to start charging for a plan

Multiple SIMs can be assigned across sub-accounts to a single plan.

Users can assign different plans to SIMs within the same account to set
different rates.

Set the renewal terms for plans to ensure that assigned SIMs maintain
their connectivity without interruption.

Parent accounts can select the sub-accounts that are authorized to use the
plan.

Enables users to control the plan validity period.

Use the SIMs module to attach or detach SIMs from plans. Assigned SIMs
are displayed in the Sell Plan column, while the associated plan is displayed
in the Buy Plan column.

6.1.1 Plan Prioritization and Structure

Guideline

Priority of
Plans

Resource
Sharing in
Pool Plans
Independence
in Regular
Plans

Description

Multiple plans attached to a SIM have a priority order. The first attached
plan gets the highest priority. Users can change the priority after attaching
the plans to create tiered pricing.

In a Pool Plan, multiple SIMs share resources such as money balance, data
usage, and SMS volume.

In a Regular Plan, each SIM works independently of other SIMs using the
same plan.
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Availability and Limitations

Guideline  Description

Provider Users can limit a Regular or Pool Plan to one or more authorized providers for
Limitations the sub-account. Multiple plans can differ by selected providers.

Availability Users can attach Availability Zones to Regular and Pool Plans to limit SIM
Zones usage to specific countries and operators.

Customers and Sub-Accounts

Guideline Description

Sub-Account Users can manage multiple sub-accounts under a customer, each with
Management  distinct plans and SIM allocations.

Customer- The SIM-Plan pairing applies only to each customer and determines how
Specific Pairing each customer pays for the SIM.

Eligible Defines which sub-accounts can use a plan based on settings from the
Accounts parent account.

Connectivity A SIM must be attached to a plan for customers to access connectivity
Requirement  services like Data and SMS.

Control Customer do not have control over plan-SIM pairings and allocations
Limitations after SIMs have been assigned to their sub-accounts.

Types of Plans

The Plans module enables you to create and configure Sell Plans for SIMs that your child
accounts (customers) pay for. You can assign each SIM in your inventory to one or more
plans. You can also assign multiple SIMs across all your child accounts to a single plan, which
makes management easier and reduces unnecessary duplication of plans.

There are two types of Plans as described in this table:.

Plan Type Description
Regular Plans Each SIM assigned is independent of the others.

The SIMs share resources like money balance, data usage, and SMS

Pool Plans
volume.

An overview of the plan types and settings is shown here.
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TYPES OF : !
PLANS Usage Money = Account Rate Fixed Accumulative
Plan Plan Rate Plan Plan Plan
Plan Settings
PLAN . : f . :
SETTINGS ) ' ) ) : )
Activation = Renewal Eligible Expiration = Availability ' Account
Strategy Period Accounts Date Zones Providers

Plan Settings

All plan types, both Regular and Pool can be customized by defining various common settings.
A description of the plan settings is provided here.

Plan Type Description

Defines the conditions under which a plan becomes active and the
services start being available. Refer to "Activation Strategy" on
page 118

Activation
Strategy

Specifies how and when the plan will renew, either based on time

R | Period
enewatrerio periods or no renewal. Refer to "Renewal Strategy" on page 119

Eligible Accounts Specifies which sub-accounts are eligible to use the plan.

Determines when the plan expires, either by a fixed date or duration

Expiration Dat
XPIraton Bate ¢ om first use. Refer to "Expiration Strategy" on page 118.

Geographic and network operator restrictions that limit where and how

Availability Z
vailability Zones the plan can be used. Refer to "Availability Zones" on page 121

Plans can be limited to one or more authorized providers for sub-
Account accounts. You can create different plans based on the providers
Providers selected. If no providers are limited, the Plan applies to all authorized
providers in the sub-account.

NOTE: Only SIMs already allocated to your child accounts (customers) can be assigned to a
Plan. SIMs in your main account cannot be assigned to any Plan.

Buy and Sell Plans

You can view the Buy and Sell Plans associated with your SIMs to manage your billing policies
and ensure they align with your business needs.
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Type of Plan

Buy Plans

Sell Plans

Plans and Packages

Description

Access and review the Buy Plans created by your parent account.
These plans are for SIMs in your inventory, but you cannot modify
them as they are managed by the parent account.

View and manage the Sell Plans that you have created for SIMs
assigned to your child accounts (customers). These plans define
the billing terms for the SIMs your customers use.

A screen capture of the Sell and Buy Plans table is shown here.

Plan Type Allocated Device Device Renewal Availability
Name e ° SIMs ° Data Limit H SMS Limit ° Period m
Cost Eligible Data SMS Prorated Activation
““““ Accounts Type
44 Dashboard Plans
[ sims POOL|PLANS AVAILABILITY ZONES
(@ SIMs Provisioning
Batch Operations
& Cotalog . Sell Plans
| -
Package
| ackages ) Ql= m
Products o o o ® [ ] [ ] { o o ([ ] ([ ] ® [ ]

PLANNAME

2, My Sub-Accounts
Vinu Laptop Plan

X Providers

Ten for Ten
() Rates & Fees

£ Events

B Reports

NAUS1US2

&) Rules & Notifications v

VF_S_P_DS_UK250M8 7

ALLOCATEDSIMS.

ELIGIBLE ACCOUNTS DATA  DEVICEDATALMIT  SMS  DEVICESMSLMIT  PRORATED RENEWALPERIOD  ACTIVATIONTYPE  AVAILABILITY

Renewal Cycle
Money Laptop 5 2 No Monthly
Activity

some - 00 - No one Time Fir

EU Roaming

250MB - 50 = No

Smart Ltd. 3 168 - - - No Monthly Regular EU Roaming

OUSD  PlanRate  Default (all sccounts) @ No Monthly ush Local

Reguiar

A description of the Sell/Buy Plan table columns is provided here.

Column Header

A Plan Name
B Cost

Type
D

Data

SMS

Prorated

S rr R« I GO mMm

floLlve Ltd. Proprietary Information

Eligible Accounts

Allocated Sims

Device Data Limit

Device SMS Limit

Renewal Period

Activation Type
Availability Zones

Description

The name of the connectivity plan.

The total price of the plan.

The plan type (e.g. Usage, Rate, Money).

The sub-accounts that can use a plan based on
settings from the parent account.

The number of SIM cards included in the plan.
The total data allowance provided.

The data usage limit per device.

The total number of SMS messages included.
The SMS usage limit per device.

Indicates whether charges are prorated.

The frequency of plan renewal.

The method of activating the plan.

Geographic regions where the plan is available.
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6.3.1 View Buy Plans

To view Buy Plans created by your parent account, do these steps:

1. Select Catalog |Plans from the Navigation sidebar.
2. Select the Regular Plans or Pool Plans tab.

3. Click the Buy Plans tab to display the plans created by your parent account.

NOTE: You can view the buy plans created by your parent account, but you cannot edit these
plans.

6.3.2 View Sell Plans

To view the Sell Plans you have created and assigned to your child accounts, do these steps:

1. Select Catalog | Plans from the Navigation sidebar.
2. Select the Regular Plans or Pool Plans tab.

3. Click the Sell Plans tab to display the plans you have created and assigned to
your child accounts.

6.4 Connectivity Type

When you create a plan you need to configure the type of connectivity. There are two
connectivity types:

o Cellular Connectivity: Refers to data SMS and voice services provided through
traditional cellular networks for defined geographical coverage areas.

o Satellite Connectivity: Applies to data services delivered via satellite technology
offering global coverage for remote isolated areas where cellular networks may
be unavailable.

A comparison of the cellular and satellite connectivity rates is provided in this table.

Feature Cellular Rates Satellite Rates

Tend to be
higher due
to

Vary based on network provider, plan type, and usage; infrastructu

often includes bundled packages. re costs;
typically no
bundled
packages.

Pricing Structure
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Feature Cellular Rates

Charging Units

NOTE: Satellite coverage is supported for data service only.

Types of Regular Plans

Implemented using 1 KB charging units. Can also be billed
in larger units such as megabytes (1 MB) or gigabytes (GB).

Plans and Packages

Satellite Rates

Implement
ed using 1
byte
charging
units for
precise
billing on
data
consumptio
n.

There are various types of plans that determine how customers are charged for data and SMS
usage. The platform offers flexibility for both prepaid and postpaid plans, with options for

setting quotas, limits, or fixed rates.

The main types of regular plans are described in this table.

and/or SMS volume for a renewal period. The quota can be

A prepaid package that sets a money limit for usage over a

Type of Plan Description

A prepaid package that sets a data quota (KB, MB, GB)
Usage Plan

prorated over the renewal period.
Money Plan

Account Rate

Rate Plan

renewal period. The money quota can also be prorated.

A postpaid plan where charges are based on the account-
level Connectivity Rates tables for SIMs attached to the
plan.

A postpaid package where customers pay after consuming
data services or sending SMSs during the renewal period.
You can set limits for data and SMS usage. Rate Plans come
with fixed rates for both data and SMS, which must be
specified. There are two variations of Rate Plans:

o Fixed Rate Plan: The rates for both data and SMS
usage are fixed by Billing Plan. You must define rates for

both services.

o Customized Rate Plan: Rates are sourced from a
custom Excel file that you upload, containing SMS and
data rates. SIMs attached to this plan are restricted to

the countries, operators, and PLMNs listed in the file.
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IMPORTANT: You should note that Regular Plans cannot be edited. You can delete a regular
plan only if there are no SIMs attached to it.

NOTE: You can Attach/Detach existing plans to a SIM in the SIMs management module.

Create Usage Plan

A Usage Plan is prepaid that sets a data quota (KB, MB, GB) and/or SMS volume for a specified
renewal period. The quota can be prorated over the renewal period.

A screen capture of the Usage Plan options is shown here.

Create Regular Plan X
Usage ' - o e
Plan Name* Plan cost* Currency*
Eligit .
o O Prorated [J Including platform fee e

Available services

O Data 0O sMms

Activation Strategy

Activation Type* -

Renewal Strategy

Renewal Period* -
Expiration Strategy
No Expiration

Availability Zones

®) Everywhere O White list zones

Providers

@) All account providers

Plan Parameters

A description of the Usage Plan parameters is provided in this table.
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Parameter Description
A Plan Type The type of regular plan selected.
B Plan Name A unique identifier for the plan.
C Plan Cost The cost of the plan, with option to specify the currency.
D Currency The currency used for the plan cost.
E Eligible Accounts The accounts that are eligible to use the plan.
F  Prorated Calculation of cost based on actual usage.
G Including Includes monthly payments for Access Fees and/or Surcharge Fees.

Platform Fee

Defines the services available in the plan, including data allowance
in KB, MB, or GB, and SMS allowance.

- Specifies when the plan starts. The Activation Type can be set to
Activation L . .
J regular, Renewal Cycle Activity, or First Activity. Refer to
Strategy WA ar s "
Activation Strategy" on page 118.

H Available Services

Defines the renewal period, which can be set to Daily, Weekly,
K  Renewal Strategy Monthly, Quarterly, Semi-Annual, Annual, or One Time. Refer to
"Renewal Strategy" on page 119.

Specifies the plan expiration type, which can be set to No
Expiration, Fixed Date, From Offer Activation, or From Plan First
Use. Refer to "Expiration Strategy" on page 118.

Expiration
Strategy

Determines where the plan is available, with options for
M Availability Zones Everywhere or White-List Zones. Refer to "Availability Zones" on
page 121.

Specifies whether all account providers are available or if specific

N Providers .
providers are selected for the plan.

Step-by-Step Instructions
To create a Usage Plan, do these steps:

Select Catalog | Plans from the Navigation sidebar.
Select the Regular Plans tab.

Click + Plan to display the Create regular Plan dialog box.
Select Usage from the list of Plan Types*.

Type a name in the Plan Name* field.

Specify a value in the Plan Cost* field.

Specify the Currency* from the list of options.

Select one or more Eligible Accounts.

W O N O Uk W N

Check the Prorated option if appropriate.
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NOTE: The Prorated option is used to calculate a proportionate adjustment if a SIM is
activated partway through the renewal period. The purpose is to ensure that charges align
with the actual usage time.

8. Check the Including Platform Fee if applicable.
9. Check the type of Available Services:
o Data: Specify the allowance amount and unit (KB, MB, GB)
o SMS: Specify the allowance amount.
10. Select an "Activation Strategy" on page 118.
11. Select a "Renewal Strategy" on page 119.
12. Select an "Expiration Strategy" on page 118.
13. Check the appropriate "Availability Zones" on page 121.
14. Check the appropriate Providers option:

o All account providers: This plan can be assigned to all authorized providers

listed in the "Providers Module" on page 261.

o Select providers: This plan can be assigned to selected providers only.

15. Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

IMPORTANT: You can now access the SIMs Module to attach SIMs to this plan. You should
note that a SIM must be attached to a plan in order to utilize connectivity services such as
Data and SMS.

Create Money Plan

A money plan is prepaid package that sets a money limit for usage over a renewal period.
The money quota can be prorated over the renewal period.

A screen capture of the Money Plan Options is shown here.
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Create Regular Plan
Money

Money Plan

Activation Strategy

Regular

Renewal Strategy

Monthly

Expiration Strategy

No Expiration

Availability Zones

Plans and Packages

10 usb

o [ Prorated Including platform fee @

First day of selected period

Everywhere White list zones

Providers

All account providers

Parameters

A description of the Usage Plan parameters is provided in this table.

m m g 0O W >

Parameter

Plan Type

Plan Name
Balance Value
Currency

Eligible Accounts
Prorated

Including
Platform Fee

Activation
Strategy

Renewal Strategy

Description

The type of regular plan selected.

A unique identifier for the plan.

The amount of prepaid money in the plan.
The currency used for the plan cost.

The accounts that are eligible to use the plan.
Calculation of cost based on plan activation.

Includes monthly payments for Access Fees and/or Surcharge Fees.

Specifies when the plan starts. The Activation Type can be set to
regular, Renewal Cycle Activity, or First Activity. Refer to
"Activation Strategy" on page 118.

Defines the renewal period, which can be set to Daily, Weekly,
Monthly, Quarterly, Semi-Annual, Annual, or One Time. Refer to
"Renewal Strategy" on page 119.
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Parameter Description

Specifies the plan expiration type, which can be set to No Expiration,
Fixed Date, From Offer Activation, or From Plan First Use. Refer to
"Expiration Strategy" on page 118.

Expiration
Strategy

Determines where the plan is available, with options for
Availability Zones Everywhere or White List Zones. Refer to "Availability Zones" on
page 121.

Specifies whether all account providers are available or if specific

Providers .
providers are selected for the plan.

Step-by-Step Instructions

To create a Money Plan, do these steps:

W 0 N o Uk W N

Select Catalog | Plans from the Navigation sidebar.
Select the Regular Plans tab.

Click + Plan to display the Create regular Plan dialog box.
Select Money from the list of Plan Types*.

Type a name in the Plan Name* field.

Specify an amount in the Balance Value field.

Specify the Currency* from the list of options.

Select one or more Eligible Accounts.

Check the Prorated option if appropriate.

NOTE: The Prorated option is used to calculate a proportionate adjustment if a SIM is
activated partway through the renewal period. The purpose is to ensure that charges align
with the actual usage time.

10.
11.
12.
13.

Check the Including Platform Fee if applicable.
Select an "Activation Strategy" on page 118.

Select a "Renewal Strategy" on page 119.

Select an "Expiration Strategy" on page 118.

Check the appropriate "Availability Zones" on page 121.
Check the appropriate Providers option:

o All account providers: This plan can be assigned to all authorized providers listed in

the "Providers Module" on page 261.
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o Select providers: This plan can be assigned to selected providers only.

14. Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting

an appropriate option.

IMPORTANT: You can now access the SIMs Module to attach SIMs to this plan. You should
note that a SIM must be attached to a plan in order to utilize connectivity services such as

Data and SMS.

Create Account Rate Plan

An Account Rate Plan is a postpaid plan where charges are based on the account country-
network combination specified in the Connectivity Rates table. The account rates are

applicable for SIMs attached to the plan.

NOTE: For a detailed explanation of how connectivity rates work refer to" Rates and Fees"

on page 173

A screen capture of the Account Rate Plan options is shown here.

Create Regular Plan
Account Rate
Money Plan

Limit Settings
O Data

Activation Strategy

Renewal Strategy

Expiration Strategy

No Expiration

Availability Zones

Everywhere () White list zones

Providers

All account providers
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A description of the Account Rate parameters is provided in this table.

Parameter
Plan Type
Plan Name

Plan Cost

Currency

Eligible Accounts

Including Platform
Fee

Limit Settings

Activation Strategy

Renewal Strategy

Expiration Strategy

Availability Zones

Providers

Description
The type of regular plan selected.

A unique identifier for the billing plan.

The cost of the plan, with options to specify the currency.

Defines the plan currency.

The accounts that are eligible to use the plan.

Includes monthly payments for Access Fees and/or Surcharge
Fees.

Limits the usage of Data to a specified amount of units or to
predefined number of SMS messages.

Specifies when the plan starts. The Activation Type can be set to
regular, Renewal Cycle Activity, or First Activity. Refer to
"Activation Strategy" on page 118.

Defines the renewal period, which can be set to Daily, Weekly,
Monthly, Quarterly, Semi-Annual, Annual, or One Time. Refer to
"Renewal Strategy" on page 119.

Specifies the plan expiration type, which can be set to No
Expiration, Fixed Date, From Offer Activation, or From Plan First
Use. Refer to "Expiration Strategy" on page 118.

Determines where the plan is available, with options for
Everywhere or White-List Zones. Refer to "Availability Zones" on
page 121.

Specifies whether all account providers are available or if
specific providers are selected for the plan.

Step-by-Step Instructions

To create an Account Rate Plan, do these steps:

I N

Select Catalog | Plans from the Navigation sidebar.

Select the Regular Plans or Pool Plan tab.

Click + Plan to display the Create Regular Plan dialog box.

Select Account Rate from the list of Plan Types*.
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10.
11.
12.

13.

Type a name in the Plan Name* field.
Specify a value in the Plan Cost* field.
Specify the Currency* from the list of options.
Select one or more Eligible Accounts.
Check the Including Platform Fee if applicable.

Specify the Limit Settings for the account rate plan (optional).
o Data: Specify the plan amount limit and unit (KB, MB, GB).

o SMS: Specify the plan amount limit.

NOTE: When the limit settings are exceeded, SIM services for this plan are blocked.

Select an "Activation Strategy" on page 118.

Select a "Renewal Strategy" on page 119.

Select an "Expiration Strategy" on page 118.

Check the appropriate "Availability Zones" on page 121.
Check the appropriate Providers option:

o All account providers: This plan can be assigned to all authorized providers listed in

the "Providers Module" on page 261.

o Select providers: This plan can be assigned to selected providers only.

Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

IMPORTANT: You can now access the SIMs Module to attach SIMs to this plan. You should
note that a SIM must be attached to a plan in order to utilize connectivity services such as
Data and SMS.

Create Fixed Plan Rate

When you create a Fixed Plan Rate you must specify rates for both data and SMS.

A screen capture of the Fixed Plan Rate options is shown here.
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Create Regular Plan

Plan Rate

o
3
D

m
T
b=

Fixed Rates

Data

Limit Settings
[0 Data

Activation Strategy

Activation Type*

Renewal Strategy

Renewal Period*

Expiration Strategy

No Expiration

Availability Zones

») Everywhere

Providers

All account providers

Plan Parameters

Price per MB *

Plans and Packages

Fixed -

O sms

() White list zones

A description of the Fixed Plan Rate parameters is provided in this table.

Parameter

Plan Type
B Rate Type

Plan Name
D Plan Cost

E Currency

F  Eligible Accounts

Fee

Including Platform

Description

The type of regular plan selected.

Specifies if the Rate Plan is Fixed or Customized
A unique identifier for the billing plan.

The cost of the plan, with option to specify the currency.

Defines the plan currency.

The accounts that are eligible to use the plan.

Includes monthly payments for Access Fees and/or Surcharge

Fees.
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Parameter Description

Fixed Rates Specifies the price and currency for both Data and SMS usage.

Limit Settings Limits the usage of Data to a specified number of units or to
& predefined number of SMS messages.
Specifies when the plan starts. The Activation Type can be set to
Activation Strategy regular, Renewal Cycle Activity, or First Activity. Refer to
"Activation Strategy" on page 118.

Defines the renewal period, which can be set to Daily, Weekly,
Renewal Strategy Monthly, Quarterly, Semi-Annual, Annual, or One Time. Refer to
"Renewal Strategy" on page 119.

Specifies the plan expiration type, which can be set to No
Expiration Strategy Expiration, Fixed Date, From Offer Activation, or From Plan First
Use. Refer to "Expiration Strategy" on page 118.

Determines where the plan is available, with options for
Availability Zones Everywhere or White-List Zones. Refer to "Availability Zones" on
page 121.

Specifies whether all account providers are available or if

Providers . .
specific providers are selected for the plan.

Step-by-Step Instructions

To create an Account Rate Plan, do these steps:

S S S T
A

O 0 N o U kB W N

Select Catalog | Plans from the Navigation sidebar.
Select the Regular Plans tab.

Click + Plan to display the Create regular Plan dialog box.
Select Plan Rate from the list of Plan Types.

Select Fixed from the list of Rate Types.

Type a name in the Plan Name* field.

Specify a value in the Plan Cost* field.

Select the Currency* from the list of options.

Select one or more Eligible Accounts.

Check the Including Platform Fee if applicable.

Define the Fixed Rate price and currency for Data and SMS usage.

Specify the Limit Settings for the account rate plan (optional).
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o Data: Specify the plan amount limit and unit (KB, MB, GB).

o SMS: Specify the plan amount limit.

NOTE: When the limit settings are exceeded, SIM services for this plan are blocked.

8. Select an "Activation Strategy" on page 118.

9. Select a "Renewal Strategy" on page 119.
10. Select an "Expiration Strategy" on page 118.
11. Check the appropriate "Availability Zones" on page 121.
12. Check the appropriate Providers option:

o All account providers: This plan can be assigned to all authorized providers listed in

the "Providers Module" on page 261.

o Select providers: This plan can be assigned to selected providers only.

13. Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

IMPORTANT: You can now access the SIMs Module to attach SIMs to this plan. You should
note that a SIM must be attached to a plan in order to utilize connectivity services such as
Data and SMS.

Create Customized Plan Rate

Plan Rates can be customized based on data uploaded from an Excel file. SIMs attached to
this plan are restricted to the countries, operators, and PLMNs listed in the file.

A screen capture of the Customized Plan Rate options is shown here.
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Create Regular Plan %

Plan Rate e Customized ¥

e O Including platform fee

Customize Rates

Limit Settings
O Data 0O sms

Activation Strategy

Renewal Strategy

Expiration Strategy

No Expiration v

@06 06 0

Availability Zones

Everywhere (O White list zones

Providers

All account providers

Plan Parameters

A description of the Customized Plan Rate parameters is provided in this table.

Parameter Description
Plan Type The type of regular plan selected.
B Rate Type Specifies if the Rate Plan is Fixed or Customized
Plan Name A unique identifier for the billing plan.
D Plan Cost The cost of the plan, with options to specify the currency.
E Currency Defines the plan currency.
F  Currency Defines the plan currency.
G Eligible Accounts The accounts that are eligible to use the plan.
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Parameter Description

Upload an Excel file containing the rates for specific countries,

Customize Rat
ustomize Rates operators and PLMNs.

- . Limits the usage of Data to a specified number of units or to
Limit Settings .
predefined number of SMS messages.
Specifies when the plan starts. The Activation Type can be set to
Activation Strategy regular, Renewal Cycle Activity, or First Activity. Refer to
"Activation Strategy" on page 118.

Defines the renewal period, which can be set to Daily, Weekly,
Renewal Strategy Monthly, Quarterly, Semi-Annual, Annual, or One Time. Refer to
"Renewal Strategy" on page 119.

Specifies the plan expiration type, which can be set to No
Expiration Strategy  Expiration, Fixed Date, From Offer Activation, or From Plan First
Use. Refer to "Expiration Strategy" on page 118.

Determines where the plan is available, with options for
Availability Zones Everywhere or White-List Zones. Refer to "Availability Zones" on
page 121.

Specifies whether all account providers are available or if

Providers . .
specific providers are selected for the plan.

Step-by-Step Instructions

To create a Customized Plan Rate, do these steps:

N oo u s~ w Noe

10.
11.

Select Catalog | Plans from the Navigation sidebar.
Select the Regular Plans tab.

Click +Plan to display the Create regular Plan dialog box.
Select Plan Rate from the list of Plan Types.

Select Customized from the list of Rate Types.

Type a name in the Plan Name* field.

Specify a value in the Plan Cost* field. If you do not want to set a Plan Cost, enter
0 (zero).

Select the Currency* from the list of options.
Select one or more Eligible Accounts.
Check the Including Platform Fee if applicable.

Upload an Excel file in the Customize Rates field..
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12.

10.
11.
12.

13.

Specify the Limit Settings for the account rate plan (optional).
o Data: Specify the plan amount limit and unit (KB, MB, GB).

o SMS: Specify the plan amount limit.

NOTE: When the limit settings are exceeded, SIM services for this plan are blocked.

Select an "Activation Strategy" on page 118.
Select a "Renewal Strategy" on page 119.
Select an "Expiration Strategy" on page 118.
Check the appropriate "Availability Zones" on page 121.
Check the appropriate Providers option:
o All account providers: This plan can be assigned to all authorized providers listed in
the "Providers Module" on page 261.
o Select providers: This plan can be assigned to selected providers only.

Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

IMPORTANT: You can now access the SIMs Module to attach SIMs to this plan. You should
note that a SIM must be attached to a plan in order to utilize connectivity services such as
Data and SMS.

Modify Rates of a Fixed Rate Plan

You can modify the rates of a Fixed Plan Rate directly from the Plan Details page.

Modifications can only be made to rates that have already been configured. For example, if
a Fixed Plan Rate includes both Data and SMS rates, you can modify both. However, if your
Fixed Rate Plan specifies only a Data rate and does not include an SMS rate, you can modify

the Data rate but will not be able to add an SMS fixed rate.

A screen capture of the Modify Fixed Rate dialog box is shown here.
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Modify Fixed Rates X

Type price for Data or/and SMS and choose currency

0.06 5 US Dollar

To update the rates of a Fixed Plan Rate, do these steps:

1. Select Catalog |Plans from the Navigation sidebar.

2. Select the Regular Plans tab.

Click the appropriate Plan Rate to display the plan details page.
3. Select the Plan Details tab.
4. Click the Editicon to display the Modify Fixed Rate dialog box.

5. Update these fields:
o Price per MB

o Currency

6. Click Submit to update the Plan Rate.

6.6.1 Update Customized Plan Rate

To update a Customize Plan Rate, do these steps:

Select Catalog | Plans from the Navigation sidebar.
Select the Regular Plans tab.

Click the appropriate Customized Plan Rate to display the plan details page.

1.

2

3

4. Select the Customize Rates tab.

5. Click Update Rates to display the Customize Rates dialog box.
6

Click Upload Mode and select the desired action from the list:
o New/Update
o Delete

o Full Upload

4. Select an Excel file and click Upload. The rates table displays the updated data.

A screen capture of the Customize Rate dialog box is shown here.

floLlve Ltd. Proprietary Information 109 of 297



6.7

floLIVE User Manual

Upload Mode

Customize Ratgs

New/ Update ——@ New/Update

Delete —@ Delete

Full Upload —@ Full Upload

Plans and Packages

Upload File

A description of the Upload Modes is provided in this table.

Upload Mode Description

New / Update

Add new rates from the Excel file that are not yet in the system or
update existing rates that have changed.

Remove rates listed in the Excel file from the system. Rates that
Delete are not included in the Excel file will remain untouched, ensuring
only the specified rates are deleted.

Replace all rates in the system with those from the Excel file. New

Full Upload

rates will be added, existing rates will be updated, and any rates

not found in the Excel file will be removed, keeping the system

current.

The Excel file contains these parameters.

Parameters
Country

Operator
Currency
Data MB

PLMN
smsOut

smsOutPriceType

dataPrice Type

Types of Pool Plans

Description

The country where the rate plan is applicable.
The service provider associated with the rate plan
The type of currency used for pricing the rates.
The rate of a single unit of for 1 megabyte.

The Public Land Mobile Network identifier for the
operator.

The rate for a single SMS.

The pricing structure for outgoing SMS messages (e.g.,
fixed price, block).

The pricing structure for data usage (e.g., fixed price,
block).

A pool plan is a single plan shared by multiple SIMs. The resources in the pool plan are used
by all SIMs assigned to the plan. A Pool Plan helps organizations manage a group of SIM cards
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that can be shared among many devices. This approach makes it easier to allocate resources,
reduce costs, and adjust to different connectivity needs as they change, providing

operational flexibility and scalability.

Type of Plan

Fixed Pool Plan

Accumulate Pool Plan

Create Fixed Pool Plan

Description

This plan includes a predetermined number of SIM
cards at a set price. The customer pays a fixed fee for
a fixed quota of SIMs, which provides predictable and
stable cost. This type of plan is suitable for use cases
that have consistent connectivity needs. Customers
know exactly what resources they have and what
they will pay.

In this plan, each new SIM added to the pool incurs
additional costs and contributes to its own specific
guota. Customers designate quota amounts for each
SIM, which can vary over renewal periods. This
approach provides flexibility, allowing organizations
to expand their connectivity as needed, but also leads
to variable expenses depending on the number of
SIM cards in use.

A Fixed Pool Plan includes a predetermined plan cost and quota shared by all SIMs that are
allocated to this Pool plan. The customer pays a fixed fee for a fixed quota of SIMs, which
provides predictable and stable cost. This type of plan is suitable for use cases that have
consistent connectivity needs. Customers know exactly what resources they have and what

they will pay.

A screen capture of the Fixed Pool Plan parameters is shown here.
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Create new Pool Plan X

Fixed

Pool Quota

Data

O Data

No Expiration

Providers

Limit Settings

Renewal Strategy

Availability Zones

Everywhere

SMS Allowance*

O sMs

Activation Strategy

Expiration Strategy

(O White list zones

All account providers O Select providers

Plan Parameters

A description of the Fixed Pool Plan parameters is provided in this table.

Parameter
Plan Type
Pool Name
Pool Cost
Currency
Eligible
Accounts

F  Pool Quota

o 0O w >

G Limit Settings

Description

The type of regular plan selected.

A unique identifier for the fixed pool plan.
The cost of the fixed pool plan.

The currency used for the plan cost.
The accounts that are eligible to use the plan.

The allowance amount for data and SMS.

Set data and SMS usage limits per SIM to ensure that a single SIM does
not consume the entire pool allowance.
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Parameter Description
. Specifies when the plan starts. The Activation Type can be set to
Activation . . . WA e s
Strate regular, Renewal Cycle Activity, or First Activity. Refer to "Activation
&Y Strategy" on page 118.
Defines the renewal period, which can be set to Daily, Weekly,
Renewal . .
Monthly, Quarterly, Semi-Annual, Annual, or One Time. Refer to
Strategy " ;
Renewal Strategy" on page 119.
Exbiration Specifies the plan expiration type, which can be set to No Expiration,
P Fixed Date, From Offer Activation, or From Plan First Use. Refer to
Strategy

"Expiration Strategy" on page 118.
Availability Determines where the plan is available, with options for Everywhere or
Zones White-List Zones. Refer to "Availability Zones" on page 121.

Specifies whether all account providers are available or if specific

Providers .
providers are selected for the plan.

Step-by-Step Instructions

To create a Fixed Pool Plan, do these steps:

=

L 0 N o Uk W N

=
e

11.

12.
13.
14.

Select Catalog | Plans from the Navigation sidebar.

Select the Regular Plans or Pool Plans tab.

Click +Planto display the Create New Pool Plan dialog box.
Select Fixed to display the Create New Pool Plan settings page.
Select a Child Account*from the list.

Enter a name in the Pool Name* field.

Specify a value in the Plan Cost* field.

Specify the Currency* from the list of options.

Select one or more Eligible Accounts.

Check the type of Pool Quota:
o Data: Specify the allowance amount and unit (KB, MB, GB)

o SMS: Specify the allowance amount.

Specify the Limit Settings to apply for each SIM)
o Data: Specify the allowance amount and unit (KB, MB, GB)

o SMS: Specify the allowance amount.
Select an "Activation Strategy" on page 118.
Select a "Renewal Strategy" on page 119.

Select an "Expiration Strategy" on page 118.
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15. Check the appropriate "Availability Zones" on page 121.
o Everywhere

o White-List Zones

16. Check the appropriate Providers option:

o All account providers: This plan can be assigned to all authorized providers

listed in the "Providers Module" on page 261.

o Select providers: This plan can be assigned to selected providers only.

17. Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

IMPORTANT: You can now access the SIMs Module to attach SIMs to this plan. You should

note that a SIM must be attached to a plan in order to utilize connectivity services such as
Data and SMS.

Create Accumulative Pool Plan

For Accumulative Pool Plans, each new SIM added to the pool incurs additional costs and
contributes to the Pool plan quota. Customers designate quota amounts for each SIM, which
can vary over renewal periods. This approach provides flexibility, allowing organizations to
expand their connectivity as needed, but also leads to variable expenses depending on the
number of SIM cards in use.

A screen capture of the Accumulative Pool Plan parameters is shown here.
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Create new Pool Plan X
o Accumulative
e Quota per assign device
Data
e Limit Settings
[J Data
Q Activation Strategy
o Renewal Strategy
o Expiration Strategy
No Exrplrat\on‘
o Availability Zones
Everywhere (O White list zones
@ Providers
All account providers O Select providers
Plan Parameters
A description of the Accumulative Pool Plan parameters is provided in this table.
Parameter Description
A Plan Type The type of regular plan selected.
B Child Account The name of the sub-account
C Pool Name A unique identifier for the fixed pool plan.
D Pool Cost The cost of the fixed pool plan.
E Currency The currency used for the plan cost.
Eligible -
F & The accounts that are eligible to use the plan.
Accounts
Quota Per The amount of additional data and SMS quota added to the pool for
F . . .
Assign Device every SIM that is added to the plan.
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Parameter Description

Set data and SMS usage limits per SIM to ensure that a single SIM does

Limit Settings .
not consume the entire pool allowance.

Specifies when the plan starts. The Activation Type can be set to

Activati
S:r;\,:: ‘on regular, Renewal Cycle Activity, or First Activity. Refer to "Activation
&Y Strategy" on page 118.
Renewal Defines the renewal period, which can be set to Daily, Weekly,
Strate Monthly, Quarterly, Semi-Annual, Annual, or One Time. Refer to
&y "Renewal Strategy" on page 119.
Expiration Specifies the plan expiration type, which can be set to No Expiration,
P Fixed Date, From Offer Activation, or From Plan First Use. Refer to
Strategy

"Expiration Strategy" on page 118.

Availability Determines where the plan is available, with options for Everywhere or
Zones White-List Zones. Refer to "Availability Zones" on page 121.

Specifies whether all account providers are available or if specific
providers are selected for the plan.

Step-by-Step Instructions

To create an Accumulative Pool Plan, do these steps:

=

W 0 N o Uk W N

10.

11.

Select Catalog | Plans from the Navigation sidebar.

Select the Regular Plans or Pool Plans tab.

Click + PLAN to display the Create New Pool Plan dialog box.

Select Accumulative to display the Create New Pool Plan settings page.
Enter a name in the Pool Name* field.

Specify a value in the Cost Per Device* field.

Specify the Currency* from the list of options.

Select one or more Eligible Accounts.

Specify the Quota Per Assign Device:
o Data: Specify the allowance amount and unit (KB, MB, GB)

o SMS: Specify the allowance amount.

Specify the Limit Settings to apply for each SIM)
o Data: Specify the allowance amount and unit (KB, MB, GB)

o SMS: Specify the allowance amount.

Select an "Activation Strategy" on page 118.
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12.
13.
14.

15.

16.

Select a "Renewal Strategy" on page 119.
Select an "Expiration Strategy" on page 118.

Check the appropriate "Availability Zones" on page 121
o Everywhere

o White-List Zones

Check the appropriate Providers option:

o All account providers: This plan can be assigned to all authorized providers

listed in the "Providers Module" on page 261.

o Select providers: This plan can be assigned to selected providers only.

Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

IMPORTANT: You can now access the SIMs Module to attach SIMs to this plan. You should
note that a SIM must be attached to a plan in order to utilize connectivity services such as
Data and SMS.

Top Up Pool Plan

You can add Data and/or an SMS allowance to Top Up the balance of a Pool Plan.

NOTE: You need to attach a Pool Plan to at least on e SIM before you perform the Top Up
procedure.

To top up a Pool Plan, do these steps:

L e

© N o U

Select Catalog | Plans from the Navigation sidebar.
Select the Pool Plans tab.
Scroll the table and click the Actions icon for a specific pool plan.

Click the Actions icon and select the Top-up option. to display the Top Up dialog
box.

Enter a value in the Cost* field.
Select the applicable Currency*.
Specify the additional allowance for SMS and Data.

Click Update to complete the Top Up operation.
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A screen capture of the Top Up dialog box is shown here.

Activation Strategy

When you create a plan, you are required to specify the type of Activation Strategy assigned
to the Plan.

A description of the Activation Strategies is provided in this table.

Activation Type How It Works

The SIM card starts to be charged for the plan as soon as

Regular L
g it is attached to the plan.

The SIM card is charged for the plan only if it has been
Renewal Cycle Activity active within the renewal cycle. If it has not been active,
no charges will apply.

The SIM card starts to be charged for the plan only upon
First Activity its first connection to the network. After that, charges
are applied at each renewal cycle.

Expiration Strategy

An expiration strategy defines the conditions under which plan terminates, including the
duration of service validity and the criteria for renewal. You can specify fixed expiration dates,
conditions based on activation, or parameters relating to initial use.

A description of the expiration options is provided in this table.

Expiration Type Description
No Expiration The plan does not expire.
Fix Date The plan expires on a date you choose from a calendar.

From the Offer  Sets the duration of plan validity from the moment the SIM is
Activation attached to the plan in Days, Months, or Years.

From Plan First  Sets the duration of plan validity from the moment the plan is first
Use used by the SIM in Days, Months, or Years.
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6.13 Renewal Strategy

When you create a plan, you must specify the Renewal Period (a.k.a. Renewal Interval) for
the billing cycle. The available renewal intervals are described in this table.

Renewal Period How it Works

The plan is renewed at midnight every day, regardless of
the time the SIM was attached to the plan. For a Money or

Daily Usage plan, any balance you have left over from the
previous day is lost. For a Rate plan, (Data and SMS) usage
limits are reset and start at zero for the coming day.

The plan is renewed at midnight every Monday morning,
regardless of when (date/time) the SIM was first attached
to the plan (over the week). For a Money or Usage plan,
any balance you have left over from the previous week is
lost. For a Rate plan, (Data and SMS) usage limits are reset
and start at zero for the coming week.

Weekly

The plan is renewed at midnight on the morning of the first
of the month, for example at midnight on the morning of
June 1. The plan is renewed regardless of when the SIM
was first attached to the Plan (over the previous month).
For a Money or Usage plan, any balance you have left over
from the previous month is lost. For a Rate plan, (Data and
SMS) usage limits are reset and start at zero for the coming
month.

Monthly

The plan is renewed at midnight on the morning of
these dates (every three months):

o) January 1

April 1

o

o July 1
Quarterly

o September 1

The plan is renewed regardless of when the SIM was first
attached to the plan (during the previous quarter). For a
Money or Usage plan, any balance you have left over from
the previous quarter (three months) is lost. For a Rate plan,
(Data and SMS) usage limits are reset and start at zero for
the coming quarter.

The plan is renewed at midnight on the morning of these

Semi-A I i
emi-Annually dates (every six months):
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Annually

One-Time

Billing Cycles
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How it Works

o) January 1
o July 1

The plan is renewed regardless of when the SIM was first
attached to the plan (during the previous six months). For a
Money or Usage plan, any balance you have left over from
the previous six months is lost. For a Rate plan, (Data and
SMS) usage limits are reset and start at zero for the coming
six months.

The plan is renewed at midnight on the morning of January
1 (yearly). The plan is renewed regardless of when the SIM
was first attached to the plan (during the previous year).
For a Money or Usage plan, any balance you have left over
from the previous year is lost. For a Rate plan, (Data and
SMS) usage limits are reset and start at zero for the coming
year.

The plan is not renewed and remains valid until all quotas
are used up.

When you attach SIMs to a plan, the SIMs are charged according to the renewal interval you
configure. You can attach/detach Plans in the middle of a renewal interval. Follow the

following example:

1. Attach SIM to Usage Plan with these attributes:

e} Attach Date: January 3

e} Data quota: 1 Gigabyte

o} SMS quota: 200 SMS

o Cost: 20 USD

o) Not Prorated

o) Renewal Interval: Monthly

The SIM becomes active and can be used immediately according to the Billing Plan
configuration at a cost of 20 USD for the rest of the month. The Billing Plan is renewed at
midnight the morning of February 1 at a cost of 20 USD.

OR

1. Attach SIM to prorated Usage Billing Plan with these attributes:
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o Attach Date: January 3

o Data quota: 1 Gigabyte

o SMS quota: 200 SMS

o Cost: 20 USD

o Prorated

o Renewal Interval: Monthly
The SIM becomes active and can be used immediately according to the Billing Plan
configuration. The quotas are prorated according to the remaining time in the renewal

interval. In the above example:

o The remaining interval is (31-3)/31 or 90.3 percent of the interval.

o The cost for this month is therefore 90.3 percent of 20 USD or 18.06 USD.
o The Data quota is 90.3 percent of 1 Gigabyte or about 925 Megabytes.

o The SMS quota is 90.3 percent of 200 SMS or 181 SMS messages.

2. Detach SIM from the Billing Plan on January 13.

NOTE: When you detach the SIM from the Billing Plan, all services are discontinued, and the
SIM cannot be used until attached to another Billing Plan. All remaining balances are lost with
no monetary compensation.

3. Attach SIM to another Billing Plan with these attributes:
o Attach Date: January 16
o Data quota: 2 Gigabyte
o SMS quota: 300 SMS
o Cost: 35 USD
o Renewal Interval: Monthly
The SIM becomes active at the full monthly cost of 35 USD and can be used immediately

according to the Billing Plan configuration. The Billing Plan is renewed at midnight the
morning of February 1 at a cost of 35 USD.

Availability Zones

An Availability Zone limits the usage of one or more SIMs to a specific location by designating
the country and operator.
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NOTE: Availability Zones can be attached to both Regular and Pool plans.

A definition of the key availability terms is provided in this table.

Concept Definition

Limits the usage of one or more SIMs to a specific
location by designating the country and operator.
This ensures that the SIMs operate within predefined
geographical boundaries and are tied to specific
network operators for regulatory or operational
purposes.

Availability Zone

A grouping of SIMs or network services based on a
particular country or set of countries. This allows
Country Zone connectivity and policy management to be optimized
for specific regions, ensuring compliance with local
regulations and pricing.
A collection of multiple zones, which could include
Country Zones, grouped together to apply common
Zone Group rules, policies, or connectivity features. This simplifies
network management across multiple locations or
regions.

The stages required to implement Availability Zones are shown here.

( Assigning Availability Zones for Regular and Pool Plans )

STEP 1 STEP 3 STEP 4

Create Assign Zone Attach Plan to

Country Zone Group to a Plan SIM

NOTE: For Step 1 all countries are pre-defined in the system. The Create Country Zone
procedure enables you to add to modify associated local Network Operators.

To implement Availability Zones, do these steps:

=  Step 1: Create Country Zones

= Step 2: Create Zone Groups.
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= Step 3: Assign Zone Group to a new or existing plan.

= Step 4: Attach the plan to a SIM.

6.14.1 Create Country Zones

An Availability Zone limits the usage of one or more SIMs to a specific location by designating
the country and operator. Availability Zones can be attached to both Regular and Pool Plans.

A screen capture of the Country Zone page is shown here.

Country Create New Create
Zones Tab Country Tone HNew Country Tome

Lrvaim cousiry Jorm

Frrrase

o Mama Cauntry Mataorks

To create a Country Zone, do these steps:

Select Catalog | Plans from the Navigation sidebar.

Select the Availability Zones tab.

Select the Country Zones tab.

Click +Country Zone to display the country zone properties dialog box.
Click Zone Name field and type a zone name.

Click the Zone Description field and type a zone description (optional).
Click the Country field and select a country from the list.

Click the Network field and select one or more available networks.

W e N O U A~ W N

Click Create to display the Country Zone in the Availability Zones page.

NOTE: To attach this zone to a plan, you must first assign it to a Zone Group. You must do
this even if there is only one Zone.
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Create Zone Groups

You must attach a Country Zone to a Zone Group to attach it to a plan. It is the Zone Group
that is attached to a plan.

There are various Types of Zone Groups as described in this table.

Type of Zone Group Description

These are predefined zones and include system configurations that
cannot be changed by the user. The list comprises countries

Country Zones without specifying specific Network Operators. When you select a
country, all operators within that country are included in the Zone
Group

These are custom zones created by users to meet specific
connectivity needs. Users have full control to define these zones

User Zone Group by specifying custom parameters such as countries, networks, and
operators. This allows for more flexibility in managing SIM usage
based on unique business or operational requirements.

A zone group can contain a mixture of System Country Zones and a

Mi VA
Ixed Zone Group ;. Defined Country Zones.

NOTE: You can attach a single Zone Group or multiple Zones to a plan.

A screen capture of the Zone Group page is shown here.

fEng Groug Creals hew Lraate
Tals Daive Giaup Misw o G

Tone Lone Groug Select
Groupkame  Cescription Fones

To create a Zone Group, do these steps:
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Select Catalog | Plans from the Navigation sidebar.

Select the Availability Zones tab.

Select the Zones Group tab.

Click +Zones Group to display the country zone properties dialog box.
Click Zone Name field and type a zone name.

Click the Zone Description field and type a zone description (optional).

Select on or more Zones from the list.

© N o U ok~ W Ne

Click Create to display the Zone Group in the Availability Zones page.

NOTE: Now that you have created a Zone Group, you can attach it to a Plan. When a Zone
Group is assigned to a Plan, SIM usage is limited to the country-operator pairings in the Zone
Group.

Update Country Zone

You can edit the country zone information to reflect changes in network coverage and service
details.

A screen capture of Edit Country Zone dialog box is shown here.

Edit country zone Costl Zone 4

Zone Name ——i§ Costl

Pl

Zone Description ——@ | .- undate auqust 20234

8] L P

Country — e r

Metwaorks —i =

| - b, ™ oy - - 4 ) D
Pelephone Communication Lid. (ISRPL)

© ¢ 0 o

To edit the country zone, do these steps:

1. Select Catalog |Plans from the Navigation sidebar.
2. Select the Availability Zones tab.

3. Select the Country Zones tab.

floLlve Ltd. Proprietary Information 125 of 297



floLIVE User Manual Plans and Packages

4.
5
6.
7
8
9.

Scroll the table and click a row to display the Edit Country Zone dialog box.
Edit the Zone Name.

Add a Zone Description (optional).

Select a Country from the list.

Select a Network from the list.

Click Update to save the country zone settings.

6.14.3 Update Zone Group

You can update Zone Group information to make sure the group information is relevant as
network needs change,

A screen capture of Edit Zone Group dialog box is shown here.

Edit Zones Group APAC Roaming X

o Zone Name ——@ APAC Roaming

e Zone Description ——@ ;\.P;\-C”F-io-ahmg

e Select Zones 8 China System, Hong Kong System, Singapore System, Thailand Sy...”

0 Attached Plans——¢@  "fiached Plans

To edit the country zone, do these steps:

1.
2.
3
4.
5
6

Select Catalog | Plans from the Navigation sidebar.

Select the Availability Zones tab.

Select the Zone Group tab.

Scroll the table and click a row to display theEdit Zone Group dialog box.
Edit the Zone Name.

Add a Zone Description (optional).
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7. Select one or more Zones from the list.

8. Click Update to save the country zone settings.

Types of Plan Actions

All plans are displayed in a table that enables users to display and manage different

connectivity plans.

A screen capture of

[E] Products

(] MyOrders

4 Dashboard

& sius Sell Plans
€ Balch Operations

[5] Plans A

Pool Plans

PLANNAME

Availability Zones

&, My Sub-Accounts

% Rules & Notfications v
2 Biling & Invoices

@ support Secy

A description of the

Action

Search
Plans

B  Filter Table

C Select
Columns

D  Actions

E View
Details
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the Plans table is shown here.

Regular Plans

Search Filter
a®= ‘".—e Columns
MULOCATED SMS  DWTA. DEVICE DATA LIMIT M5 DEVICE SMES LMY PRORATED FENEWAL PERIOD ACTIVATIONTYPE  AVAILABILITY 2ONES  PROVIDERS
— 0 .—o Actions
g Moathl [ H
B o *— G Details
? 0 Oupleatepien  (——m G Duplicate
i b o & @ Delete

Plan actions is provided in this table.

Description

Enables you to quickly find specific plans by entering a full or partial
plan name. Refer to "Search Plans" on page 134

Use the filter action to refine the displayed plans based on criteria,
such as plan type, price range, renewal period, activation type,
prorated or name of external parameter. Refer to "Filter Plans" on
page 132.

Customize the table columns to show, hide and order specific data
fields in the plans table.

Lists the actions for a specific plan displayed in the table (Details,
Duplicate and Delete)

View detailed information about a selected plan. This includes
information about plan costs, plan type, assigned SIMS, pricing,
activation type, renewal period, availability zones and service
providers. Refer to " View Plan Details" on page 129.
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Action Description

Create a copy of an existing plan to replicate similar plans without
starting from scratch. When a plan is duplicated, all plan attributes are

F  Duplicate copied over, allowing users to make any necessary adjustments to
details such as rates, availability, or specific features before saving the
new plan. Refer to "Duplicate Plan " on page 137.

Remove out-dated or irrelevant plans from the system. Refer to

G  Delete PI
elete Flan "Delete Plan" on page 136.

6.15.1 Manage Plans

The Manage Plans tab is used to attach Multiple Plans to a SIM; the plans are attached one
at atime to the SIM. You can also detach plans from a SIM, one at a time, from this tab. When
you attach multiple plans to a SIM, the plans are prioritized. When a SIM is first attached to
a Billing Plan, it has the lowest priority; then you can change the priority after you attach the
Billing Plan. The priority order of the Billing Plans attached to a SIM enables tiered pricing.
You can assign different Billing Plans to different SIMs in the same account. In other words,
you can set different rates for different SIMs in the same account.

A screen capture of the Manage Plans tab is shown here:

Plans

Act, change or ority anc detach different o ans. The added plar is autematically added to the lowest priarity, whick can be changed oy dragging anc dropping it above.

5 o VRCforSrat L ]
o 2048~ 20SUSEU b

Note: You can attach up to four plans per SIM.

To attach Plans to a SIM from the Manage Plans tab:

1. Goto the SIMs Info page and click Manage Plans. The Manage Plans tab is
displayed. The Manage Plans tab shows the Billing Plan(s) that are now attached
to the SIM.

2. Click + Plan A to add a row showing the Sell Plan field. This indicates that you can
only attach a Sell Plan to the SIM.

3. Click the Sell Plan field. A list of available plans appears.
4. Select a plan. The selected plan now appears in the Sell Plan field.

6. Click Apply. The plan is attached to the SIM in lowest priority.
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To change the priority of the plans:

o Change the priority of the plans shown by drag-and-drop of each one into the
desired position. The list is in descending priority order with the highest priority
plan at the top.

To remove a plan from the list and then detach it from the SIM:

1. Select the plan you want to remove and then detach.

2. Click the Delete icon at the end of the table row with the plan you want to
remove and detach from the SIM.

3. Click Apply to confirm the delete operation.

4. To detach the plan from the SIM, click Apply.

View Plan Details
The View Plan Info page provides a comprehensive overview of the selected plan.
To view the Plan Info page do these steps:

Select Catalog | Plan from the sidebar.
Select the Regular or Pool Plans tab. The Sell plans table is displayed (default).

Scroll the table and click a plan to display the Plans Info page.

1

2

3

4. Select the Plan Details tab to display the plan settings and parameters.

5. Select the Assigned SIMs tab to display a list SIMs attached to the selected plan.
6

Select the External Parameters tab to enter a parameter value.

A screen capture of the Plan Info page is shown here.

Plan Details Assigned SIMs External Parameters

200MB + 20 SMS Africa

Plan Details
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Activation Strategy

Renewal Interval
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Plan Details

Assigned SIMs

External Parameters

Plans and Packages

The Plan info page contains three tabs as described in this table.

Description

Contains information about the plan type, cost, rates,
activation strategy, renewal interval. availability zones
and providers.

Provides a comprehensive overview of all SIM cards
linked to specific plans, enabling you to track and
manage these SIMs.

Contains information about user-defined identifiers
mapped with platform system entities such as
Accounts, SIMs, and Plans, used for managing platform
entities based on user-specific identifiers.

NOTE: The Plan Details tab is different for each type of plan because each plan has a different

set of parameters and settings.

View Plan Instances

The Plan Instances tab contains a table with key information about how a selected plan is
associated with a SIM card.

A screen capture of the Plan Instance table is shown here.

1 Dashboard
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Q
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o

To view the Plan Instances table, do these steps:

Select Catalog | Plan from the sidebar.

2. Select the Regular or Pool Plans tab. The Sell plans table is displayed (default).
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3. Scroll the Plan table and click a row to display the Plan Info page.

4. Select the Plan Instancestab to view the table of plan instance.

The Plan Instance table includes this information.

Column Label
Account

Package
Allocated SIMs

Description

Displays the name or identifier of the account associated with
the plan.

Details the specific package assigned to the account.
Shows the number of SIM cards allocated under that plan.

Users can click on each instance (or row) in the table to open a Detailed Info dialog box.

A screen capture of the Instance Details dialog box is shown here.

Account

ICCID IMSI Status

Plan Instafice | Accourt La

The Instance Details dialog box displays this information:

Column Label
No of Allocated SIMs

Account Name
ICCID

IMSI

Status

Description

The total count of SIMs associated with that particular plan
instance.

he name of the account linked to the plan.
The Integrated Circuit Card Identifier for each SIM.

The International Mobile Subscriber Identity for network
identification.

Indicates the operational status of the SIM, such as active,
suspended, or other relevant states.
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Filter Plans

Use the filter action to refine the displayed plans based on criteria, such as plan type, price
range, renewal period, activation type, prorated or external parameter values.

NOTE: The Filter tool is generic for all types of Regular and Pool Plans (both Buy and Sell
Plans).

A screen capture of the Filter sidebar is shown here.
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NOTE: All filter options in the Plans module are optional. However, users must select at least
one filter from the various categories provided to initiate a search.

To filter the plan table, do these steps:

Select Catalog | Plans from the Navigation sidebar.

Select the Regular Plans or Pool Plans tab to display the plans table.
Click the Filter icon to display the filter sidebar.

Click Name and select the relevant plan details.

Click Plan Type and select the relevant plan types.

Click Renewal Period and select the relevant renewal options.

N oo o s~ w Noe

Click Activation Type and select the relevant activation options.

floLlve Ltd. Proprietary Information 132 of 297



floLIVE User Manual Plans and Packages

8. Click Prorated and select one of these options:
o Yes

o No
9. Click External Parameters and select a parameter name from the list.

10. Click Apply to update the Plans table with the filtered data.
6.19 Duplicate Plan

You can duplicate a Regular and Pool Plans when you want to create a different plan with
similar settings. When you create a duplicate plan the new file carries the same name as the
original with the notation Copy of.<original plan name>.

A screen capture of the Duplicate Plan dialog box is shown here.

Type of Duplicate Plan SMS Content
Duplicate Plan Properties Tab

Duplicate regular plan ‘ x
ussge -
Gony of 0105 us o 0 osr =

Promated 1 Including slatform foe

Available services

Boous |16 e | mosas |10

Activation Strategy ©

Rogular

newal Strategy

Monthly - First day of selected period

Expiration Strategy

o Expiration

Availability Zones

@ Evrywhere () Winte st zones

Providers

To duplicate a Plan, do these steps:

Select Catalog | Plans from the Navigation sidebar.
Select the Regular Plans or Pool Plans tab.

Scroll the table and click the Actions icon for a specific plan.

el R

Select Duplicate Plan to display the Duplicate Plan properties dialog box.

NOTE: The Duplicate Plan dialog box contains different settings for Regular and Pool Plans

4. Modify the Duplicate Plan Properties as and click Create. The new plan is added
to the Billing Plan table.
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Detach Plan
The Detach Plan action is available for:

o Single SIMs from the SIMs table
o Multiple SIMs from the SIMs table

On the SIM Info page, plans are detached from a single SIM from the Manage Plans Tab.
To do the Detach plan action:
1. Invoke the Detach Plan action, as described above.

The Detach Plans to SIM dialog appears.

Detach Plans from SIM *

FiLy

Select plan

Selected Plans

Detach Plans from SIM

2. Click the Select Plans for detaching field and select a plan(s) from the list.
The plans you select are displayed in the Selected Plans pane.

3. Click Detach.

The selected plans are detached from the SIM(s).

Note: When you detach the SIM from all Billing Plans, all services are discontinued, and the
SIM cannot be used until attached to a Billing Plan again. All remaining balances are lost with
no monetary compensation.

6.20 Search Plans

The search feature enables you to quickly find specific plans by entering relevant keywords
or identifiers. The search function is available for both Sell and Buy plans.

A screen capture of the Search function is shown here.
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e Search
Regular Plans
Sell Plans

PLAN NAVE cosT  TEE ALCCATEDSMS DNTA  DEVCEDATALMIT  SMS  DEVICESMSUMT  PRORATED  RENEWALPEUOD  ACTVATIONTYPE  AVAILABLTYZONES  PROVIDERS

Availability Zones

To search for a plan, do these steps:

Select Catalog | Plan from the sidebar.

Select the Regular or Pool Plans tab. The Sell Plans table is displayed (default).

1
2
3. Click the Search icon to display the Search box.
4

Type the full or partial name of existing plan and click Enter. The results are
displayed in the Plans table.

NOTE: When using the Search feature, you must use either a full or partial plan name. The
search is not case-sensitive, meaning that you do not need to match exact spelling or case to
locate the desired plans.

View Assigned SIMs

The Assigned SIMs page provides a comprehensive overview of all SIM cards that are
associated with specific plans. This page enables you to easily track and manage the SIMs
associated with various plans,

A screen capture of the Assigned SIMS page is shown here.

Account [ee]s} IMSI STATUS
MRC for Smart Ltd.

Assighed SIMs

The Assigned SIMs table displays the information provided in this table.
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Column Label

Account

ICCID

IMSI

Status

Plans and Packages

Description
Identifies the user account linked to the assigned SIM.

Shows the Integrated Circuit Card Identifier, which is a unique
identifier for the SIM card.

Displays the International Mobile Subscriber Identity, a unique
number associated with the user’s mobile network subscription.

Indicates the current operational state of the assigned SIM, such
as active or suspended.

To view the Assigned SIMs table, do these steps:

1. Select Catalog | Plan from the sidebar.

2. Select the Regular or Pool Plans tab. The Sell plans table is displayed (default).

3. Select the Regular or Pool Plans option from the sidebar menu. The plans table

is displayed.

4. Scroll the SIMs table and click a row to display the SIM Info page.

5. Select the Assigned SIMs tab to view the table of assigned SIMs.

Delete Plan

In general, you should remove plans that are not used by your customers. It is recommended
that you delete a plan in these circumstances:

o The plan is out-dated or has been replaced by a different plan.

o The plan contains errors or inaccurate information.

o The planis not used or is no longer needed.

IMPORTANT: You can delete a plan when it is not attached to a SIM. If a plan is attached to
a SIM card the delete function is disabled.

A screen capture of the Delete Plan feature is shown here.
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0 0
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Sell Plans
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Delete Plan

To delete a plan, do the steps:

1. Select Catalog | Plan from the sidebar.
2. Select the Regular or Pool Plans tab.

3. Select the Sell Plans tab and scroll the table to select the plan you want to
delete.

4. Click the Actions icon and select Delete.

5. Click Delete when the confirmation message is displayed.
6.23 Duplicate Plan

You can duplicate a Regular and Pool Plans when you want to create a different plan with
similar settings. When you create a duplicate plan the new file carries the same name as the
original with the notation Copy of.<original plan name>.

A screen capture of the Duplicate Plan dialog box is shown here.

Type of Duplicate Plan SMS Content
Duplicate Plan Properties Tab
usage -
St {.; w -

[0 Prorated 01 incluing slasform fea

Available services

= oow |8 - T moaws | 78

Activation Strategy ¢
Requlse

Renewal Strategy
Monnty = st dey of selected period

Expiration Strategy
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Availability Zones

S Everywhers

© Whitelist zones.

Providers

floLlve Ltd. Proprietary Information 137 of 297



6.23.1

6.24

6.24.1

floLIVE User Manual Plans and Packages

To duplicate a Plan, do these steps:

Select Catalog | Plans from the Navigation sidebar.
Select the Regular Plans or Pool Plans tab.

Scroll the table and click the Actions icon for a specific plan.

L A e

Select Duplicate Plan to display the Duplicate Plan properties dialog box.

NOTE: The Duplicate Plan dialog box contains different settings for Regular and Pool Plans

4. Modify the Duplicate Plan Properties as and click Create. The new plan is added
to the Billing Plan table.

Assign Value to External Parameters

This page displays the External Parameters defined for the selected Plan and is identical for
all types of regular and pool plans.

An example of the External Parameters tab is shown here.

Listal Entarnal
Extnrmal Pararrsters Pararmaters Tal
POOL rest joantributars &

How Throttling Works

Throttling is a key feature that enables granular control over data usage. By setting rules and
thresholds, administrators can automatically reduce the data speed of SIM cards when
predefined limits are reached. This ensures fair use, prevents unexpected overage charges,
and optimizes network resource allocation.

Key Concepts

A description of the key concepts related to throttling is provided in this table.
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Term

API Throttling
Control

CMP Throttling
Method

Fair Use

IMSI Range
Definition

PCRF

Multi-Plan

Overage Plan

PCRF Rule ID

Plan Depletion
Rules

Plan Expiration
Rules

Plan Priority
Mechanism

Rules and Alerts

SIM Throttling
Control

White-List Control

Plans and Packages

Definition
Programmatic management of SIM throttling through API
interactions.

Use of the CMP interface to set throttling usage and speed limits for
SIMs.

Policies that define acceptable usage limits for "unlimited" data
plans, often enforced through throttling.

Defining IMSI ranges helps identify subscribers, manage data usage,
and organize accounts effectively.

The Policy and Charging Rules Function is a critical component in
managing policy decisions and charging rules for SIMs.

A configuration that allows an account to have multiple active data
plans simultaneously, potentially with different rules, allowances,
and throttling settings for each plan. Multi-plans are ordered and
configured according to priority. The priority of the multi-plan
determines which Overage Plan is activated when a depletion rule is
triggered.

An "Overage Plan" is a secondary data plan that automatically
activates when a subscriber exceeds the data allowance of their
primary plan (as defined by a Depletion Rule). This plan typically
offers continued data access, but potentially at a reduced speed or
with different pricing.

Identifiers used by the CMP and APl Control Method to specify
different throttling speeds.

Rules that dictate what happens when a data plan quota is depleted
activating an appropriate throttling action.

Rules that dictate what happens when a data plan reaches its
expiration date activating an appropriate throttling action.

The Plan Priority Mechanism uses the plan order to determine which
"Overage Plan" is activated upon data depletion. When the primary
plan's data allowance is exhausted, the subscriber is automatically
transitioned to the next plan in the designated order.

A service enabling users to define rules for monitoring periodic data
usage related to specific plans.

Management of data speed based on user-defined thresholds to
ensure adherence to plan usage allocation.

Enables user to access a specific URL or IP address even when data
has been throttled. This function is often used for SIM top-up or for
additional purchase of data plan.

6.24.2 Throttling Methods

The floLIVE SIM Throttling Control can be implemented using these methods:

o CMP Method: This method (a.k.a Threshold Throttling) offers a user-friendly
interface to set usage limits for SIMs. When a specified threshold is met, data
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speed is automatically reduced until the next reset (e.g. monthly plan renewal)

or user self-top-up action.

o API Control: Enables programmatic management of SIM throttling through API
interactions. This method requires more technical expertise but allows for

greater flexibility and automation.

6.24.3 PCRF Throttling Engine

The Policy and Charging Rules Function (PCRF) is a core network module within the floLIVE
platform. It dynamically enforces throttling policies based on predefined rules and subscriber
profiles. When a throttling rule is triggered (via CMP Depletion or Expiration Rules), the PCRF
receives a notification and adjusts the subscriber's data speed according to the defined PCRF
Rule ID. This real-time decision-making mechanism ensures efficient network resource use

and fair user experience.

NOTE: The move to the next plan is not done by the Depletion Rule. The move to the next
plan is done automatically by the Multi-Plan priority settings mechanism.

6.24.4 PCRF Rule IDs

The system defined PCRF Rule IDs are listed in this table.

PCRF Rule ID Speed

1 Unlimited: No throttling
2 10Kb/s

4 512Kb/s

6 1Mb/s

8 256Kb/s

10 320Kb/s

12 1.5Mb/s

6.24.5 Throttling Rules

14
16
18
20
22
24
26

PCRF Rule ID Speed

2Mb/s
3Mb/s
5Mb/s
7Mb/s
10Mb/s
20Mb/s
100Kb/s

FloLIVE enforces throttling by implementation of two CMP rules:

o Depletion Rule: This rule triggers a PCRF action when a SIM card data usage plan
is depleted. For more information refer to "Plan Depletion Rule" on page 220

o Expiration Rule: The rule triggers a PCRF action when a data plan reaches its
expiration date (e.g. data plan valid for 30 days). For more information, refer to

"Plan Expiration Rule" on page 222.
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6.25 Plan Depletion

A description of how the Plan Depletion action works is provided in this table.

Feature Description
. Triggered when the data usage of a specific data plan for a SIM card is depleted
Trigger .
(e.g. the user used 1GB of data from a prepaid 1GB data plan.).
Focus Data consumption.

Action Triggers the PCRF module to start throttling.

Primary  Managing data usage within a specific allowance and transitioning users to a
Use Case different plan after the allowance is exhausted.

NOTE: To implement a Plan Depletion action, refer to the "Plan Depletion Rule" on page 220.

A flowchart of the Plan Depletion process is shown here.

CreateNew | SetPCRF |~ Assign | Plan Quota
Depletion Rule Rule ID Primary Plan Depleted
Use
Plan Auto-Transfer to asedon

Prioritized Overage Plan

Restore
Normal/High Speed

Primary Plan Renewal
How

Plan Depletion Works
The Plan Depletion action is implemented as follows:

1. Initial State: A SIM is active with an assigned data plan and a Depletion Rule is
set up within the CMP.

2. Data Usage Monitoring: The CMP continuously monitors SIM data usage.

3. Plan Depleted: When the SIM primary data usage plan is depleted as defined in
the Depletion Rule a throttling action is activated based on the PCRF ID..

4, Throttling Action:
o The CMP triggers throttling action.

o The PCRF is notified and enforces the throttling speed associated with the
configured PCRF Rule ID.
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o The SIM's data speed is reduced.

o The SIM is automatically transferred to the configured "Overage Multi-Plan'

or similar prioritized plan.

5. Continued Usage (Overage Multi-Plan): The user continues to have data access,
but potentially at a lower speed.

6.26 Plan Expiration

A description of how the Plan Expiration action works is provided in this table.

Feature Description

Trigger When a data plan reaches its expiration date.
Focus Time-based.

Action User is redirected to a whitelisted URL.

Primary Use  The purpose is to prompt users to renew or purchase new data plans

Case when their current plan expires.
Define Expiration Define | SetPCRF | Assign | Date/Time
Date/Time Whitelist URL Rule ID Primary Plan Expired
Top-Up or < Block
Change Plan h SIM Usage

Auto-Transfer to Whitelist URL

Restore Normal
Usage

A\

New Plan Attached

NOTE: To implement a Plan Expiration action, refer to the "Plan Expiration Rule" on page 222.

A flowchart of the Plan Expiration process is shown here.
The Plan Depletion action is implemented as follows:

1. Initial State: A SIM is active with a data plan and an Expiration Rule is set up
within the CMP.

2. Expiration Monitoring: The CMP monitors the plan expiration date.

3. Plan Expiration: The plan reaches its expiration date.
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4. Rule Action:
o The CMP triggers the expiration action.

o The SIM can only access a preconfigured whitelisted URL/IP address (e.g.,

used for purchasing new SIM data plan).

5. User Action Required: The user must take action on the whitelisted URL (e.g.,
renew the plan, purchase a new plan) to restore normal data service.

6.26.1 Throttling Scenarios

Multi-Plans can be configured to achieve different scenarios, along with the associated rules
for managing data usage and expiration.

The three common scenarios include:

o One-Time Unlimited Fair-Use Scenario
o Monthly Renewal Unlimited Fair-Use Scenario
o Limited Usage Scenario

One-Time Unlimited Fair-Use Scenario

This example demonstrates a Multi-Plan setup for an "unlimited" data plan with a fair-use
policy enforced through throttling.

An example of this scenario is provided in this table.

Multi Plans
o  Cost:$1
Plan 1 o Quota: 1GB
Usage Plan o) Renewal Strategy: One-time
o Expiration: 30 days
Plan 2 o Defines the rates for data usage after Plan 1 quota is

exhausted
Account Rate

Plan Rules

o Applies to: Plan 1, PCRF Rule ID: 2

Depletion Rule
o Action: Enable throttling when Plan 1 1GB quota is depleted

Applies to: Plan 1, PCRF Rule ID: 100

o

Expiration Rule
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Multi Plans

o) Action: Allow access to a whitelisted URL when Plan 1 expires

How It Works

This setup provides an initial 1GB of high-speed data (Plan 1). When the 1GB is used, the
connection is throttled (Plan Depletion Rule). After Plan 1 expires, the user is allowed to
connect only to a whitelisted URL, likely to renew the plan (Plan Expiration Rule).

NOTE: The whitelist URL is automatically disabled when the SIM is attached to a new Plan.

Monthly Renewal Unlimited Fair-Use Scenario

This example demonstrates a Multi-Plan setup for an "unlimited" data plan with a fair-use
policy enforced through throttling.

An example of this scenario is provided in this table.

Multi Plans
0 Cost: $1
Plan 1
o Quota: 1GB
Usage Plan
o Renewal Strategy: Monthly Renewal
Plan 2 o Defines the rates for data usage after Plan 1 quota is

exhausted
Account Rate

Plan Rules

o) Applies to: Plan 1, PCRF Rule ID: 2

Depletion Rule
o) Action: Enable throttling when Plan 1 1GB quota is depleted

How It Works

This setup provides an initial 1GB of high-speed data (Plan 1). When the 1GB is used, the
connection is throttled (Plan Depletion Rule). The connection automatically returns back
to high-speed (i.e. PCRF Rule ID=1) at the start of the next renewal date of the primary
plan (i.e. Plan 1).

Limited Usage Scenario
This example demonstrates a Multi-Plan setup for a limited-usage data plan.

An example of this scenario is provided in this table.
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Multi Plans
o  Cost:S$1
Plan 1 o Quota: 1GB
Usage Plan @ Renewal Strategy: One-time
o Expiration: 30 days
Plan 2 o Defines the rates for data usage after Plan 1 quota is

exhausted
Account Rate

Plan Rules
o Applies to: Plan 1, PCRF Rule ID: 100
Depletion Rule o Action: Allow access to a whitelisted URL when Plan 1 1GB
quota is depleted
o Applies to: Plan 1, PCRF Rule ID: 100
Expiration Rule o Action: Allow access to a whitelisted URL when Plan 1
expires.
How It Works

In this scenario, when the 1GB is used or Plan 1 expires, the user is allowed to connect
only to a whitelisted URL (Plan Depletion and Plan Expiration Rule). The whitelisted URL
action is the same if Plan 1 expired or reached its 1GB quota.

NOTE: The whitelist URL is automatically disabled once the SIM is attached to a new Plan.

6.27 API Control Method

The APl Control method enables programmatic management of SIM throttling through API
interactions. This method requires support configuration for allocation of PCRF ID options
and for access to specific tables governing throttling speed. With this method, users can set
up notifications via HTTP push or email when usage limits are approached.

To implement the APl Control method, make sure you fulfil these basic requirements:

1. Prepare and Configure IMSI Ranges: This step enables users to identify
subscribers, manage data usage and apply different rules based on their usage or
plans.

floLlve Ltd. Proprietary Information 145 of 297



6.28

floLIVE User Manual Plans and Packages

2. Request for PCRF Configuration: Contact floLIVE support to configure PCRF ID

options essential for API control.

3. Access PCRF Tables: Utilize the tables provided by the support team to define

throttling speed configurations. For example, PCRF ID=1 is high speed data, while
PCRF ID=8 is low speed 256 Kb/s)

4. Execute API Calls: Use the appropriate API calls with the PCRF IDs provided to set

up throttling per your requirements.

5. Create Notification Rules: Set rules for notifications, ensuring HTTP push is

configured to trigger when thresholds are met.

Prepare and Configure IMSI Ranges: This step enables users to identify subscribers, manage
data usage and apply different rules based on their usage or plans.

TIP: For more information, refer to the Modify Subscriber PCRF Settings API.

Package Guidelines

A Package is designed to contain one or multiple plans up to the maximum allowed for a
single subscriber. Each package may contain these types of plans:

o Regular Type Plans: Usage, Money, Account Rate, Plan Rate.
o Pool Type Plans: The pool plans must be different.

o Hybrid Plans: Consists of both regular and pool plans.

Make sure you use these guidelines when you create a package.

Action Description
Package There are no restrictions regarding the number of Packages that you can
Creation create.
A Package can only be deleted from the catalog if it is detached from the
Package . .
Deletion SIM. When you delete a Package, all included plans within the package
are automatically removed.
o Name: When you set the Package Name, it cannot be changed.
o Description: Modifications to the Package Description can be
PaCk‘f’]ge ) performed at any time.
Modification

o Eligibility: Adjustments to the eligibility of sub-accounts can be

made as needed.
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Action Description

o Nested Plans: The addition, removal, or priority changes of
nested plans are permitted, provided that no SIM is currently

attached to the Package.

It is important to note these limitations when you attach a package to a SIM.

1. The sub-account is tagged as ‘Allow customer to attach SIMs to Buy
Plan/Package’ by the parent account.

2. Thereis at least one Plan/Package marked as eligible for use by the sub-account.

3. ASIM may only be attached to either a Package or individual Plan(s) at any given
time, but not both simultaneously.

A screen capture of the Packages page is shown here.

Name of Package Eligible Nested Create
Package Description Accounts Plans Package
Packages
Q
2 2 m 0 Price Unlimited Rate Plan ]

Products 2508 PK Default all accounts) 2503 EUR U

808P

2, My Sub-Accounts

1703 Nerya 1703F

The Package page contains list of defined packages. For each package, the table displays the
information described in this table.

Property Description

Package Name A short name to identify the package.

A detailed free-text field that describes the package, the
included plans, and terms. For example, “Onetime
activation fee: $1 + monthly $2 including 1GB US only + $1.5
for 500MB EU only and generic account rate for using in the
rest of the world.”

Package Description

Defines which sub-accounts can manage the package based
on settings from the parent account. A package can be
attached to any of these account options: all sub-accounts;

Eligible Accounts
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Property Description

multiple sub-accounts; a single sub-account or no sub-
accounts.

Nested Plans The specific plans incorporated within the Package.

6.29 Create New Package

You can create a Sell Package and attach to your sub-account SIMs, or enable your sub-
accounts to Self-Attach the plans you create.

NOTE: There are no restrictions regarding the number of Packages that you can create.

To create a new package, do these steps:

Select Catalog | Packages from the sidebar menu.

Click + Package to display the Create New Package dialog box.
Type a Name for the new package.

Add a short Description for the new package.

Go to the Nested Plans group and click the + button.

Select one or more Plans to include in package.

N oo u s~ w N

Click Create to save package.

NOTE: You can add remove or reorder the plan priority in the Nested Plans group.

A screen capture of the Create New Package dialog box is shown here.
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Name of Package Eligible Nested Add Create
Package Description Accounts Plans Plan Package

Create Pyckage

Eligible Accounts

Nested Plans

Mote: you can add, remove and reorder plans prion

o

6.30 View Package Details

To view the package details, do these steps:

1. Select Catalog | Packages from the sidebar menu.

2. Click a Package from the list to display the Package Details page.

The Package Details page displays the information described in this table.

Property Description
Package Name A short name to identify the package.

A detailed free-text field that describes the package, the
included plans, and terms. For example, “Onetime

Package Description activation fee: $1 + monthly $2 including 1GB US only + $1.5
for 500MB EU only and generic account rate for using in the
rest of the world.”

Defines which sub-accounts can manage the package based
on settings from the parent account. A package can be

Eligible Accounts attached to any of these account options: all sub-accounts;
multiple sub-accounts; a single sub-account or no sub-
accounts.

Nested Plans The specific plans incorporated within the Package.

A screen capture of the Package Details page is shown here.
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Name of
Package

Packages

PAGKAGE NAME cescRPTION

Package
Description

6.31 Assign Account Eligibility

Eligible
Accounts

IGELE ACCOUNTS

Plans and Packages

Nested Create
Plans Package

l

The Assigned Accounts tab enables users to view the SIMs attached to a package per account.

To view the assigned accounts for a package, do these steps:

1. Select My Sub-Accounts from the sidebar menu.

2. Click a Sub-Account from the list to display the Sub-Account Details page.

3. Check the Allow Customer to Attach SIMs to Buy Plan/Package option.

4. Click Update to save sub-account settings.

An example screen capture of the Sub-Account Details page is shown here.

Allow Customers to

Attach SIMs tc Buy Plan
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Self-Attach Buy Package

The Self-Attach Buy Packages feature enables sub-accounts to manage their SIM cards by
attaching or detaching a Buy Package. The Buy Packages are originally created by the parent.

To Self-Attach a Buy Package, make sure these pre-conditions are met in full:

o The sub-account must be tagged as ‘Allow customer to attach SIMs to Buy
Plan/Package’ by the parent customer.

o At least one Package must be marked as eligible for use by the sub-account.

A screen capture of the Self-Attach Package dialog box is shown here.

List of Attach / Replace
Buy Plan / Package Package

Attach Package to SIM

() Suspend

Packige® G Mo

Service Package #  EditAlias

T Manage labels
[ SendSMS

(3 Reload SIM

) Attach/Replace package

To Self-Attach a Buy Package, do these steps:

1. Select SIMs from the sidebar menu.

Select a SIM row listed in the table and click the Action menu on the right-side.
Click the Attach/Replace Package option.

Select the Buy Packages tab.

Select a Package from the list.

o vk W

Click Attach to attach the package to the SIM.
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View Assigned Accounts

The Assigned Accounts tab displays a list of sub-accounts that use (assigned?) to the selected
package. The package name is displayed at the top of the page. For each sub-account, a list
of SIMs that are assigned to the associated package.

To view a list of assigned accounts, do these steps:

1. Select Catalog | Packages from the sidebar menu.
2. Click a Package from the list to display the Package Details page.

3. Select the Assigned Accounts tab to display the accounts assigned to the

selected package.

A screen capture of the Assigned Accounts tab is shown here.

Assigned List of View SIM
Accounts SIMS Details

1 Dashboard 1803 P

@ siMs

PACKAGE DETAILS EXTEANAL PARAMETERS

Assigned Accounts

. 1eon .

89357099013077689192

Modify Package
You can modify the package description, eligibility of sub-accounts and make changes to the
package content.

NOTE: You cannot change the Package Name

A screen capture the Edit Package Details page is shown here:

To edit a package, do these steps:

1. Select Catalog | Packages from the sidebar menu.
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Click a Package from the list to display the Package Details page.
Edit the package Description.

Select one or more Eligible Accounts.

vk W

To edit the list of Nested Plans, select these options:
o Add Plan
o Remove Plan

o Change Priority

6. Click Update to save package details.

6.35 Delete Package

A Package can only be deleted from the catalog if it is detached from the SIM. When you
delete a Package, all included plans are automatically removed from the package.

To delete a package, do these steps:

1. Select Catalog | Packages from the sidebar menu.
2. Select a Package from the list and click the Deleteon the right-side of the row.

3. Click Delete to remove package complete delete operation.

An example of the delete package screen is shown here.

List of Delete
Packages Package
21 Dashboard Packages
s Provisioning

PACKAGENANE escaPTION EUGBLE ACCONTS NESTED PLAS

Batch Operations
Corporate Package Fusce re, magna sed pulvinar ultricles, purds lectus malesuada lbero parent_account_108486 Automation floLive Default plan 1064844
Pro Package Maecenas porttitor congue massa. . parent_account_159612 Automation floLive Default plan 1064844 .
Baslc Package Lorem [psum dolor sit amet, consectetuer adipiscing elit parent_account_100038 ‘Automation floLive Default plan 1018939 E

MyPackage Lorem ipsum dseds doritos impressia itm Defautt fall accounts) Automation floLive Defau't plan 1096821

Products

- 15 v

2, My Sub-Accounts
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6.36 Edit External Parameters

To edit the external parameters for a package, do these steps:

1.
2.

Select Catalog | Packages from the sidebar menu.
Click a Package from the list to display the Package Details page.

Select the External Parameters tab to display a list external parameters
associated to the selected package.

Modify the appropriate parameter values.

Click Update to save the parameter values.

A screen capture of the External Parameters tab is shown here.

List of Update
External Parameters Parameters
! Dashboard 1803 P
PACKAGE DETAILS ASSIGNED ACCOUNTS
External Parameters
Package Paremeter 1 &
Package Parameter 2 Py
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My Sub Accounts

The CMP Sub Account Module enables users to create and manage sub-accounts linked to a
parent account. These sub-accounts enable customers to segment and delegate control over
specific sets of SIM cards or connected devices.

The Sub-Accounts module contains a table that displays a comprehensive list of all sub-
accounts defined within your account. This table serves as a centralized repository for
managing and organizing sub-accounts, providing key details for easy reference and
management.

Here is an example of the Sub-Account table.

MY SUB-ACCOUNTS

My Sub-Accounts

1057 Sub-Accounts Q = 0
ACCOUNT NAME SUB AGCOUNTS siMs

US Cellular Test Account 0 0 f
0204 exp test nerya 0 20

0204 nerya 0 4

0304 pool exp test 0 2

0404 nerya 0 20

The Sub-Account table contains these columns:

Column

Description
Name P

Displays the name of each sub-account, providing a clear identifier for easy

Account Name ..
recognition and reference.

Indicates the number of sub-accounts associated with each account. This

Number of Sub- . . s

Accounts count helps users gauge the level of segmentation and hierarchy within the
account structure.

Number Specifies the total number of SIM cards associated with each sub-account.

SIMs It provides insights into the scale and scope of connectivity resources

managed under each sub-account.
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The platform supports four account levels, root account and three sub-account levels below
the root account. If your account is at sub-account level four, you cannot create a new sub-
account of your own and the +ACCOUNT option is not displayed.

Basic Account Parameters
To create a new account, you need to define these parameters to identify the account.

o Required: Account Name, Currency, and account security settings

o Optional: VAT Identification, and Billing Cycle definition

Account Restrictions
When you create an account, you can apply these restrictions:

o Allow customer to attach SIMs to Buy Plans: This option enables the customer
to attach SIMs to a Billing Plan created by the Parent account.

o Display SIM account hierarchy: This option is restricted to root and MNO
accounts. When the parent account activates this option, the sub-account can
view the complete SIM hierarchy from the new sub-account down (to a
maximum fourth level). When the root account doesnot activate this option
(default setting), the sub-account can only view the SIM hierarchy down one
level to its child account level.

NOTE: When you create the new account, the system sets invoice configuration parameters
to their default values.

Create Sub-Account

To create a new sub-account, do these steps:

Select My-Sub Account from the sidebar menu.
Click the +ACCOUNT button to display the Create New Account dialog box.

Type the new account name in the Account Name field.

L e

Click on Currency and select the account default currency used to invoice this
new account (Optional).

U

Type your tax number in the VAT Identification No field (Optional).
6. Click Billing Cycle Definition and select an item from the list.

7. Check one or more items to Define a List of Eligible Billing Cycle Definitions.
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8. Enable Allow Customers to Attach SIMs to Buy Plans to allow this sub account
to attach its SIMs to buy plans (Optional).

9. Check the Hide Connectivity Rate to hide the connectivity rates for this sub
account (optional).

10. Check Connectivity Service Provider to enable these options:

o Check the Display SIM account hierarchy checkbox to allow this new sub-

account to view the SIM hierarchy from the SIM Info page.

o Check Allow Login on behalf to enable an Administrator to login to the

system and perform actions on behalf of others.

11. Select one of these Mufti Factor Authentication MFA options:
o Mandatory: All sub-account user must use MFA Login method.
o Enabled: All sub-account user may use the MFA Login method.

o Disabled: MFA option is disabled for users of this sub-account.

12. Click Save. The new sub-account is created and its index card appears on the My
Sub-Accounts page.

Here is a screen capture of the Create New Account dialog box.

Create New Account s

7.2.1 Add New Contact

To add a new contact, do these steps:

1. Select My-Sub Account from the sidebar menu.
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2. Click an account in the table to display the account details page.

3. Select the Contacts tab.

4. Click the + Contact button to display the Create New Contact page.
5

Enter information for all the contact fields and click Create.

Here is a screen capture of the Create New Contact page.

¢ Create New Contact

Email* Phone * fobile Phone Number

Add New Address

To add a new address, do these steps:

Select My-Sub Account from the sidebar menu.

Click an account in the table to display the account details page.

1

2

3. Select the Addresses tab.

4. Click the + Address button to display the Create New Address page.
5

Enter information for all the contact fields and click Create.

Here is a screen capture of the Create New Address page.

« Create New Address

Define Billing Cycle
The billing cycle refers to the period of time over which usage of SIM cards is measured for
billing purposes. This ensures that customers are accurately billed for SIM usage. To define a

billing cycle do these steps:

1. Select My-Sub Account from the sidebar menu.
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Click an account in the table to display the account details page.
Select the Billing & Invoice tab.

Select the Billing Cycle Definition option.

Enter a Name for the billing cycle.

Specify the Period Type (monthly annually etc.).

Specify the Start Day of the billing cycle.

Select the Invoice Format (PDF or XML).

W 0 N o Uk W N

Specify the Next Billing Cycle Date.

[E
©

Add a Description with additional information or comments (optional).

11. Click Update to save billing cycle.

All field denoted by an * asterisk are mandatory.

Here is a screen capture of the billing cycle information page.

Billing & Invoice

Invaice Configuration

Configure Invoice
To configure an invoice, do these steps:

1. Select My-Sub Account from the sidebar menu.
2. Click an account in the table to display the account details page.

3. Select the Billing & Invoice tab.
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Select the Invoice Configuration option.

Select a Delivery Method (Email, Postal, EDI).

Specify the number of days in the Payment Due After Invoice Issue.
Specify the required VAT percentage.

Add additional information in the Invoice Text field.

O 0 N o U B

Specify the Device Cost.
10. Select a PDF Invoice Template.
11. Select an XML Invoice Template.

12. Click Update to save invoice configuration.

NOTE: Any field denoted by an * asterisk is mandatory.

Here is a screen capture of the Invoice Configuration page.

Billing & Invaice

Billing Cycle Definition

elivery Method® Payment Due After Invoice lssued* VAT

EMAL T DAYS

Invoice Text

POF invoice femplate KMLinvoice template

Default POF T Defautt XML

These default invoice configuration parameters are automatically defined when you create
a new sub-account.
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Paramet

Description
er

The designated Active device determines how the sub-account is being
charged per SIM:

o) IMSI: When the account charges a customer by an Active IMSI, the
customer is charged according to the number of activated IMSls.

Charge by

Active o) SIM: When the account charges a customer by an Active SIM, the SIM

is charged uniformly, regardless of the number of IMSIs used (for example,
SIMs that are using multiple IMSI profiles)
Range: IMSI, SIM

Default: SIM

The sub-account is charged in one of these methods:

o Network Registration: The account charges a customer when a device
is registered to the mobile network

Activity

L o Data Activity: The account charges a customer when a device engages
Indication

in any activity that consumes Data (including SMS messages)
Range: Network Registration, Data Activity

Default: Network Registration

The set cost (of ownership or of possession) of the device being charged (apart
from usage charged by the Billing Plan)

Device Cost Range: Any integer or decimal value for Currency set in the account. For
example: 1 USD, 300 RSD, 0.55327 EUR, 0.07 GBP

Default: 0 <Currency set in the Account

7.3 Edit Sub-Account

To edit a Sub-Account do these steps:

1. Select My-Sub Account from the sidebar menu.

2. Click an account listed in the Sub-Account table. The Sub-Account details are
displayed.
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3. Edit the Sub-Account details and click Update

Here is a screen capture of the Sub-Account Details page.

olgal 34

CONTACTS ADDRESSES INVOICE CONFIGURATION EXTERNAL PARAMETERS

Account

;\géw aL : 0o AT Identification No
L
Uploadlogo |
2 Allow customer to attach SIMs ta Buy Plans

O Display SIM account hierarchy

Edit Contact

To edit a contact, do these steps:

Select My-Sub Account from the sidebar menu.

Scroll the list of accounts and click the Options icon for a selected account.

1
2
3. Click Edit to display the account details page.
4. Select the Contacts tab.

5

Edit the contact details and click Save Changes.

Edit Address

To edit an address, do these steps:

Select My-Sub Account from the sidebar menu.

Scroll the list of accounts and click the Options icon for a selected account.

1.
2
3. Click Edit to display the account details page.
4. Select the Addresses tab.

5

Edit the contact details and click Save Changes.

Billing & Invoice
To edit billing and invoice information for a sub-account, do these steps:

Select My-Sub Account from the sidebar menu.

Scroll the list of accounts and click the Options icon for a selected account.

1
2
3. Click Edit to display the account details page.
4. Select the Billing & Invoice tab.

5

Edit the billing and invoice details and click Update.
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Delete a Sub-Account

You can only delete an account only if it does not contain any assigned SIMs.
To delete an account, do these steps:

1. Select My-Sub Account from the sidebar menu.

2. Scroll the table of accounts and click the Trash icon to delete the selected
account.

3. Click Delete to confirm removal of the account.

Hide Connectivity Rate

This feature enables parent accounts to restrict access to the connectivity rates for certain
sub-accounts. The need for this feature is because some Service Providers (SP) or Mobile
Network Operators (MNO) offer only package plans to their sub-accounts and may not want
to allow access to the connectivity rates view.

NOTE: When you hide the connectivity rate for an account, all child accounts inherit this
limitation and cannot view the price of the connectivity rate.

How It Works

This hide connectivity rate is based on these principles:

o Parent Account Control: The parent account (e.g., "A") can choose to hide the
option to access connectivity rates for its sub-accounts. In this case, sub-
accounts will not be able to view the connectivity rates . The sub account is still
able to access the rates module in order to allow the sub account available
networks view.

o Cascade Effect:A process in which the creation of a new sub-account (e.g., "C")
under an existing sub-account (e.g., "B") prevents the new sub-account from
accessing connectivity rates. This effect ensures consistent access control
throughout all levels of sub-accounts..

Hide Connectivity Rate for New Account
To hide connectivity rates for a new account, do these steps:

1. Select My Sub-Accounts from the sidebar menu.
2. Click the +Account button to display the Create New Account dialog box.

3. Scroll down and check the Hide Connectivity Rate check box.

Here is an example screen capture of the Hide Connectivity Rate Feature for a New Account
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Hide Connectivity Rate for Existing Account

To hide connectivity rates for an existing account, do these steps:

A LW nNpoe

Select My Sub-Accounts from the sidebar menu.
Scroll the table and select and account to display the Account Details page.
Select the Account tab.

Check the Hide Connectivity Rate option.

Here is an example screen capture of the Hide Connectivity Rate Feature for an Existing
Account

Multi-Factor Authentication

Multi-factor authentication (MFA) is a security mechanism that requires users to provide two
or more forms of verification before granting access to an account or system. This adds an
extra layer of security beyond just a username and password, making it harder for
unauthorized users to gain access.

o Enabled: Users have the option to set up additional authentication methods for

their accounts (in addition to username and password), but this is not
mandatory.

Mandatory: Users are required to set up and use additional authentication
methods when creating a new account or accessing an existing one. This means
that users cannot bypass the setup process for MFA; they must go through it to
gain access.

Disabled: When MFA is disabled, users are not prompted or required to set up
additional authentication methods beyond the basic username and password.
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Setup MFA for New Account
To set up multi-factor authentication for new accounts, do these steps:

Select Sub-Accounts from the sidebar menu.
Click +Account to display the Create New Account dialog box.

Fill in the account details.

A LW nNpoe

Scroll down and select one of these MFA options:
o Mandatory

o Enabled

o Disabled
5.  Click Save to update account in system.

Here is a screen capture of the MFA options.

Create New Account

7.7  Allocate Products

To allocate a product to a sub-account, do these steps:

1. Select Catalog | Products from the sidebar menu.
2. Select the Product Allocation tab.

3. Select the Allocated to Sub-Accounts tab.
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Click +Allocation to display the Allocate Product to Account dialog box.
Select one or more accounts from the list of Accounts.

Select one or more products from the list of Products.

N o u &

Click Create to allocate the selected products to the accounts.

A screen capture of the Allocate Product to Account dialog box is shown here.

List of List of Allocate to +Allocate
Accounts Products Sub Accounts tab Action

Allocate product to accoynt

Select account/s and product/s (up to  for each)

Accounts*

7.8 Change Product Expiration Date

To change the product expiration date, do these steps:

1. Select Catalog | Products from the sidebar menu.
2. Select the Product Allocation tab.

3. Select the Allocated to Sub--account tab. A list of allocated products is
displayed.

4. Select a product from the list and click the Edit icon on the right-side of the
table. The Edit Expiration dialog box is displayed.

5. Enter a new Expiration Date and click Update.

7.9  Configure a Product

To configure an existing product, do these steps:

1. Select Catalog | Products from the sidebar menu.

2. Select the Product Configuration tab.
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Click a product in the table to display the Product Details page.
Edit the Account Product Name* field.

Edit the Description to provide information about this product.
Modify the Account Product Cost value.

Specify the Account Product Currency* from the list of options.

Select a "Renewal Strategy" on page 119.

L 0 N o U kW

Select an "Expiration Strategy" on page 118.

10. Click Update to update the details in the product table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

TIP: The Renewal and Expiration Strategy options are described in the Plan Management
section.

A screen capture of the Configure Product page is shown here.

Account Product Product Account Account Product
Name Description Product Cost Currency

product-details

account-product-details-header

22 2 [5:1

222 ‘ .
Renewal strategy
- ®
Expiration Strate,
<)
Renewal Expiration
Strategy Strategy

7.10 Create New Product

To create a new product fee to ensure ongoing, automatic payment for services, do these
steps:
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Select Catalog | Products from the sidebar menu.

Click + PRODUCT to display the Create New Product dialog box.
Enter a name in the Product Name* field.

Add a Description to provide information about this product.
Add the Product Cost value.

Specify the Currency* from the list of options.

Select a "Renewal Strategy" on page 119.

Select an "Expiration Strategy" on page 118.

O ©® N oo v B~ W DNE

Click Create to display the plan in the plans table.

NOTE: Any step marked with an asterisk (*) is mandatory and must be completed by selecting
an appropriate option.

TIP: The Renewal and Expiration Strategy options are described in the Plan Management
section.

A screen capture of the Create New Product dialog box is shown here.

Product Product Product Currency
Name Description Cost

Create Product

description

Renewal strategy

son
Daily
Expiration Strategy

day-type

E F
Renewal Expiration
Strategy Strategy

7.11 De-Allocate Products

When you de-allocatea product from a sub-account, all recurring charges are canceled and
the sub-account is no longer eligible to access and use product services.
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To de-allocate a product fee for a sub-account(s), do these steps:

1. Select Catalog | Products from the sidebar menu.
2. Select the Product Allocation tab.

3. Select the Allocated to Sub--account tab. A list of allocated products is
displayed.

4. Select a product from the list and click the De-allocate button on the right-side
of the table.

5. Click De-allocated to cancel product fee and use of service.
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8 Products

The Product feature enables management of 'recurring charges' for various products across
accounts (in contrast to a single one time payment). A recurring product (also referred to as
product services) involves ongoing, automatic payment for services such as Access Point
Name (APN), Virtual Private Network (VPN) and premium Service Level Agreements (SLAs)
etc. Parent accounts can define one or more product fees for any of their sub-accounts to
ensure they are charged appropriately for the services they consume.

NOTE: The product fee module enables users to view the products assigned to your account
by the parent account and products associated to your sub-accounts.

A screen capture of the Products page is shown here.

Product Product List of Add
Configuration Allocation Products Product
Products
Product Confi guration
[ ]
ot
r ! a0fa0z0 1

8.1 Fee Attributes

A description of the recurring product fee attributes is provided in this table.

Attribute Description

Name and Clearly define the product with a name and a brief description to inform
Description users of its purpose.

Recurring Type  Specify the frequency of the charge: Daily; Monthly ; Yearly

Cost and Set a price for the product per recurring cycle, including the applicable
Currency currency.

Establish a time frame for the product's validity to ensure charges are

Exoiration Ti
xpiration Time. . plied appropriately.
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Transactions

The system automatically generates a recurring transaction for each product charge. These
transactions are included in monthly reports, invoices, and dashboards to provide visibility
into account activity.

Functional Capabilities

A description of the product fee functional capabilities is provided in this table.

Feature Description

Zero-Cost Product fees may have a zero cost. This triggers a transaction and
Products description without a monetary charge.

Cost Product costs can be modified at any given time for both increases and

Adjustments  decreases.

Product Fee A single product can be assigned to multiple sub-accounts to generate
Reuse recurring charges across different account structures.

API Functionality

The floLIVE PublicAPI provides endpoints for managing products. Batch operations are
available for attaching and detaching products to and from accounts.

View Allocated Products

The Product Allocation tab contains tow options:

o Allocated to Me: Displays a list of products allocated to the user by the Parent
Account.

o Allocated to Sub-Accounts: Displays a list of products allocated by the logged in
user to one or more sub-accounts.

To view the Allocated Products to Me, do these steps:

1. Select Catalog | Products from the sidebar menu.
2. Select the Product Allocation tab.

3. Select the Allocated to Me tab. A list of allocated products is displayed.

To view the Allocated Products to Sub-Accounts, do these steps:
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1. Select Catalog | Products from the sidebar menu.
2. Select the Product Allocation tab.

3. Select the Allocated to Sub-Accounts tab. A list of allocated products is
displayed.

A screen capture of the Allocated Products page is shown here.

Allocated Allocated to List of Product De-Allocate Edit Allocated
to Me Sub-Accounts  Allocated Products Allocation Tab Products Product
Products

PRODUCT CONFIGURATION

ioning

Product Allpcation

Allocated to me

® Q = m
(] ALLGCATED PRODUCTS ACGOUNTS cosT RENEWAL PERIOD EXPRATIONDATE DESGRPTION
0O = parent_account_100038 1212 6BP Daily 1212 @ [oeoee /@
u] 2080 Monthly 08.07:2025 m Desliocs 7
() 2080 Monthly 08072025 2 wea|
O 2800 Productt 15080 oally - 2301 Produet e
o Va
2 Rules & Notifications
u} /
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Rates and Fees

The Rates and Fees module enables operators and regular accounts to manage various
pricing structures for connectivity services. This module consists of two tabs:

Tab Label Description

Rates View rates set by the parent account and create new rates for
your sub-accounts.

Fees View Access Fees and Surcharge Fees set by the parent account
and create new fees for sub-accounts.

A screen capture of the Rates and Fees module is shown here.

Connectivity Fees
Rates Tab Tab

- T 1

Connectivity Rates

Structure of Rates

Connectivity rates are structured hierarchically. The rate decks from higher-level accounts in
the hierarchy are inherited by their corresponding child accounts.

A conceptual diagram of the rates hierarchy is shown here.
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Provider Root Provider Root
Root Rate Margin A Root Rate Margin B

Account s Account

Account Account
Account Margin 1 Account Margin 2
A B

Account Account
PRI N o

A1 B1

Rate Options for Child Accounts

There are two rate options that can be applied to child accounts as described in this table.

Rate Setting Description

Apply a fixed percentage markup to the cost price.

o/ = Pri
Cost + Markup (%) = Price Example: If the cost is $1 and the markup is 10%, the final

price will be calculated as follows: S1 + 10% = $1.10.

Set a fixed price
Fixed Price
Example: A fixed rate might be set at $1.30.

View Parent Rates

The Connectivity Rates module initially opens to the unselected Connectivity Rates page:

Connectivity Rates S

Accourt - " ShowRatssi ®
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Connectivity Rates

Connectivity rates are defined as price per MB of data, with a scale of 6 digits. Connectivity
rates are saved and used by the platform as price per KB of data, with a scale of 10 digits. The
platform uses a rounding formula to convert the MB price to a KB price.

EXAMPLE: The price of $0.000011 per MB is converted to $0.0000000107 per KB. Used
formula: ROUND(0.000011/1024,10).

View Country Connectivity Buy Rates in Parent Account

The parent account is your Buy Rates main account that contains the base Data and SMS
rates (costs) that you pay to your Parent account. These rates are set by your Parent account
and cannot be changed. The rates you pay are viewed by country. A Rates table displays the
a list of Providers-Operators and specifies the Data and SMS costs you that you pay.

To view the connectivity rates for different countries, do these steps:

1. Select Rates from the sidebar menu.

2. Click Select Account and click My Rates. The entries below My Rates in the Select
Account field are your customer sub-accounts.

3. Click Select Country and select one or more countries from the list. The My Rates
table displays the connectivity Buy Rates for the selected countries.Scroll the
Rates table and click a Country to expand the "Country Rate Details" on page 177.

4. Click Currency and select one of these options:
o Original
o USD
o EUR
o GBP
NOTE: The currency selector enables customers to choose the currency in which they view

the connectivity rates. This feature is useful for international users (e.g. UK, EU, USA
customers) who need to view rates in different currencies such as euros or pounds.

5. Click Show Rates to select Price Per Unit. The default display is per megabyte
however, rates can also be displayed per KB when you select this option.
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IMPORTANT: The My Rates view (parent account) shows the view-only Data and SMS
connectivity rates (Data and SMS prices) you are paying for each Provider-Operator in the
selected country.

View Sub-Account Rates

To view connectivity rates for different countries, do these steps:

Select the Rates and Fees from the sidebar menu.
Select the Connectivity Rates tab.

Click Select Account and select the relevant account.

Ll

Click Select Country and select one or more countries to display the associated
rates.

Ul

Select the relevant Currency.

6. Scroll the table to view the connectivity rates per country and per Provider-
Operator.

TIP: Expand the country label to display details for the selected country.

An example of the Connectivity Rates table is shown here.

* 1l Belgium
PROVIDER OPERATOR PLMN DATA COST SMS COST

ms Orange Belgium BELMO 0.012986 (EUR) 0.1008494453 (EUR)

ms Proximus PLC BELTB 0.002464 (EUR) 0.002464 (EUR)

A description of the Country Rate Details is provided in this table.

Column

Label Description

IMSI provider alias (Provider 1, 2, etc.); all available IMSI providers in the
Provider selected country are listed. Each alias replaces a specific provider, as defined by
each operator.

Operator Local operator that the IMSI is roaming on
PLMN The Public Land Mobile Network (PLMN) of the local operator

Data Cost The price you pay for 1IMB/1KB of Data consumption from this Provider-
(MB/KB) Operator (read-only)
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Column D ioti

Label escription

Data . .
Price The price you charge for 1MB/1KB of data concumption.

SMS Cost The price you pay for 1 SMS message sent by this Provider-Operator (read-
only)

SMS Price The price you charge for 1 SMS message sent by this Provider-Operator

Change

Indicates the change in markup.
Status

Country Rate Details

A description of the Country Rate Details is provided in this table.

Column Label Description

IMSI provider alias (Provider 1, 2, etc.); all available IMSI providers in
Provider the selected country are listed. Each alias replaces a specific
provider, as defined by each operator.

Operator Local operator that the IMSI is roaming on

PLMN The Public Land Mobile Network (PLMN) of the local operator
Data Cost The price you pay for 1IMB/1KB of Data consumption from this
(MB/KB) Provider-Operator (read-only)

The price you pay for 1 SMS message sent byhis Provider-Operator

SMS Cost (read-only)

Here is an example screen capture of the Country Rates table.

Upload Connectivity Rates

Upload Rates allows an operator to import an Excel file containing connectivity rates to be
charged a customer for local connectivity or for a customer who has roamed to another
country or PLMN. The Excel file contains the rates of all services offerings, such as SMS
volume and Data streaming.

floLlve Ltd. Proprietary Information 177 of 297



floLIVE User Manual Rates and Fees

NOTE: The rates imported apply to the provider root account. However, the connectivity
rates of the Excel file are also applied to the operator’s sub accounts.

The following is an example of an Excel file of connectivity rates that may be uploaded and
applied:

Attribute Description

IMSI provider alias (Provider 1, 2, etc.); in the selected Country. Each

Provid
rovider alias replaces a specific provider, as defined by each operator.

Country The country where the sub-account is operating
Operator Local operator that the IMSI is roaming on
Operator code (combining country and operator):

o When provided, the connectivity rate is applied to that

specific operator

PLMN o When not provided, the connectivity rate is applied to the

entire Country (including all operators within that Country)

Note: Requires authorization.

Rate charged for a single SMS messageRange: Decimal numerical

value
smsOut

o Mandatory if Data/MB is not provided

Range:
o Percentage_Markup: Percentage markup value
) o Monetary_Markup: Monetary markup value
smsOutPriceType
o Fixed_Price: Monetary fixed amount

o Block(ed): Do not allow SMS service

Rate charged for 1 MB of data Range: Decimal numerical value

Data/MB o) Mandatory if smsOut is not provided

dataPriceType Range:
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Attribute Description
o) Percentage_Markup: Percentage markup value
o Monetary_Markup: Monetary markup value

o Fixed_Price: Monetary fixed amount

o Block(ed): Do not allow Data service

The payment currency

Currency . . .
o Ignored if sms/dataPriceType is set at Percentage_Markup or
Block
gsm2g Not active
gprs Not active
umts3g Not active
Itedg Not active

o) Decimal numerical value:

chargelntervalData ~ ©  Units: KB units

o Default: 1 KB

Decimal numerical value:

chargelntervalVoic

e o Units: seconds

o Default: 1 second

o The connectivity rates are defined by:
o IMSI provider

o Country

o Operator within each country

o PLMN

NOTE: Each country can have multiple operators and multiple PLMNs.

The connectivity rates are charged per service type and the currency of the transaction is also
defined in the Excel file.
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The Upload Rates functionality supports these features:

o Full upload that replaces all current rates
o Editing of specific PLMN rates without replacing other effective rates
o Deleting specific PLMN rates

o Block individual PLMN so that no SIM in the PLMN can be connected

o All uploads are effective immediately with no latency
To upload the Connectivity Rates Excel file:

1. Click Select Account |Sub-Account
2. Click the Upload button. The Upload IMSI Rates Sub-Account dialog is displayed.

3. Click Upload Mode and select the desired Upload action from the list:

o New/Update: New rates that have been added to the Excel file, but not yet
loaded into the system, are added. Existing rates whose values have been

changed in the Excel file, but not yet updated in the system, are updated.

o Delete: PLMN rates in the Excel file delete the same PLMN rates from the

system; PLMN rates not in the Excel file are not deleted from the system.

o Full Upload: Replace all existing system account rates with those in the Excel
file. New PLMN rates that are in the Excel file, but not in the system, are
added. PLMN rates that exist in both the Excel file and in the system are
updated with the values in the Excel file. PLMNs with Fixed rates that are in

the system, but not in the Excel file, are reset to the parent default rate + set

markup.

4. Click Select IMSI Provider and select the relevant IMSI provider.

5. Browse or drag the Excel file into the Drag Your Files field and click Upload. The
Excel file is uploaded, and the action is executed in the background. Viewing the
changes in the Ul can take up to 30 seconds.

NOTE: The Excel file is automatically validated when you upload it. An appropriate error
message indicates any errors, for example, when you attempt to upload an Excel file with a

PLMN that is not available to you.

Sub-Account Sell Rates

You can manage sub-account rates from Rate sheets for each sub-account. The rates are
viewed per country and per Provide-Operator, as in the parent account Rate Sheet. The sub-
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account Connectivity Rates page (and Country Rate sheets) enable you to set your markups
from your base Data and SMS costs (as listed in the My Rates Rate sheet).

There are three markup level types:

o Global Markup: global markup for the entire sub-account, including all countries
and all Providers-Operators in each country.

o Country Markup: a markup applied to all Providers-Operators of a single
country; this markup overrides the sub-account Global markup settings for the
selected country.

o Single Provider-Operator: a markup applied to a single Provider-Operator (in a
single row of the country Rate sheet); this markup overrides the sub-account
Global and Country markup settings for the selected Provider-Operator.

Sub-Account Global Markups

Sub-account Global markup applies to all a sub-account’s countries and all Provider-
Operators in those countries. This Global markup applies until you override it with (single)
Country markups or (single) Provider-Operator markups.

To manage sub-account Global markups:

1. Click Select Account | Sub-Account The right side of the Connectivity Rates page
header displays the Global markups for all countries and Providers-Operators in
this sub-account. If no Global markups are in force, the page displays a Markup
widget that enables you to define markups directly.

2. To define a Markup, click the down arrow next to the Markup display or the
Markup widget. The Set/Change Global Markups action is displayed.

3. Click Set/Change Global Markups. The Set Global Markups dialog appears with
current settings or empty if there are no Global Markups configured:

4. Click the Data Markup and SMS Markup fields to change their values as desired.

NOTE: Data Markup and SMS Markup are in percentage units above the base costs charged
by the parent account.

5. Click SAVE. The Global markups for this sub-account are changed and the new
markups are displayed on the right side of the Connectivity Rates header.

TIP: When you open the Rates sheets of each country, you will see that the Data Prices and
the SMS Prices (you are charging) have now been adjusted to the new markup over the Data
Cost and SMS Cost (that the parent account is charging you).
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9.8 Sub-Account Country Markups

Sub-account Country markups are applied to all Provider-Operators within a country served
by the sub-account. They are limited to a single country.

Sub-account Country markup settings override sub-account Global markups. Changing the
markups of a single Provider-Operator within a country overrides the sub-account Country
markups for that Provider-Operator only.

9.8.1 Sub-account Country Markups Options
The Set or change Country markup features has three options:

o % Markup: Percentage markup on top of parent account rates (your costs)
applied to all Providers-Operators within this country

o Fixed price: Set a fixed price on Data (per megabyte) and SMS (per message)
usage applied to all Providers-Operators within this country

o BLOCK: All Providers-Operators in this country are blocked and SIMs cannot
consume any connectivity services

o Delete all Country markups: Removes all Country markups and single Provider-
Operator markups within the country and reverts them to the sub-account
Global markups (that apply in all countries)

9.8.2 Access Country Markups Settings

1. Click Select Account > <Sub-Account>:

Select Account * -
My Rates

Secure Industries Select Account
Smart Lid Modern Tools

A AATIRTE IRALT paTan

2. Click Select Country and select the countries whose connectivity rates you want to
view:
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| Q!
[] I Afghanistan
[] @ Albania
[JE Algeria

[] == American Samoa
[] M Andorra

The Sub-account view shows the selected countries in the page header and the hidden Rate
tables of the countries selected:

Connectivity Rates =3

Sub-Account View with Hidden Rates Tables of Selected Countries

The right side of each Country header displays the Country markups currently in force in that
country. By default, the Country markups inherit the sub-account Global markups.

v & Bral Markup: Data 10 %SNS 10%

Markup: Data 10 % SMS10% ~

Country Header with its Markups
3. Click the Down arrow next to the Markup display.

The Set/Change country markups action appears.
Markup: Data 20 % SMS10% =
Set/Change country markups

Delete country markups
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4. Click Set/Change country markups.

The Set Country Markups dialog appears:

Set Country Markups

Country Markups for Brazil
@) % Markup

Set Country Markups Dialog

The Set Country Markups dialog box contains the three Set/Change options.

To set or change Country % Markup:

1. Select % Markup (if necessary).

Rates and Fees

2. Click the Data Markup and SMS Markup fields to change their values as desired.

You can use the spin arrows.

The new markups you set override those of the sub-account Global markups and are applied

to all Providers-Operators in this country (only).

3. Click SAVE.

The Country markups for this country are changed and the new markups appear in the

Markup indicator on the right side of the Country header.

When you open the Rates table of this country, you will see that the Data Prices and the SMS
Prices (you are charging) of all Providers-Operators in the country have now been adjusted
to reflect the new markups over the Data Cost and SMS Cost (that the parent account is

charging you).

To set or change Country markup to a Fixed Price:

1. Select Fixed price.

The Fixed Price fields for Data and SMS usage appear:
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Set Country Markups

Country Markups for Brazil
() % Markup

-_i_l Fixed price

() BLOCKED

Fixed Price Fields in the Set Country Markups Dialog

Rates and Fees

2. Select the currency and the (Data) MB price and the (per message) SMS price.

These fixed prices override the Global Markups of the parent-account and are applied to all
Providers-Operators in this country (only).

3. Click SAVE.

The sub-account Country markups for this country are changed to fixed prices, which appear

in the Markup indicator on the right side of the Country header:

( Fixed Data £0.04999168 SMS €0.02 )

When you open the Rates table of this country, you will see that the Data Prices and the SMS
Prices (you are charging) have now been changed to the fixed price for all Providers-

Operators in the country.

To block all Providers-Operators in this country:

1. Select BLOCKED.

Set Country Markups

Country Markups for Brazil
() %Markup

O Fixed price

®) BLOCKED

AMCEL
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BLOCKED option in the Set Country Markups Dialog

Warning: There is no request for confirmation when you initiate BLOCK. The process of
blocking all Providers-Operators in this country is immediately initiated when you click SAVE
in the next step.

2. Click SAVE.
All Providers-Operators in this country are blocked and lose their connectivity.

Note: When you click SAVE, the process of blocking all Providers-Operators in the selected
country can take upwards of 15 seconds.

The “ 22 indicator appears on the right side of the Country Rates table header. When

you open the Rates table of this country, you will see that the Data and SMS Cost and Price
columns indicate that all Providers-Operators in this country have been blocked and have
lost their connectivity.

Restoring Connectivity to a Blocked Country

You can restore connectivity to a blocked country with two methods:

o Set/Change Country Markups and set either % Markup or Fixed price for the country,
as described above

o Delete country markups: Restore Global Country markups to all Provider-
Operators in this country, as will be described below

Delete (Sub-Account) Country-Markups

NOTE: Deleting markups restores the Global markups for this country by removing all
Country markup settings and all override settings of single Providers-Operators within the
country.

To delete Country markups, do these steps:

1. Click the icon next to the Markup display in the Country header and select Delete
Country Markups:

Broszil

Markup: Data20 % SMS510% -
Set/Change country markups

Delete country markups
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The Delete the Markup confirmation message appears:

Delete the Markup Confirmation Message
Warning: There is no Undo when you delete the Country markups.
2. Click SAVE.

All Providers-Operators in this country are blocked and lose their connectivity.

NOTE: When you click SAVE, the process of deleting all Country markups and restoring the
sub-account Global markups can take upwards of 15 seconds.

The sub-account Country markups indicator now shows the sub-account Global markup
settings.

When you open the Rates table of this country, you will see that the Data and SMS Price
columns indicate that all Providers-Operators in this country now are set to the (sub-account)
Global markup settings.

Sub-Account Single Provider-Operator Markups

Sub-account single Provider-Operator markups are applied to only one Provider-Operator
within one country. Sub-account Provider-Operator markup settings override sub-account
Country markups for this Provider-Operator only.

Managing single Provider-Operator markups has these options:
o Set or change Provider-Operator markups has three options:

o % Markup: Percentage markup on top of parent account rates (your costs)

applied to this Providers-Operator only

o Fixed price: Set a fixed price on Data (per megabyte) and SMS (per message)

usage applied to this Provider-Operator only

o Block: All SIMs of this Provider-Operator are blocked and cannot connect

1. Access Single Provider-Operator Markups Settings.

2. Select My-Sub Account from the sidebar menuClick Select Account > <Sub-
Account>:
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Select Account * v

My Rates

Secure Industries

Smal’t Ltd Select doccurt*

Modern Tools

thA AATIATEG IRALT BaTan

2. Click Select Country and select the countries whose connectivity rates you want to
view:

| I Adghanistan
al B
| B Akgeria

| SF Amenican Samaa

] M Andorra

The Sub-account view shows the selected countries in the page header and the hidden Rate
tables of the countries selected:

Cannectivity Rates

Sub-Account View with Hidden Rates Tables of Selected Countries
3. Click on a country to expand its Rates table.

The Rates table of the selected country appears:
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Sub-Account View with Expanded Rates Table of One Country

Attribute Description
IMSI provider alias (Provider 1, 2, etc.); all available IMSI providers in the
Provider selected country are listed.
Each alias replaces a specific provider, as defined by each operator.
Operator Local operator that the IMSI is roaming on
PLMN The Public Land Mobile Network (PLMN) of the local operator.
Data Cost The rate that your parent account is charging you for 1MB/1KB of Data
(MB/KB)  consumption for this Provider-Operator (read-only)
The price that this Provider-Operator (your customer) is paying you for
Data Price 1MB/1KB of Data consumption
(MB/KB)
Equals Data Cost + (Data) Markup or Fixed Price
The rate that your parent account is charging you for 1 SMS message sent for
SMS Cost . .
this Provider-Operator (read-only)
The price that this Provider-Operator (your customer) is paying you for 1 SMS
SMS Price message
Equals SMS Cost + (SMS) Markup or Fixed Price.
Displays the change you made for this Provider-Operator:
Change o Directly in the Ul, as described below
Status
o When you Upload an Excel file (Uploading Connectivity Rates with an
Excel File) with this change using the Add/Update upload option
Show Rates in: MB () KB @
Notice that the default Rate display is per MB: . Click the

desired button to show the Rates per MB or per KB.
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4. Click the * icon on the right side of the Provider-Operator for which you want to

set markups.

A list of actions appears.

Set/Change Provider Markups

5. Click Set/Change Provider Markups.

The Set Operator Markups dialog appears with Data and SMS markup settings disabled:

-

Set Operator Markups 4

Dperator Markups for Videoiron Lid

DATA

SMS;

The Set Operator Markups dialog box separates Data and SMS markup configurations, each
with the three options. The procedure is the same for both.

To set or change Provider-Operator markup to a Fixed Price:

1. Activate Data and/or SMS markup configuration by toggling them Active.

Range: Inactive , Active
Default: Inactive
The fields become active.

2. Select Fixed price.
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The Fixed price fields become activated.

Set Operator Markups x
Gperator Markups for Videatron Lid

DATA: L
W) Fixed price =

™ & Matkup

() BLOC

SMS: b
@) Fiand price o =] L

) Markup

! BLOC

Set Operator Markups Dialog with Active Fixed Price Fields (Data and SMS)
3. Do the following:
o For Data, select the (Data) MB price and the currency
o For SMS, select the SMS price (per message) and the currency.

These fixed prices override the sub-account Country markups and are applied only to this
Provider-Operator.

4, Click SAVE.
The Provider-Operator markups are changed in the background to fixed prices.
Note: You must close and then reopen the Country Rates table to view the changes.
5. Close and then reopen the Rates table.

When you close and reopen the Rates table of this country, you will see that the Data Prices
and the SMS Prices (you are charging) have now been changed to the fixed price for this
Provider-Operator.

To set or change Provider-Operator % Markup:

1. Activate Data and/or SMS markup configuration by toggling them Active.

Range: Inactive , Active
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Default: Inactive
The fields become active.

2. Select % Markup.

The % Markup field becomes activated:

Set Operator Markups

::||'\ll"|!'l'.: Mark Ips for Yideotran Lid

i) F e e

B % Maikuip

Set Operator Markups Dialog with Active % Markup Fields (Data and SMS)

3. Do the following:

o For Data, select the DATA Markup field to change its value as desired

o For SMS, select the SMS Markup field to change its value as desired

You can use the spin arrows.

Rates and Fees

The new markups you set override those of the sub-account Country markups and are

applied only to this Provider-Operator.

4. Click SAVE.

The Provider-Operator markups are changed in the background.

Note: You must close and then reopen the Country Rates table to view the changes.

5. Close and then reopen the Rates table.

When you close and reopen the Rates table of this country, you will see that the Data Prices
and the SMS Prices (you are charging) have now been changed for this Provider-Operator.
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To block this Provider-Operator:

1. Activate Data and/or SMS markup configuration by toggling them Active.

Range: Inactive , Active
Default: Inactive
The fields become active.

2. Select BLOCK.

Set Dperator Markups 4
Dparator Markups for Videotron Ltd

DATA: 5
() Fimad prica

) % Markup

B BLOCK

SMS L

: 1 Fixed price

() % Markup

@ BLOCKE

BLOCK option in the Set Operator Markups Dialog

Warning: There is no request for confirmation when you initiate BLOCK. The process of
blocking this Provider-Operator is immediately initiated when you click SAVE in the next step.

3. Click SAVE.
This Provider-Operator is blocked and loses its connectivity.

Note: When you click SAVE, the process of blocking the Provider-Operator can take upwards
of 15 seconds.

Note: You must close and then reopen the Country Rates table to view the change.
4. Close and then reopen the Rates table.
When you close and reopen the Rates table of this country, you will see that the Data and

SMS Cost and Price columns of this Provider-Operator indicate that the Provider-Operator
has been blocked and has lost its connectivity.
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Restoring Connectivity to a Blocked Provider-Operator
To restore connectivity to a blocked Provider-Operator:

o Do Set/Change Provider Markups and set Data/SMS % Markup or Fixed price for this
Provider-Operator, as described above

Delete Markups of a Single Provider-Operator

Deleting markups of a Single Provider-Operator restores the Country markups for this

provider.
To delete Single Provider markups:

1. Click the icon next to the Markup display in of a Single Provider in the table and
select Delete Provider Markups:

.
i
e

EEw

Set/Change Provider Markups

Delete Provider Markups

The Delete the Markup confirmation message appears:

Delete the Markup Confirmation Message

2. Click SAVE.

This Providers-Operator is blocked and loses its connectivity.

9.9.1 Export Rate Data Features

The Export Rate data feature enables customers to export Buy and Sell Rates per sub-account
for analysis or record-keeping.

A description of the Export Rate Data features is provided in this table.
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Aspect

Available Export Types

Content of Exported File

Data Columns in Export

File Format and Naming

Historical Data Export

Special Indicators

Rates and Fees

Details

o) Buy Rates (created by parent account)

o Sell Rates (per sub-account for child accounts)

o) Finalized rates after markups (global, country, fixed)
o Blocked rates marked with indicator
o Rates blocked by parent are excluded

Provider, Country, Local Operator, PLMN, Currency, Data Cost,
Data Price, SMS Cost, SMS Price, Margin (%), Margin Type

o Format: Excel/CSV

o) Name includes account name and creation date (e.g.,
floLIVE 20220501.csv)

Users can export historical files based on effective dates

Blocked rates are marked; rates blocked by parent are not
included in export

A screen capture of the Export Rates interface is shown here.

nnnnnnnnnn

Rates

58544-1

0734335

Export Rates

List of Export Account Date Export  Create New

Export Groups Rates Tab Data Range Data  Export Group

[ ] [ ]
@
Last 30 days B ) (L
Ex-4339-1 e -+
[ )
O accour starus
[ ]

O ! 0]
O ot 0]
O 0]

A description of the Export data fields is provided in this table.
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Concept Description

Displays a list of saved export configurations that specify how

List of Export Groups and what data to export.

The dedicated section in the CMP Portal where users

Export Rates Tab . s
P configure and initiate the export of buy or sell rates.

Account Data A list of the accounts included in the Export Rate Group.

Indicates whether an export job is pending, in progress,

Export Status .
P successfully completed, or failed.

Date Range The specific period of time to filter historical rate export files..

The user interface element that, when clicked, triggers a

Export Data Button ) .
P download file operation

An option that allows users to submit a request to start
export rate generation for one or more accounts . When the
file is ready, the status is changed to Success and the export
rate file(s) can be downloaded.

Create New Export Group

9.9.2 Create Export Group
To create an Export Group of Rate Data, do the steps:

Select Rates & Fees from the sidebar menu.

Select the Export Rates tab.

Select a Date Range from the list of options.

Click the + Export Group button.

Enter a name for the group in the Export Group Name field.
Select one or more customers from the Accounts field.

Select the appropriate Currency option.

© N o un ok~ W N e

Click Create to display the new group in the Export Rates tab.
9.9.3 Export Account Data in Export Group
To export the rate data for specific accounts included in an Export Group, do the steps:

Select Rates & Fees from the sidebar menu.
Select the Export Rates tab.

Select an Export Group in the left panel.

1

2

3

4. Select a Date Range from the list of options.

5. Select one or more accounts from the list in the right panel.
6

Click the Export button in the right panel to export the date for selected
accounts.

floLlve Ltd. Proprietary Information 196 of 297



994

9.9.5

9.10

floLIVE User Manual Rates and Fees

TIP: You can select the Export button in the right top area of the table to export all account
rates in a single ZIP file.

Delete Export Rate Group

To delete an Export Group, do these steps:

I e

Select Rates & Fees from the sidebar menu.
Select the Export Rates tab.
Select an Export Group in the left panel.

Click the Delete button in the right panel to remove the Export Group.

Delete Account from Export Group

To delete one or more accounts from an Export Group, do these steps:

1
2
3
4,
5
6

Select Rates & Fees from the sidebar menu.

Select the Export Rates tab.

Select an Export Group in the left panel.

Select a Date Range from the list of options.

Select one or more accounts from the list in the right panel.

Click the Delete button in the right panel to remove the selected accounts from
the Export Group.

View Platform Fees

You can view the fees assigned for each active IMSI on the SIM card. This enables you to align
your billing with the various charges of different IMSI providers.

There are two types of platform fees as described in this table.

Type of Fee Description

A monthly payment for usage of an active IMSI. The

Access Fee Access Fee price may vary depending on the IMSI

Service Provider.

An additional monthly fee made by a network

Surcharge Fee provider on top of the Access Fee. Surcharge fees

may differ per country and per network provider.
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NOTE: You can transfer the Access Fee across your entire account structure by adding a
markup rate (%) or fixed charge to the Access Fee set by your parent account.

A screen capture of the Fees table is shown here.

0 © ©

Account Provider  Fee Table
Rates

Fees

MO account T EUYIngll EU4LATAM2ZI  *

7 Fees

oS FETE FescosT FERE comey PR P wanp

0O oo oo oo o

Provider Fee Type Fee Cost Fee Price  Country

To view sub-account fees, do these steps:

Select Rates & Fees from the sidebar menu.
Click the Fees tab to display the Fees table.
Select an Account* from the list of accounts.

Select one or more Providers* from the list.

vk W e

Use the Filter to select the Fee Type.
o Access Fee

o Surcharge Fee
6. Select one or more items from the Country list.

7. Click Apply to update the Fees table.
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Set Platform Fees

You can set the Access Fee and Surcharge Fees for your sub-accounts by adding a markup
percentage or fixed price per active IMSI. This feature enables you to align your billing
strategy with the charges set by different IMSI providers and network operators.

To set the platform fees for a sub-account, do these steps.

1. Select Rates & Fees from the sidebar menu.
2. Click the Fees tab to display the Fees table.

3. Select an Account* from the list of accounts.
4. Select one or more Providers* from the list.
5

Select a Provider listed in the Fees table.

NOTE: Make sure you select the appropriate Access Fee or Surcharge Fee when select the
provider row.

6. Click the provider row Actions control and select Edit Fee Markup.

7. Specify the Fee Markup details:
a. Fixed Price: Specify the price and currency.

b. % Markup: Specify the markup percentage.

8. Click Update to update the Fees table. The new fee is now updated for the
selected account.

An example screen capture of the Edit Fee Markup is shown here.

Edit fee markup X

5 Fixed price
Price: ok ki

0.75 US Dollar ®

(_:. % Markup

9.12 Exclude Platform Fees

In some cases you may want to exclude the platform fees from your billing transactions. This
is done by selecting the “Including Platform Fee” option when you create regular usage and
money plans.
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To exclude the platform fee, do these steps:

Navigate to the Plan Management module.
Click +Plan to display the Create New Plan dialog box.
Select a Regular Usage or Money plan in the Plan Type field.

Check the "Including Platform Fee" option.

LA o

Define all the Create New Plan settings and click Create.

IMPORTANT: When you check the Including Platform Fee option, you cannot edit or update
this option after the plan has been assigned to one or more SIMs.

A screen capture of the "Including Platform Fee" option is shown here.

Plan Type Including
Usage / Money Platform Fee

Create Regular Plan

pravess
Woney
Planhame" Balance vilue®
O Prowted B Inciudingplatiorm fee O
Activation Strategy ©

Activation Type*

Renewal Strategy

Renewal Period

Expiration Strategy
e

»
No Expiration

Availability Zones.

(@ Everywhere () Whitelist zones.

Providers

(@) Allocount providers () Select providers
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Events Module

The Events module displays an aggregated view of all Core network signalling events for all
SIMs. The Events module includes these features:

o Events Timeline: The timeline provides a consolidated and chronological view of
all core network signalling events and enables users to understand the sequence
and frequency of event to identify patterns, trends, and irregularities in network
activity.

o Events Table: Provides a detailed record of all relevant activities, network events
and transactions, for monitoring, analysis, and troubleshooting purposes.

An example of the Events Table is shown here.

EWEHTY
EUEHtS o IM= v Last 24 hows - T W,
i
Enasde lodal Dmae Tone X
Graph Wiew
AT DATE 4 a0 LT - ) MEEEDH ACTHY
10T Techemlogies 70224 DEc2EN AN I 0E003 1358 2T FIN0uN 9 T0R SHA000219702 ] Lo
IoT Techeologicn 370234 082018 B935T1 1001000031158 FHATTICOOMOTOR  ESS0003197M i
10T Techmalogies FT.02.34, DE203  E935T1100 DOOO3135E TTATTIOONAOTOY  EESS000219702 e
10T Techmologies  Z7.0224 McITH9  S93671 1001000030927 ITATTION0GALE0  BEGED00EEIGHD GiEE
10T Techeclogies  ZT.0Z24 ECIT44  BRAST100TO00031258 IMMTRINOMN TR RSSe00719M G,
10T Techacloges  IT.0234 DE2650  EQ35T1 10010000550 ITATTIOOONSASE0  BESSDOIIEASS i
- 0~ *

TIP: The Events Table includes a useful tool-tip for each of the column headings.

An example of the Events Timeline is shown here
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10.1 Event Parameters

The Event table provides a comprehensive overview of all core network signaling events for
SIMs managed within the system. This table serves as a valuable reference for analyzing and
troubleshooting network events, identifying patterns, and understanding the status and
performance of SIMs within the connectivity management system.

A description of the event table parameters is provided in this table.

Attribute Description

Account The account to which the IMSI belongs.

Action Event action (e.g., registration, authentication).

APN Access Point Name.

Called Called party number.

Charge ID Charging ID.

Code Event error code (e.g., O for success, ##t# for error).

Core Network Name of the core network.

DCNR DuaI-Cor\nectivity with New Radio (DCNR) field indicates a
connection to a 5G network alongside the 4G network.

Diagnostic Not applicable.

Direction Not applicable.

Timestamp indicating the date and time of the event,

Date adjusted to the local time zone.

EID eUICC ID (Embedded Universal Integrated Circuit Card
Identifier) of the SIM.

ICCID ICCID (Integrated Circuit Card Identifier) of the SIM.

IMEI International Mobile Equipment Identity of the device
modem.

IMSI International Mobile Subscriber Identity of the SIM.
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Attribute

IP

Location

MME

MSISDN

Node

NSAPI

Reason

RAT

Routing Number
SCCP

SGSN

SIM (Subscriber) Alias

Status Type

UPFC

UPF U

10.2 View Events

Events Module

Description

IP address allocated by the Packet Data Network Gateway
(PGW).

Location information, including Mobile Country Code
(MCC) and Mobile Network Code (MNC).

Mobility Management Entity address.

Mobile Station International Subscriber Directory Number
assigned to the IMSI.

Core network node that generated the event (e.g., HLR
Registration, HLR/HSS, VLR, SMSC, SCP, USSD, API,
GGSN/PGW).

Network Service Access Point Identifier code.
Error reason code.

Radio Access Technology.

Routing number.

Signaling Connection Control Part.

Serving GPRS Support Node address.

Displays a SIM assigned Alias name for easier identification
of the device.

Not applicable.

IP address of the used User Plane Function (UPF) "Control
Plane".

IP address of the used User Plane Function (UPF) "User
Plane".

To view the Events Table and the Events Timeline, do these steps:

1.
2.

o IMSI

o MSISDN

o ICCID

floLlve Ltd. Proprietary Information

Select Events from the sidebar Menu.

Go to the Search bar and select one of these identifiers:
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o EID

3. Select a Timeframe option:
o Last Hour
o Last 24 Hours
o Last 7 Days

o Custom

4. Click Customize Columns to select the event table columns and reorder the table
display.

5. Click Enable Local Timezone to display local events times.
6. Click the Graph View bar to display the Timeline panel.

7. Click the Filter panel to filter events by the different categories. Select the Event
table columns and click Apply.

NOTE: All Events are registered in the system at UTC O time standard, regardless of their
actual location around the globe. When the Enable Local Timezone option is enabled, the
event timestamp you see in your browser is adjusted to your browser/PC local time. For
example, if your browser is in London in the UK, the Event timestamp is adjusted to UTC +1
when displayed in your browser.

Filter Events

To filter the event table, do these steps:

Select Events from the sidebar Menu.
Click the Filter control on the page header.

Select each of the filter tabs to specify the appropriate parameters.

S e

Click Apply to update the Event Data table.

NOTE: For more information refer to "Event Parameters" on page 202

Create Filter Sets

Users can mark and save frequently used Filter Sets. The CMP Portal supports two types of
Filter Sets:
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o System Filter Set: Predefined system filters help users to quickly identify
common problems like empty sessions and billing rejections.

o Custom Filter Set: Users can create, edit, delete, and save custom filters to
improve workflow efficiency. Filters can be created for personal use or made
visible for use by other users in your organization.

A screen capture of the Filter Set options is shown here.

Select System
Filter Set Filters

Filters

310635859

Locatio

o Save As/Update Filter Set —————@

10.4.1 Create Filter Set

To create a new filter set, do these steps:

Select Events from the sidebar Menu.
Click the Filter icon to display the Filter sidebar.
Select one or more filters to include in your Filter Set.

1
2
3
4. Click Save to display the Save Filter Set dialog box.
5. Enter a Filter Set Name.

6

Select the Visible to Others toggle button (optional). Filters that are marked as
visible to others are displayed with special icon.

7. Select the Favorite option to add this filter to your favorite filter list (optional).

8. Click Apply to save Filter Set.

A screen capture of Save Filter Set dialog box is shown here.
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Filter Set Visible to Save
Name Others Filter Set

Saveffilter set

My Filter Set

@ Visbietoothers

7 Favorite

10.4.2 Update Filter Set

To update a Filter Set, do these steps:

Select Events from the sidebar Menu.
Click the Filter icon to display the Filter sidebar.
Select a Filter Set from the list.

Select one or more filters to include in your Filter Set.

A I

Click Update to update the Filter Set.

TIP: Click Save As and enter a name to create a new Filter Set.

10.5 Export Events

This feature enables users to export signalling event data to an external CSV file. There are
two options to export the data displayed in the SIMs table:

o Export Displayed Columns: Export data from the table containing only the
columns currently visible. It allows users to tailor their exports to include only
the information currently displayed in the table.
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o Export Displayed and Hidden Columns: Export data from the table, including
both the columns currently displayed and any hidden columns. It provides users
with a comprehensive export of all available data columns, ensuring no
information is omitted from the exported dataset.

o Export Affected IMSI: Export a distinct list of SIMs that generated any event for
the specified time period and filter set. i.e. the exported list shall display each
SIM once.

NOTE: If the events table has a larger number of events than can be exported into a single
file, an appropriate message is displayed. You may need to re-filter the events table to reduce
the table content and obtain finer granularity.

Export Event Table
To export Table events to a csv file, do these steps:

1. Select Events from the sidebar Menu.

2. Click Customize Columns and select the columns you want to display in the
events table.

3. Click Save to update the SIMs table.

4. Click Export Options and select one of these options:
a. Export Displayed Columns:
b. Export Displayed and Hidden Columns

c. Export Affected IMSI

5. Click Export to save the csv file to your local disk.

Export Event Chart
To export an event chart to a csv file, do these steps:

1. Select Events from the sidebar Menu.
2. Click the Graph View bar to display the Timeline panel.

3. Click Export to save the events timeline to a csv file on your local disk.

NOTE: You can export a maximum of 10,000 events for each export operation.

floLlve Ltd. Proprietary Information 207 of 297



floLIVE User Manual Events Module

10.6 Customize Event Table

Users can customize the view by selecting which columns are displayed and in which order.
This convenient feature enables focus on the specific information they need.

To customize the data table columns, do these steps:

Select Events from the sidebar Menu.

Click Customize Columns on the table header to display a list of columns.
Check one or more columns you want to display in the event table.

Grab the icon on the right side of the column list.

Drag the selected column up or down as desired.

Repeat Steps 4-5 for each of the selected columns.

N o vk~ W N

Click Save to update event data table.

A screen capture of the Customize Columns dialog box is shown here.

Customize columns ><

dSEDN " Drag Column
Up and Down

Select
Calumns

* m . a
' P Save Column
s T Order
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Rules and Notifications

The Rules and Notifications module enables users to create customized rules to monitor SIM
card activities and send notifications when certain conditions are met. This module helps
ensure effective management of data and SMS usage across accounts.

An example of the Rules and Notifications module is shown here.

Rule Rule Binding Apply Notification Rule New
Name Type Type On Type Status Rule

Rulgs
Q = m

BULENAME RULE TYPE BINDING TVPE APPLY ON NOTIFICATION TYPE ATV LASTUPDATED

ME! Change 10T M Monfioring

A description of the table columns is provided in this table.

Column Description

Rule Name  The name assigned to the notification rule when it was created.

Rule Type The category of the rule, indicating its specific function (e.g., Pre-paid,

Money).
. Indicates whether the rule is currently active (enabled) or suspended
Active .
(disabled).
L The scope of application for the rule, which can be Account, SIM, Sell Plan,
Binding Type
Buy Plan, etc.
Apply On The specific account to which the notification rule is applied, often the
(Account) user’s main account or a sub-account.
_l;l;n;?catlon The method of notification which can include Email or HTTP Push API.

Rule Settings

The process of creating a new rule involves several steps to define the rule settings. The rule
settings include:
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o Rule Type: Choose from 8 different rule types.

o Binding Type: Determine the scope of application for the rule.

o Calculation Method: Set a threshold to determine when the rule is applicable
o Trigger Conditions: Specify a value to trigger a notification

o Notification Method: Set the type of method that is generated.

The process of creating a new rule is shown here.

O + OLERLY + Ol + @

A screen capture of the Rule Settings dialog box is shown here.

Rule Type Binding Type Calculation Type

Create/Update rule X

Usage - Account - Fixed

o Rule Details ————@ Fuie D=l

Rule Name*

Rule Description

G ApplyOn ——@ ‘”_""’U.””

floLive

G Notify When ——@ """

Service Type* - Remaining Balance Units*

e Notifications ———@ Notifications

Motification Type . Notification Channels*

Rule Types

Users can create different types of rules as described in this table.
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Rules and Notifications

Rule Type Description
Applies to SIMs attached to a Usage Plan. Tracks data and SMS

Usage consumption for accounts or SIMs; SIM pre-paid balance of data and SMS
services.

Money Applies to SIMs attached to a Money Plan. Monitors account balances and

Rate

spending limits and tracks the SIMs pre-paid money balance.

Applies to SIMs attached to an Account Rate Plan. Monitors usage or costs

consumption associated with various services to prevent overspending.

Plan Rate

Applies to SIMs attached to Plan Rate. Notifications are based on usage for
specific plans.

First Event Generates notifications on the first instance of SIM activity.

Pool

Monitors usage across a group of SIMs linked to a shared plan (i.e. Pool

Plan).
- Notifies users regarding SIMs that have not shown activity within a defined
Inactivity .
period.
SIM Monitors SIM-specific activities and notifications for changes such as

Monitoring  device attachment, country change, etc.

11.1.2 Binding Types

Each rule must have a binding type to determine its application scope. A description of the
various binding types is provided in this table.

Binding Type
Account
SIM

Account Aggregation
Sell Plan

Buy Plan

11.1.3 Calculation Type

Description
Applies to all SIM members of the account.
Targets a specific individual SIM.

Tracks the total usage for all SIMs allocated to a specific
account.

Links the rule to all account SIMs attached to a specific sell
plan created for customers.

Applies the rule to all account SIMs attached to a specific
plan created by the user parent account.

The calculation type (or method) defines the rule monitoring type. The calculation metrics
vary based on the combination of Rule Type and Binding Type.

A description of the calculation types is provided in this table.

Calculation Type

Fixed

Percentage

Description

Generates a notification when usage reaches a user-defined
threshold.

Generates a notification when usage falls below a specified
percentage of the total prepaid service quota.
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Calculation Type Description

Tracks cumulative usage over time, generating notifications

Accumulative .
based on total consumption.

Monitors monetary spending and triggers notifications when

Money spending reaches a threshold.

Monitors service usage (e.g., SMS or data) and triggers

Service - . "
notifications based on predefined conditions.

How Rules are Triggered

The "Apply On" setting and the "Notify When" setting work in sequence to define how and
when a rule triggers a notification, but they have distinct roles:

o Apply On: This setting defines the specific population target (account/SIM/Plan
etc ) based on the selected binding type. The condition related to that entity
must be met for the rule to become active. This condition usually involves a
metric and a threshold or other criteria.

o Notify When: This setting defines the threshold type. It determines the exact
threshold level to trigger this rule notification. For example notify when SIM pre-
paid usage plan left balance fallen to 20%.

The "Apply On" setting establishes the precondition for a notification. The "Notify When"
setting specifies the exact value this precondition is satisfied. The rule only triggers a
notification if the "Apply On" condition is met, and the "Notify When" conditions are also
fulfilled.

For example, consider a rule with these settings:

o Rule Type: Data Usage
o Apply On: SIM: Monthly pre-paid Plan with 5 GB.
o Notify When: When Data left balance fallen below 100MB.

In this scenario, the rule monitors the monthly data usage of all account SIM cards. The
"Apply On" setting defines the precondition account name. The "Notify When" setting
defines the service type as "Data" and "Remaining Balance" is set to 100 MB.

IMPORTANT: Both "Apply On" and "Notify When" are necessary to fully define the rule
monitoring behavior.

Usage Rules

The Usage Rule Type allows users to create notifications based on the usage of data or SMS
services associated with accounts and SIMs. This type of rule is useful for monitoring service
consumption and to receive a notification when the SIMs pre-paid balance is about to run
out.
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Binding Types

Rules and Notifications

The available binding types for Usage Rules are described in this table.

Binding Type

Account

SIM

Sell Plan

Buy Plan

Calculation Type

Description

This rule applies to all members under the selected account,
allowing for collective usage monitoring. Notifications are
generated when the pre-paid balance of Data or SMS
services in an account has fallen to or is below a threshold
you set.

This rule applies to a specific SIM within the account,
enabling detailed tracking of individual SIM usage. The
Usage-SIM combination generates notifications when the
pre-paid balance of that single SIM has fallen to or is below a
threshold you set.

This rule applies to a specific plan created for customers,
enabling monitoring of usage for all SIMs linked to this sell
plan. The Usage-Sell Plan combination generates
notifications when the pre-paid balance of Data or SMS
services in any of the SIMs associated with the plan has fallen
to oris below a threshold you set.

This rule applies to a specific plan created by the parent
account, and enables monitoring of usage for all SIMs linked
to this buy plan. The Usage-Buy Plan combination generates
notifications when the pre-paid balance of Data or SMS
services in any of the SIMs associated with the plan has fallen
to or is below a threshold you set.

The calculation types for Usage Rules are described in this table.

Calculation Type

Fixed

Percentage

Accumulative

Description

Notifications are triggered when the SIM pre-paid plan
remaining balance reaches the defined threshold value.

Notifications are triggered when SIM pre-paid plan remaining
balance reaches a specified percentage value.

Used for SIM Automatic Throttling control based on the SIM
data usage.
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Money Rules

The Money Rule Type allows users to create notifications based on the remaining balance
and spending activity associated with accounts and SIMs. This type of rule is useful for
monitoring financial thresholds and to receive notifications when the SIM pre-paid money
balance is about to run out.

Binding Types

The available binding types for the Money rule are described in this table.

Binding Type Description

This rule applies to all members under the selected account,
allowing for collective financial monitoring. Notifications are
generated when the pre-paid money balance in the account
has fallen to or is below a threshold you set.

Account

This rule applies to a specific SIM within the account,
enabling detailed tracking of the individual SIM’s balance.

SIM The Money-SIM combination generates notifications when
the pre-paid money balance of that single SIM has fallen to
or is below a threshold you set.

This rule applies to a specific plan created for customers,
enabling monitoring of the money balance for all SIMs linked
to this sell plan. The Money-Sell Plan combination generates
notifications when the pre-paid money balance in any of the
SIMs associated with the plan has fallen to or is below a
threshold you set.

Sell Plan

This rule applies to a specific plan created by a parent
account, and enables monitoring of the money balance for all
SIMs linked to this buy plan. The Money-buy Plan
combination generates notifications when the pre-paid
money balance in any of the SIMs associated with the plan
has fallen to or is below a threshold you set.

Buy Plan

Calculation Type

The calculation types for Money Rules are described in this table.

Calculation Type Description

Notifications are generated when the money balance reaches

Fixed a defined threshold.

Notifications are triggered when the percentage of the total

Percentage prepaid money deposit reaches a defined threshold.
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Calculation Type Description

Used for SIM Automatic Throttling control based on the SIM

Accumulative
data usage.

11.1.7 Rate Rules

The Rate Rule Type allows users to generate notifications based on the spending and service
usage associated with accounts and SIMs. This type of rule is essential for monitoring
expenses and ensuring that usage remains within set thresholds.

Binding Types

The available binding types for Rate Rules are described in this table.

Binding Type Description

Applies to all members under the selected account, allowing
for collective financial and consumption monitoring. The rule
generates notifications when the money spent, or services
(Data or SMS) used, reaches or exceeds a threshold you set.

Account

Generates notifications when the aggregated money spent,
or services (Data or SMS) used, reaches or exceeds a
threshold you set. In other words, the expenditures (money
or service volume) are summed (aggregated) across all
members of the selected account, and when the account
exceeds the threshold, the rule generates the notification.

Account Aggregation

Generates notifications when the money spent, or services
(Data or SMS) used, in any SIM in your child account(s) that
you attached to an account rate plan reaches or exceeds a

threshold you set.

Sell Plan

Generates notifications when money spent, or services (Data
SIM or SMS) used, reaches or exceeds a threshold you set on a
single designated SIM.

Generates notifications when the money spent, or services
(Data or SMS) used, in any SIM in your account(s) that you
attached to an account rate plan reaches or exceeds a
threshold you set.

Buy Plan

Calculation Type

The calculation types for Rate Rules are described in this table.
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Calculation Type

Money

Service

Accumulative

11.1.8 Plan Rate Rules

Rules and Notifications

Description

Notifications are generated when the total money spent
reaches a defined threshold.

Notifications are triggered when the usage of specific services
(e.g., SMS, Data) reaches a defined limit.

Used for SIM Automatic Throttling control based on the SIM
data usage.

The Plan Rate Rule Type allows users to generate notifications based on the fixed costs and
usage of data and SMS services associated with specific plan.

Binding Types

The available binding types for Plan Rules are described in this table.

Binding Type

Account

Account Aggregation

Sell Plan

Buy Plan

SIM

Calculation Type

Description

Applies to all members under the selected account and
generates notifications when Data or SMSs reach or exceed a
set threshold.

Generates notifications based on aggregated spending or
service usage across all members of the selected account. It
ensures that the totals do not exceed defined thresholds
across all SIMs in the account.

Applies to a specific plan created for customers. Notifications
are generated when the money spent or services used in any
of the SIMs associated with the plan exceed defined limits.

Generates notifications when the money spent, or services
(Data or SMS) used, in your main account or child account(s)
that your Parent account attached to a plan, reaches or
exceeds a threshold you set.

Applies to a specific SIM within the account. Notifications are
generated when the aggregated money spent or services
used by that single SIM reach or exceed a threshold you set.

The calculation types for Plan Rate Rules are described in this table.
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Calculation Type Description

Notifications are generated when the total money spent

Money reaches a defined threshold..

Notifications are triggered when the usage of specific services

Service (e.g., SMS, Data) reaches a defined limit.

Used for SIM Automatic Throttling control based on the SIM

Accumulative
data usage.

11.1.9 First Event Rules

The First Event Rule Type allows users to create notifications that trigger upon the first
occurrence of activity from new SIM cards. This type of rule is particularly useful for
monitoring any initial usage events and ensuring proper onboarding of new services.

Binding Types

The available binding types for the First Event Rules are described in this table.

Binding Type Description

Generates a notification when any new SIM for a designated
Account account invokes an event for the first time. This allows for
monitoring of new activity within the entire account.

The First Event-Sell Plan combination generates a notification
when any new SIM in your child account(s) that you attached
to a plan you created invokes an event for the first time. This
helps track initial events for new SIMs in your custom plans.

Sell Plan

The First Event-Buy Plan combination generates a
notification when any new SIM in your main account, that

Buy Plan your Parent account attached to a plan, invokes an event for
the first time. This monitors new SIM activations within
specified plans.

The First Event-SIM combination generates a notification
SIM when one new SIM invokes an event for the first time,
focusing on the individual activity of each new SIM.

Calculation Type

The calculation types for First Event Rules are described in this table.
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Calculation Type

First Event

11.1.10 Pool Plan Rules

Rules and Notifications

Description

A notification is triggered by the first instance of usage
activity on the selected account or SIM. This provides visibility
into new account or SIM behavior as they begin to utilize
services.

The Pool Plan Rule Type allows users to create notifications based on the usage of data or
SMS services associated with accounts and SIMs. This type of rule is useful for monitoring
service consumption and avoiding unexpected over-use.

Binding Types

The available binding types for Pool Plan Rules are described in this table.

Binding Type

Sell Plan

Buy Plan

Calculation Type

Description

This rule applies to all members under the selected account.
Notifications are generated when the pre-paid balance of
Data or SMS services in a specified Sell Pool Plan reaches a
defined threshold.

This rule applies to all members under the selected account.
Notifications are generated when the pre-paid balance of
Data or SMS services in a specified Buy Pool Plan an account
reaches a defined threshold.

The calculation types for Pool Plan Rules are described in this table.

Calculation Type

Fixed

Percentage

11.1.11 Inactivity Rules

Description

Notifications are generated when the pool remaining balance
reaches a defined threshold.

Notifications are generated when the pool pre-paid balance
reaches a specified percentage of the total prepaid service
quota.

The Inactivity Rule Type enables users to generate notifications when a SIM or multiple SIMs
within an account remain inactive for a specified duration of time.
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Binding Types

Rules and Notifications

The available binding types for Inactivity Rules are described in this table.

Binding Type

SIM

Account

Sell Plans

My Plans

Inactivity Type

Description

Generates a notification when the duration of inactivity of a
selected individual SIM has reached a threshold.

Generates a notification when the duration of inactivity of
any SIM in a selected account has reached a defined
threshold.

Generates a notification when the duration of inactivity of
any SIM attached to a specified Sell Plan has reached a
defined threshold.

Generates a notification when the duration of inactivity of
any SIM attached to a selected Parent Buy Plan has reached a
defined threshold.

The inactivity types for Inactivity Rules are described in this table.

Calculation Type

Network Inactivity

Usage Consumption
Inactivity

Description

Generates notifications when a SIM has shown no activity at
all for the set time threshold, indicating complete inactivity in
terms of network usage (e.g. SIM registration, update
location).

Generates notifications when a SIM has shown no usage
activity for the set time threshold, focusing specifically on
service consumption inactivity, such as data or SMS.

11.1.12 SIM Monitoring Rules

This rule monitors different aspects of SIM card activity. The rules provide notifications based
on IMEI changes, IP address changes, IMSI switch , IMEI lock status and initial IMEI
registration and SIM visited country change.

Binding Types

The available binding types for SIM Monitoring are described in this table.
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Binding Type

SIM

Account

Monitoring Types

Rules and Notifications

Description

Applies to individual SIM Cards. This rule is triggered when
the monitoring status of a SIM card changes.

Applies to an account with one or more SIM card. This rule is
triggered when the monitoring status of a SIM card changes.

The SIM Monitoring types are described in this table.

Monitoring Type

IMEI Initial

IMEI Change

IMEI Locked

IP Change

IMSI Change

Country Changes

Description

This rule triggers when the SIM card IMEI (International
Mobile Equipment Identity) is first registered or detected by
the system. This is typically useful for initial device
provisioning or tracking.

This rule triggers when the SIM card IMEI changes. This is
highly unusual and could indicate a SIM swap or tampering. It
triggers a notification if this happens.

This rule triggers when the SIM card is automatically locked
(i.e. suspended) due to the Lock to First IMEL. This is highly
unusual and could indicate a device swap or tampering.

This rule triggers when the IP address associated with the
SIM card changes.

This rule triggers when the IMSI (International Mobile
Subscriber Identity) associated with the SIM card changes.

This rule triggers when the SIM card connected country is
changed.

Plan Depletion Rule

The Plan Depletion Rule automatically triggers a PCRF action when data consumption for a
plan is depleted. This rule enables users to control data usage, preventing unexpected
overages and ensuring a consistent user experience.

NOTE: For more information about Plan Depletion, refer to "How Throttling Works" on

page 138.

The Create New Depletion Rule settings are shown here.

floLlve Ltd. Proprietary Information 220 of 297



floLIVE User Manual Rules and Notifications

Rule Type Binding Type Plan Type
Create/Update rule l l l X
Plan Depletion x Sell Plan X Usage i

Rule Details
Rule Name 4. Throttling 1

Rule Description ————@  Throttling 1
Apply On

Apply On Account —e 10T Technologies
Apply On Plan ——@ 1cGs0r -

Data service -

Activate PCRF Rile ——@ .

4 Add PCRF rule

PCRFRulelD ——@ 10

Notifications

Add Notification —@ |

To create a new Depletion Rule, do these steps:

1.

L 0 N o U~ W N

[ = S
A

Select Rules & Notifications | Rules on the sidebar menu to display the Rules
screen.

Click +Rule to display the Create/Update Rule dialog box.

Select Depletion Rule from the list in the Rule Type field.

Select Sell Plan from the Binding Type field.

Select Usage from the Plan Type field.

Enter a Rule Name in the Rule Details group.

Enter a Rule Description in the Rule Details Group (optional).

Select an Account Namee from the list displayed in the Apply On group.
Select an Plan Name from the list displayed in the Apply On group.
Check the Add PCRF Rule option.

Add a system value in the PCRF Rule Field.

Go to the Notify When Group and do these actions:
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a. Select a Service Type.

b. Enter an appropriate value in the Remaining Balance field.

13. Go to the Notifications Group and do these actions:
a. Select a Notification Type.

b. Select a Notification Channel.

14. Click Create to activate the rule.

11.3 Plan Expiration Rule

Plan Expiration means the data plan has ended. When this happens, access to data is blocked
and users areredirected sent to a specific white-list url location where they can add more

data or choose a new plan.

NOTE: For more information about Plan Depletion, refer to "How Throttling Works" on
page 138.

The Create New Expiration Rule settings are shown here.
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e Rule Name — e

e Rule Description
e Apply On Account

@

Rule Type Binding Type Plan Type
Create/Update rule l i l X
Plan Expiration - Sell Plan - Usage -

Rule Details
Whitelist URL
Whitelist URL

Apply On

loT Technologies

e ApplyOnPlan ——lg ot

° Activate PCRF Rile /]
o PCRF Rule ID ;E

° Add Notification —

SMB DR i
Add PCRF rule
115

Notifications

8

To create a new Depletion Rule, do these steps:

1. Select Rules & Notifications | Rules on the sidebar menu to display the Rules

screen.
2.
3.
4.
5.
6. Enter a Rule Name
7.
8.
9.
10.
11.
12.

Click +Rule to display the Create/Update Rule dialog box.
Select Expiration Rule from the list in the Rule Type field.
Select Sell Plan from the Binding Type field.

Select Usage from the Plan Type field.

in the Rule Details group.

Check the Add PCRF Rule option.
Add a system value in the PCRF Rule Field.

Go to the Notify When Group and do these actions:

a. Select a Service Type.
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Enter a Rule Description in the Rule Details Group (optional).
Select an Account Namee from the list displayed in the Apply On group.

Select an Plan Name from the list displayed in the Apply On group.
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b. Enter an appropriate value in the Remaining Balance field.

13. Go to the Notifications Group and do these actions:
a. Select a Notification Type.

b. Select a Notification Channel.

14. Click Create to activate the rule.

11.4 Create Rule

Before you begin this procedure, make sure you refer to the information provided in the
"Rule Settings" on page 209 section.

To create or update a rule, do these steps:

1. Select Rules & Notifications | Rules on the sidebar menu to display the Rules
screen.

Click +Rule to display the Create/Update Rule dialog box.
Select a rule from the list in the Rule Type field.

Select the appropriate Binding Type from the list.

Select the appropriate Calculation Type from the list.
Enter a Rule Name in the Rule Details group.

Enter a Rule Description in the Rule Details Group.

Select an Account and Plan name from the list displayed in the Apply On field.

L 0 N o U~ W N

Go to the Notify When Group and do these actions:
a. Select a Service Type.

b. Enter an appropriate value in the Remaining Balance field.

10. Go to the Notifications Group and do these actions:
a. Select a Notification Type.

b. Select a Notification Channel.

11. Click Create to activate the rule.

NOTE: Refer to "Rule Settings" on page 209 for a detailed description of the Rule Type,
Binding Type, Calculation Method and Trigger Conditions.
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Edit Rule

To edit a rule, do these steps:

1. Select Rules & Notifications | Rules on the sidebar menu to display the Rules
screen.

Select the Action menu for a Rule displayed in the table and click Edit.
Enter a Rule Name in the Rule Details group.

Enter a Rule Description in the Rule Details Group.

ok W

Go to the Notifications Group and do these actions:
a. Select a Notification Type.

b. Select a Notification Channel.

6. Click Update to save the rule settings.

NOTE: Refer to "Rule Settings" on page 209 for a detailed description of the Rule Type,
Binding Type, Calculation Method and Trigger Conditions.

Delete Rule

To delete a Rule, do these steps:

1. Select Rules & Notifications | Rules on the sidebar menu to display the Rules
screen.

2. Select the Action menu for a Rule displayed in the table and select the Delete
option.

3. Click Delete when the message dialog is shown.

4. Click Yes to complete the delete operation

Notification Channels

The Notification module defines how the CMP portal communicates events resulting from a
triggered rule. There are two methods of communication:

o Email Channel:Sends email notifications when a rule is triggered. Configuration
requires specifying recipient email address.
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o HTTP Push API Channel: Sends notifications as HTTPS POST requests to a
specified URL. Configuration requires specifying the target URL and potentially
authentication details.

NOTE: Each rule can have multiple notifications, each using a single channel (email or HTTP).
You can mix email and HTTP notifications within a single rule.

A screen capture of the Notification module is shown here.

Email Notification Notification HTTP Push Create
Channels Logs API Channels New Channel
Notifications l

NOTIFICATION LOGS

Notification Channels

‘—'. TTP Pust

Q m

E Order SiMs

Billing & Invoices

11.7.1 Create Notification Channel

User can create two types of notification chanels:

o Email Channel:Sends email notifications when a rule is triggered. Configuration
requires specifying recipient email addresses. HTTP Push API Channel: Sends
notifications as HTTP POST requests to a specified URL. Configuration requires
specifying the target URL and potentially authentication details.

Create Email Notification Channel
To create a new Notification Email Channel, do these steps:

1. Select Rules & Notifications | Notifications on the sidebar menu to display the
Rules screen.

2. Select the Notification Channels tab.
3. Select the Email Notification Channels tab.

4. Click +Channel to display the Create New Email Notification dialog box.
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Enter a Channel Name field.
Specify one or more Email Recipients.

Enter an Email Subject in the Email Subject field.

© N o

Click Create to create the new email notification channel.

A screen capture of the Create New Email Channel dialog box is shown here.

Channel Email Email
Name Status Recipients

Create lew email notification channel

[Ee—— Emai Heopierts®
Global Emaiil List John.Dee@flolive.net

e of more recipieats can be emered

| Fiolive Rule Notification

E CREATE

A description of the Email Notification fields is provided in this table.

Attribute Description
Channel Name A descriptive name to identify the Notification Channel.

A list of one or more applicable email recipients. Multiple

Email Recipients . .
P email recipients are separated by a comma (,)

Email Subject The subject of the email that is displayed from this channel.

Create New HTTP Push API Notification Channel
To create a new Notification Email Channel, do these steps:

1. Select Rules & Notifications | Notifications on the sidebar menu to display the
Rules screen.

2. Select the Notification Channels tab.

3. Select the HTTP Push API Channelstab.
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Click +Channel to display the Create New Email Notification dialog box.
Enter a Channel Name field.
Enter a Shared Key to define a trusted communication source

Enter a URL that serves as the endpoint for receiving event.

©® N o U0 &

Click Create to activate the new notification channel.

A screen capture of the Create HTTP Push API Channel dialog box is shown here.

Channel Shared URL
Name Key Address

ew Push API notificatipn channel

Shared Key*

A description of the HTTP Push API Notification fields is provided in this table.

Attribute Description
Channel Name A descriptive name to identify the Notification Channel.
URL The target URL for the notification; only one URL is allowed
per HTTP Notification Channel
A shared key to ensure communication only with a trusted
caller; the shared key is acting as a public key to match the
connection between a trusted caller (that is, the platform)
into the customer URL.To authenticate the message (API +
Shared Key

content) coming from the other side (i.e. from the

CMP platform), you set the Shared Key value on the portal
(as described in the following procedure) and then validate
that the message is received with same key.

HTTP Push API Notification Content Payload
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A description of the HTTP Push API parameters is provided in this table is provided in this

table.

Parameter

notificationld

notificationSource

actionName

ruleName
notificationName
userDescription
accountld
accountName
iccid

payload

body

notificationDescription
subscriberld
threshold

simimsi

signature

usedimsi

Description
The system-generated ID assigned to the notification.

The Rules and Notifications module where the triggering
rule was created.

The Rule type-Binding type combination (e.g.,
FirstEventAccount).

The name of the rule that triggers the notification.
The name given to the notification.

The optional description provided for the rule.

The ID of the account containing the rule.

The name or alias of the account containing the rule.
The ICCID of the SIM that triggered the notification.
The container of the push notification content.

The notification body; parameters vary by rule
type/binding type.

The message content of the push notification.
The ID of the subscriber receiving the notification.
The rule defined threshold.

The list of IMSIs of the SIM (subscriber).

The system-generated signature verifying the "body"
response parameters.

The IMSI of the SIM that triggered the notification.

NOTE: The HTTP API Push Notification parameters are common for all Rule type-Binding type
combinations. However, the “body” parameters may vary between rules.

View Notification Channels

The Notification Channels table contains a detailed list of all Email and HTTP Push

notifications channels.
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View Email Notification Channels

To view the Email Notification Channels, do these steps:

Rules and Notifications

1. Select Rules & Notifications | Notifications on the sidebar menu to display the

Rules screen.
2. Select the Notification Channels tab.

3. Select the Email Notification Channelstab.

A screen capture of the Email Notification Channel screen is shown here.

Channel Creation Email Email
Name Date Recipients Subject
Notificatioh Channels
HTTH Push API Channels

CHANNEL NAME CREATION DATE EMAIL RECIPIENTS EMAIL SUBJECT
555 29/08/2024 444@gmail.com 44

delete me!!123 new 27/08/2024 test@test.com
imei 2 03/07/2024

12/05/2024

IMEI 09/05/2024

Billing 25/04/2024 support@DONT_USE_REAL_EMAILS.net bs@DONT_USE_REAL_EMAILS.net

A description of the Email Notification columns is provided in this table.

Attribute Description

Channel Name .
created it

Creation Date The date you created the channel

The name you gave the Notification Channel when you

All Email recipients you listed in the channel when you

Email Recipients
(separated by a comma (,)

Email Subject channel

View HTTP Push API Channels

To view the HTTP Push API Channels, do these steps:

created it; each channel can have multiple email recipients

The subject of the email(s) that are sent using this Email

1. Select Rules & Notifications | Notifications on the sidebar menu to display the

Rules screen.

2. Select the Notification Channels tab.
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3. Select the HTTP Push API Channelstab.

A screen capture of the HTTP Push APl Channel screen is shown here.

Channel Creation URL
Name Date Address

Notificatiop Channels

CHANNEL NANE CREATION DATE URL

To view the HTTP Push API Notification Channels Table

1. From the Navigation Bar, click Notification Channels. The Notification Channels
table appears showing all Email Channels by default.

2. Click the HTTP PUSH API CHANNELS tab. The HTTP Push API Notification
Channels table is displayed in the table:

A description of the HTTP Push APl Channels is provided in this table.

Attribute Description

Ch I
Na?:;e The name you gave the Notification Channel when you created it
Creation
The date you created the channel
Date
URL The URL you defined as the target destination for this Notification Channel;

each HTTP Notification Channel can have only one URL destination

11.8 Edit Notification Channels

To edit a Notification Channel, do these steps:

1. Select Rules & Notifications | Notifications on the sidebar menu to display the
Rules screen.

2. Select the appropriate Notification Channel tab:

a. Email Notification Channel
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3.
4.
5.

b. HTTP Push API Channel.
Click the Actions icon from the list of notifications displayed in the table.
Click Edit to display the Edit Notification dialog box.

Update the notification settings and click Apply.

11.9 Delete Notification Channel

To delete a Notification Channel, do these steps:

1.

Select Rules & Notifications | Notifications on the sidebar menu to display the
Rules screen.

Select the appropriate Notification Channel tab:
a. Email Notification Channel

b. HTTP Push API Channel.
Click the Actions icon from the list of notifications displayed in the table.
Click Delete to display the Delete Notification dialog box.

Click Deleteto remove selected notification channel.

11.10 View Notification Logs

The Notification Logs provide a detailed history of all notifications sent by the CMP portal.
This log allows you to track the success or failure of notifications, review the details of
generated notifications, and identify any issues with notification delivery.

To view the Notification Log table, do these steps:

1.

Select Rules & Notifications | Notifications on the sidebar menu to display the
Rules screen.

Select the Notification Logs tab.
Select an appropriate time frame in the Creation Date field.

Select a log item from the table to display the Log Details dialog box.

A screen capture of the Notification Log table is shown here.
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Notification
Source

Notification
Type

ications

Noti

Notification Logs

NOTIFICATION TYPE NOTIFICATION SOURCE

[
@

Rules and Notifications

Action Account ICCID Delivery Notification Delivery Creation
Name Name Identifier Status Timestamp Timestamp Date
TION L
Qa = m
[

ACTION NAME ACCOUNT NAME Koo DELIVERY STATUS NOTIFICATION TIMESTAMP DELVERY TIMESTAMP NEXT RETRY TIME

A description of the Notification Log table columns is provided in this table.

Column Name

Notification Type

Notification Source

Action Name

Account Name
ICCID Identifier

Delivery Status

Notification Timestamp

Delivery Timestamp

Next Retry Time

floLlve Ltd. Proprietary Information

Description

Specifies the method used to deliver the notification (e.g.,
Email, HTTP Push API).

Identifies the system or module that generated the
notification (e.g., Rules and Notifications module).

The name of the action or event that triggered the
notification (as defined in the rule).

The name of the account associated with the triggered
event.

The ICCID of the SIM card involved in the event.

Indicates whether the notification was successfully
delivered (e.g., Success, Failed, Pending).

The exact time the notification was generated by the
system.

The exact time the notification was delivered to its
destination (email inbox or APl endpoint).

The time of next notification attempt, if applicableThe
date the notification record was created in the system's

log.
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Reports

The Reports module enables users to generate a wide range of reports generated by the SIM
Connectivity Management Platform (CMP). These reports offer detailed insights into SIM
usage, transactions, charges, and growth metrics, that help users to manage connectivity
resources efficiently.

The Reports module has three separate sections.

Section Description

View Provides users with immediate access to a wide range of different report
Reports types generated by the system.

Scheduled Provides users with the capability to automate the generation and delivery of
Reports reports at specified intervals without requiring manual intervention.

Enables users to access and review previously generated reports. This feature
serves as a centralized repository for historical data, facilitating analysis,
auditing, and reference purposes.

Reports
History

A screen capture of the View Reports homepage is shown here.

View Reports Scheduled Reports Reports History

[ Products Reports

My Orders SCHEDULED REPORTS REPORTS HISTORY
2! Dashboard

() 83 View Reports
(@ SIMs Provisioning
atch Operations.

Used SIMs " Today

coounts
2, My Sub-Accounts FloLive

X Providers

Select Type
(v) Rates

Report Types

The View Reports tab enables users to generate various types of reports based on these
selection criteria:

o Reports Type
o Account
o SIM Identifier

o Date Range

A screen capture of the View Reports homepage is shown here.
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View Reports Scheduled Reports Reports History

[} Products Reports

My Orders CHEDULED REPORTS REPORTS HISTORY

a4 Dashboard

(4] £1F View Reports

() SIMs Provisioning
atch Operations

Used SIMs - Today

2, My Sub-Accounts FloLive

X Providers

(i) Rates

The View Reports tab enables user to generate these report types.

Report Name Description
Shows the number of connected SIMs and IMSlIs per customer based on

Used SIMs a set of selected filters and timeframe.

Shows a list of connected SIMs and IMSIs per customer based on a set of
In-Use SIMs . .

selected filters and timeframe.
Charges DR Contains details of all prepaid charges made by a sub-account for a
Records specified timeframe.
Summary Shows summarized customer charges and usages based on country,
Report network, provider, and amount for each type of service.
Transaction DR Contains details of all transactions including top-ups, debit, and credit
Records events for a selected customer for a specified timeframe.
Usage DR Displays detailed usage transactions of data and SMS per SIM and
Records customer during a specified timeframe.
Usage Per Displays the usage of data and SMS per account during a specified
Account timeframe.

Usage Summary Displays summary information relating to usage of data and SMS per SIM
Per SIM for a specified timeframe.

Monthly Usage Compares the number of SIMs/IMSIs and their service (Data, SMS) usage

Growth volumes between two selected months.

Customer . .

Summar Contains a monthly summary breakdown of all direct sub-account
y charges and usages.

Report

Account Shows a list of 'recurring charges' for various products assigned to a

Products selected account.

4G Registration Displays all SIMs that have been successfully registered to the network but
without Data failed (or did not open) a data session and as such are suspected as failed
Session to connect SIMs.
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The CMP uses the 1024 Unit Converter to convert data usage values. Thus, for example:

o) 1 GB (gigabyte) is converted to 1024 MB (megabyte)

o 1 MB is converted to 1024 KB (kilobyte), and so on.

In-Use SIMs Report

The Used SIMs report displays the total number of active SIMs/IMSIs for the sub-account
during a specified time period.

A screen capture of the Used SIMs report is shown here.

Report Type Accounts Date Range

[ Produas Reports

View Reports

Batch Operations

Used SIMs = Last 12 Months

FloLive

Used SIMs

SIM Identifier Report Table

To generate a Used SIMs report, do the steps:

1
2
3
4.
5
6

Select Reports from the sidebar Menu.

Select the View Reports tab.

Report Typeand select Used SIMs from the list.
Select one or more Accounts to include in the report.
Select a SIM Identifier Type.

Select a Date Range option:
a. Today
b. Yesterday
c. Last 7 Days

d. Last 30 Days
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e. Month-to-date

f. Custom

7. Click Execute to generate the report.

8. Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

A description of the report parameters is provided in this table.

Attribute Description
Account The account holding the Active SIMs and IMSIs

The total number of Used SIMs in the Account and the Account’s sub-
Used SIMs

accounts

The total number of Used IMSIs in the Account and the Account’s sub-

Used IMSIs
accounts

Account Products Report

The Account Products Reports shows a list of 'recurring charges' for various products
assigned to a selected account.

A screen capture of the In Accounts Product report is shown here.

Report Type Accounts Date Range Export Execute

Reports

View Reports

Account Products

A description of the applicable report fields is provided in this table.

Field Name Description

Offer A unique identifier for the Product.

Offer Name  The name of the Product associated with the account

Original The amount charged to the account on a regular basis (monthly, quarterly,
Charge etc.) for the product.
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Field Name
Original
Currency

Next Charge
Date

Charge Date
Account ID

Account
Name

Charge Type

Description

The currency used for charging the account.

The upcoming date when a charge will be made.

The specific date when a charge is made for an account.
A unique identifier for the Account.

The name of the account associated with the product charge.

Type can be an allowance or renewal

To generate an Account Products report, do these steps:

1. Select Reports from the sidebar Menu.

vk W

a. Today

Select the View Reports tab.
Report Typeand select Account Products from the list.
Select one or more Accounts to include in the report.

Select a Date Range option:

b. Yesterday

c. Last 7 Days

d. Last 30 Days

e. Month-to-date

f. Custom

6. Click Execute to generate the report.

7. Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

Charges DR Records Report

The Charges DR Records Report details all prepaid charges made by a selected sub-account
during a specified time period.

A screen capture of the Charges DR Records report is shown here.
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1
2
3
4,
5
6

[5] Products

{] My Orders

« Dashboard
@ SiMs

Provisioning

€ Batch Operations

E Events

s & Notifications v
B Order SIMs

& Billing & Invoices
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Report Type

Reports

View Replorts

Charges DR Records

FloLive

Charges DR Records

SUBSCRBER 1D

SIM Identifier

Accounts

icen

Date Range

Last 12 Months

automation_system_|abel_1

System
Labels

User
Labels

0069, automation_systeny..”

00test, 0102_test_nerya, 0206_root, 0506_root. 0906.r.. ™

Select Reports from the sidebar Menu.

Select the View Reports tab.

Report Typeand select Charges DR Records from the list.

Select one or more Accounts to include in the report.

Select a SIM Identifier Type (optional).

Select a Date Range option:

a. Today

b. Yesterday

(@]

. Last 7 Days

d. Last 30 Days

)

f. Custom

. Month-to-date

Report Table

7. Select the appropriate System Labels(optional).

8. Select the appropriate User Labels(optional).

9. Click Execute to generate the report.
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Reports

Export Execute
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10. Click Export to download the report in .csv format.

To edit the report, modify the report filters and click Execute again.

A description of the report parameters is provided in this table.

Attribute
Subscriber ID
ICCID

EID

Offer

Offer Name
Original Charge
Original Currency
Status

Recurring Type

Next Charge Date
Charge Date
Account ID
Account Name
Account Currency
Account Charge
Charge Type
Labels

System Label

Summary Report

Description

The subscriber on whose SIM the transaction was performed
The SIM ICCID the transaction was performed on

The SIM EID (eUICC ID) the transaction was performed on
The offer ID number on which the charge is based

The offer (Billing Plan) name

The first charge amount on the SIM

The currency of the Original Charge

The status of this charge, for example, OK

How often the charge is repeated, for example, Daily,
Weekly, etc.

The next date the charge will be applied

The date this charge was applied

The account ID of the SIM on which the charge was applied
The account name attached to the Account ID

The currency that the SIM account is managed in

The charge amount based on the Account Currency

The charge type, such as ALLOWANCE

Label(s) that you have attached to this SIM

System Label(s) that are attached to this SIM

The Summary Report is generated in MS Excel format and contains detailed information
relating to a specific account over a defined period of time. The Summary report can be
generated for a parent account and for each sub-account down to one level.

A screen capture of the Summary Report is shown here.
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Report Type Account Date Range Export

[ Products Reports
{:] MyOrders SCHEDULED REPORTS REPORTS HISTORY
a1 Dashboard
bt SiMs View Reports

IMs Pravisioning

tch Operations ’ ® [ ]

Summary Report Last 12 Months

(8] Plans

i ' Show Summarized Offers
2, My Sub-Accounts FloLive
Show Summarized Transactions

X Providers ®

(t9) Rates Used SIMs

B Events

ACCOUNT USEDSIMS USED IMSIS

&) Rules & Notifications v

B Order SiMs FloLive

Summary Data Summary Options

A description of the default summary report is provided in the following tables.

Customer Information

Attribute Description
Customer The customer that you are generating the Summary Report for
Address  The customer address

Report The report period in full 24-hour period in the format: yyyy-mm-dd 00:00 to
Period yyyy-mm-dd 23:59. The report is produced over full days only.

Currency The currency such as USD or GBP

Contact The customer contact.

Usage Data

Attribute Description

Country  The country for the specific aggregated usage (Data or SMS)
Network  The network (PLMN code) for the specific aggregated usage
Provider  The provider of the services being used

Service The service charged for Range: Data, SMS

Usage The volume of the service usage: For Data service, the volume is in MB. For
(MB/SMS) SMS service, the volume is in number of messages

Unit Price The price of each unit (MB or SMS) being used
Amount  The total charge in the currency denoted [(Usage)(Unit Price)]

Currency The charge currency
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Attribute
SMS Data
Total

Usage
Total

Transactions

Attribute
Country
Network
Provider
Service

Usage
(MB/SMS)

Unit Price
Amount

Currency
Data Total

Usage
Total

Description

Usage column shows the sum of service usage in the invoice period. Amount
column shows the total charge for service in the invoice period

Amount column: The total charge for all services over the invoice period

Description

The country for the specific aggregated usage (Data or SMS)
The network (PLMN code) for the specific aggregated usage
The provider of the services being used

The service charged for. Range: Data, SMS

The volume of the service usage. For Data service, the volume is in MB. For
SMS service, the volume is in number of messages

The price of each unit (MB or SMS) being used
The total charge in the currency denoted [(Usage)(Unit Price)]
The charge currency

Usage column shows the sum of service usage in the invoice period. Amount
column shows the total charge for service in the invoice period

Amount column: The total charge for all services over the invoice period

Plan Charges: Summarized Offers

Attribute Description

Plan name Lists the billing plans by which the devices are being charged
Quantity The quantity of this plan charged

Amount The total charged for all transactions under this plan
Currency The charge currency

Plan charges total The total amount being charged on these plans

The Amount column provides the sum of the charges in the denoted
currency from:

o) Usage table Amount column

Total Charge to

Customer

o Plan charges Amount column

o Transactions: Amount column
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Customer Summary Report
Contains a summary breakdown of all direct sub-account charges and usages.
A screen capture of the Customer Summary report is shown here.
Report Type Accounts Date Range Export Execute
() Products Reports
ﬂ My Orders SCHI EPOR REPORTS HISTORY
.l Dashboard
& sws View Reports
SIMs Provisioning
h Operations e @ Tp— (]
Customers Summary Last 30 Days
ML et estng o
Customers Summary
]
-9 o S . . @ @
Customer Active Device Total SMS Connectivity Charge Transaction Charges
Currency TotalUsage  Active Device Charge Plan Charges Total Charge
To generate a Customer Summary report, do the steps:
1. Select Reports from the sidebar Menu.
2. Select the View Reports tab.
3. Report Typeand select Customer Summary from the list.
4. Select one or more Accounts to include in the report.
5. Select a Date Range option:

a. Today

b. Yesterday

c. Last 7 Days

d. Last 30 Days

e. Month-to-date

f. Custom
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6. Click Execute to generate the report.

7. Click Export to download the report in .csv format.

NOTE: To edit the report, modify the report filters and click Execute again.

A description of the report parameters is provided in this table.

Field
Customer Name

Currency
Active Device

Total Usage
Total SMS

Active Device
Charge

Connectivity
Charge

Plan Charges

Transactions
Charges

Total Charge

Description
The name of the sub-account customer.
The account's currency.

The number of active devices (IMSI or SIM) according to account
settings.

The total data usage for the account.
The total SMS MO usage for the account.

Calculated as the number of devices multiplied by the device cost,
according to account settings.

The total charge for account connectivity, including data and SMS costs.
Charges for the account plans.
Charges for account TDR transactions.

The sum of device charges, connectivity charges, plan charges, and
transaction charges.

Transaction DR Records Report

The Transaction DR report details all the transactions including top-up, debit and credit
events for a selected customer during a specified time period. A screen capture of the
Transaction DR report is shown here.
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Report Type Accounts Date Range System User Export
Labels Labels
.-
@) Produts Reports
£ myOrders SCHEDULED|REPORTS REPORTS HISTORY
4 Dashboard
B s View Relorts
{@ SIMs Provisioning ‘ .
$ Batch Operations Reper , "
Transaction DR Records Last 12 Months

(8] Plans [ ]
2, MySub-Accounts F.Uwe' ~  SystemLabels ®
A Providers (]
) Retes ectle @y T O0test, 0102_test.nerya, 0206_root, 0506_root, 0906_r.. ™

A,. Events

o Rui Notifications eagon

E Order SIMs

[ Billing & Invoices Every Date

Transaction PR Records

SIM Identifier Transaction Type Reason

To generate a Transaction DR report, do these steps:

Select Reports from the sidebar Menu.

Select the View Reports tab.

Plaam fee per IMSI, Surcharge fee, eSIM fee, eSIMs_. ™

Event Date

Report Typeand select Transactions DR Records from the list.

Select a SIM Identifier Type.

1.
2.
3.
4. Select one or more Accounts to include in the report.
5.
6.

Select a Date Range option:
a. Today
b. Yesterday
c. Last 7 Days
d. Last 30 Days
e. Month-to-date

f. Custom
7. Select the appropriate System Labels(optional).

8. Select the appropriate User Labels(optional).

9. Select the Transaction Type from the list of options.
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a. Platform Fee Per IMSI
b. Surcharge Fee

c. eSIM Fee

d. eSIm Swap Fee

e. Manual Adjustment

f. Internal Balance Transfer

10. Select the Reason from the list of options.
a. No Reason
b. Network Activity
c. Discount
d. Rates Adjustment
e. Refund
f. Credit
g. Shipment Cost
h. Order Cost
i. Debt

j- Select an Event Date.

11. Select an Event Date.
12. Click Execute to generate the report.

13. Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

A description of the report parameters is provided in this table.

Attribute Description

ICCID/EID The SIM ICCID or EID the transaction was performed on
Transaction ID Automatically generated ID for this transaction

Type The type of top-up performed on this transaction
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Attribute
Operation
Amount
Currency
Subscriber ID
Transaction Date

Account ID

Account Name
Labels
System Labels

Reports

Description

The action performed on this transaction (Credit or Debit)
The monetary amount of this transaction

The currency of the monetary amount

The subscriber on whose SIM the transaction was performed
The date of the transaction

The account ID of the SIM on which the transaction was
performed

The account name attached to the Account ID
Label(s) that you have attached to this SIM
System Label(s) that are attached to this SIM

Usage DR Records Report

The Usage DR Records Report details the SMS and data usage for a selected sub-account
during a specified time period.

A screen capture of the Charges DR Records report is shown here.

Report Type Accounts DateRange  System  User Export Execute
Labels Labels

B Products Reports

My Orders SCHEDULED HEPORTS REPORTS HISTORY

" Dashboard

fes View Repprts

(9 SMs Provisioning (] .

$ Batch Operations ; DF;F , =

sage DR Records oday

(3] Plans

&, My Sub-Accounts FloLive ‘ - .

X Providers

() Rates : '

E. Events

rvice T
u;i"'* Rules & Notifications v
SIM Identifier
To generate a Usage DR Records report, do the steps:
1. Select Reports from the sidebar Menu.
2. Select the View Reports tab.
3. Report Type and select Usage DR Records from the list.
4. Select one or more Accounts to include in the report.
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Reports

5. Select a SIM Identifier Type.

6. Select a Date Range option:

a. Today
b. Yesterday
c. Last 7 Days

d. Last 30 Days

e. Month-to-date

f. Custom

7. Select the appropriate System Labels (optional).

8. Select the appropriate User Labels (optional).

9. Click Execute to generate the report.

10. Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

A description of the report parameters is provided in this table.

Attribute
Account

Start Time
End Time

ICCID/IMSI/MSISDN/EI
D

Service

Quantity

Quantity Unit

Charge/Charge Unit
Country

Network

Session ID

Description
The account containing the SIM that generated this CDR/DR

The start time and end time of the service usage invoked and that
generated this CDR/DR. Format: yyyy-mm-dd HH:MM:SS (24-hour
format)

The SIM ID

The service used. Range: SMS, Data

The usage volume, without the unit of measurement
The unit of measurement of the Quantity, for example:

o SMS for an SMS message
o MB for data usage volume

Charge amount/Currency

Country where the service was used

The network in which the service was used

An ID that can be used to search for this service session
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Attribute Description
Plan Name The name of the Billing Plan attached to this Account

The Billing Plan type:
o) Regular: Rate, Money or Usage

Plan Type

o Pool
Labels Label(s) that you have attached to this SIM
System Labels System Label(s) that are attached to this SIM
UE IP V4 The IP address allocated to the device
APN APN used by the device

12.1.8 Usage Summary Per SIM

The Usage Summary Per SIM Report details the SMS and data usage for a selected SIM during
a specified time period. This type of report offers both Basic and Detailed view modes.

NOTE: This report type has 2 variations including Basic and Detailed view modes.

A screen capture of the Usage Summary Per SIM report is shown here.

Report Type Accounts Date System User Export Execute
Range Labels Labels
Reports
EDULER REPOR EPORT
View Reports
Llsage summary per SIM Today
®
FloLive .
® ® L]

Usage summary per SIM
m

swccomT  sTARTT|ME o mE Lsesson pama quanTTTy SSouaTTY  Lasels SysTEMLABELS

SIM Identifier Service Report Data Basic /Detailed Report

To generate a Usage Summary Per SIM report, do the steps:

1. Select Reports from the sidebar Menu.
2. Select the View Reports tab.
3. Report Typeand select Usage Summary Per SIM from the list.
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N oo s

a. Today
b. Yesterday

c. Last 7 Days

d. Last 30 Days

Reports

Select one or more Accounts to include in the report.
Select a SIM Identifier Type.
Select a Data or SMS Service Type.

Select a Date Range option:

e. Month-to-date

f. Custom

Select the appropriate System Labels (optional).
Select the appropriate User Labels (optional).
Click Execute to generate the report.

Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

A description of the report parameters is provided in this table.

Attribute
Account

Start Time
End Time

ICCID/IMSI/MSISD
N

Country
Provider
Network
Total Session
Data Quantity
SMS Quantity
Plan Name
Plan Type
Labels

floLlve Ltd. Proprietary Information

Description
The account containing the SIM that generated this CDR/DR

The start time and end time of the service usage invoked and that
generated this CDR/DRFormat: yyyy-mm-dd HH:MM:SS (24-hour
format)

The SIM ID

Country where the service was used

The IMSI provider of SIM services

The network in which the service was used

The total number of grouped CDR/DR generated
The volume of data usage (MB) by this SIM

The number of SMS messages sent by this SIM
The name of the Billing Plan attached to this SIM
The Billing Plan type, Regular or Pool

Label(s) that you have attached to this SIM
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Usage Per Account

The Usage Per Account report displays the usage of data and SMS per account during a
specified time period. The report includes breakdown per day, provider, country, network
and service type.

A screen capture of the Usage Per Account report is shown here.

Report Type Accounts DateRange  Service Export Execute
Type
(5 Products Reports
£] MyOrders SCHEDULED §EPORTS REPORTS HIS[ORY
! Dashboard
il sws View Reprts
(4] SIMs Provisioning ‘ '
§& Batch Operations oL i . ' |
Usage Per Account Last 12 Months
(8] Plans .
. My Sub-Accounts FloLive * b ']
Usage Per Ackount 4 [ ]
d‘- Rules & Notifications v . "
B Order SIMs
ACONT  ED DATE PROVDER | COUNTRY NETWORC  MMOFMSS  SERVEE  QUANTTY  CUGTIYUNT  CHAE CHARGEUNT  PLANNAME
B Billing & Invoices
W FleLive 647154 715 2020670 EU1 Latvia LALM Dta 1 M
i} Settings
FloLive 0240 sael SRCL Deta 3 MB
FloLive BI4TISEAOTOZSOTIRNGTEONOAESH 20280600 EUY Israel SRCL Data 4 MB 027486633 GBP Subscriber B
SIM Identifier Report Data

To generate a Usage Per Account report, do these steps:

Select Reports from the sidebar Menu.
Select the View Reports tab.

Report Typeand select Usage Per Account from the list.

1.
2
3
4. Select one or more Accounts to include in the report.
5. Select a SIM Identifier Type (optional).

6

Select a Date Range option:
a. Today
b. Yesterday

c. Last 7 Days
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d. Last 30 Days

e. Month-to-date

f. Custom

7. Select the appropriate Service Type (optional).

8. Click Execute to generate the report.

9. Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

A description of the report parameters is provided in this table.

Attribute
Account

EID

Date
Provider
Country
Network
Num of IMSIs
Service
Quantity

Quantity Unit

Charge/Charge Unit
Plan Name/Plan
Type

Parent name

Description

The account in which the service usage was invoked

The EID (eUICC SIM ID) if the usage was recorded on an eUICC SIM
The date the service usage was invoked

The provider who supplied the service

Country where the service was used

The network in which the service was used

The number of SIMs included in this daily report for this account
The service used Range: SMS, Data

The usage volume, without the unit of measurement

The unit of measurement of the Quantity, for example: SMS for an
SMS message MB for data usage volume

Charge Amount/Currency
The Billing Plan Name and Type attached to this account

The parent account of this account

12.1.10 Monthly Usage Growth

The Monthly Usage Growth report compares usage between two different months.

A screen capture of the Monthly Usage Growth report is shown here.
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Report Type Menth A Account  Month B Execute
(8] Products RepOI’tS
{5] MyoOrders SCHEDULED REPOATS REPORTS HISTORY
44 Dashboard
7 =l View Regorts
{@ SIMs Provisioning '
€ Batch Operations P . $
Monthly usage growth FloLive
(5] Plans
2. My Sub-Accounts May 2024 . i February 2024
q Providers
R i3 Monthly usage growth 11
£ Events
'
USED INSIS USEDIMSIS USED SINS USED SIMS DATA USAGE DATA USAGE SMES USAGE SMS USAGE
& Rules & Notifications v CUSTOMER t g ?
E Order SiMs Fiolive 52474 0 s44083 0 2619503M8 ome

B Billing &Invoices

To generate a Monthly Usage Growth report, do these steps:

Select Reports from the sidebar Menu.

Select the View Reports tab.

Report Typeand select Monthly Usage Growth from the list.
Select one or more Accounts to include in the report.

Month A and select a start date.

Month B and select an end date.

Click Execute to generate the report.

© N o U ok~ W Noe

Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

NOTE: When you select the month, the report displays month-to-date data, that is, from the
first day of the month to the current date (the day you generate the report).

A description of the report parameters is provided in this table.
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Attribute
Customer

Used IMSIs Month A

Used IMSIs Month B

Used SIMs Month A

Used SIMs Month B

Data Usage Month A

Data Usage Month B

SMS Usage Month A

SMS Usage Month B

Reports

Description

The account holding the Active SIMs and IMSls

The total number of Used IMSiIs in the Customer Account in
Month A (the end comparison month)

The total number of Used IMSlIs in the Customer Account in
Month B (the start comparison month)

The total number of Used SIMs in the Customer Account in
Month A

The total number of Used SIMs in the Customer Account in
Month B

The total Data usage volume used by the Customer Account
in Month A

The total Data usage volume used by the Customer Account
in Month B

The total SMS volume used by the Customer Account in
Month A

The total SMS volume used by the Customer Account in
Month B

First Time Activated

The First Time Activated SIMs report provides customers with a list of SIMs activated for the
first time during a specified reporting period. The report helps customers identify newly
activated SIMs to facilitate internal business actions such as invoicing and notifications.

NOTE: Only SIMs activated for the first time within the defined period are included in the
report. For example, a SIM activated on 10/1/24 will appear in a report covering 1-31/1/24

but not in 1-31/2/24.

To generate a First Time Activated SIMs report, do these steps:

1. Select Reports from the sidebar menu.

o vk W N

a. Today

b. Yesterday

Select the View Reports tab.

Go to the Report Type field and select First Time Activated Reports from the list.
Select one or more Accounts to include in the report.

Select a SIM Identifier Type (optional).

Select a Date Range option:
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c. Last 7 Days
d. Last 30 Days
e. Month-to-date

f. Custom
7. Select the appropriate Service Type (optional).
8. Click Execute to generate the report.

9. Click Export to download the report in .csv format.

TIP: To edit the report, modify the report filters and click Execute again.

A screen capture of the First Time Activated Reports is shown here.

Report Type Accounts Date Rangs M0 Expart Exacute
Reports
]
Wiew Regalte
y b
L ]
.
First Cime activatad SIM
m
1 - - -
¥
[ 5
Aocount Mama ICCID M5 First Tirme Activation

A description of the report parameters is provided in this table.

Attribute Description

Account The account in which the service usage was invoked
Date The date the service usage was invoked

ICCID/IMSI The SIM ID
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12.3 Scheduled Reports

Account users can create automated reports to run periodically on the system. Each
scheduled report requires a Report Name, a Report Type, and Scheduling setting.

A screen capture of the View Reports homepage is shown here.

Report Name Report Type Create New

5] Products RepOl’tS
£] MyOrders JIEW REPORTS REPORTS HISTORY
1 Dashboard
d sims Scheduled Reports
(9 SIMs Provisioning

€ Batch Operations

REFORTNAVE (] RRORTTYRE SCHEDULING SETTNGS
[§] Plans

Summary Report ency Weekly, Execut on
2, My Sub-Accounts Summaty Repor Weekly, o

)
& Providers

() Rates n Use sims example

£ Events un Used Siks Fraquency Weekly, Execution day Tue,Perad Wed - Te (o previous week

_ Sy SR ol

A 4
g Rules &Notifications v e TT— Summary Report equency Daly

B Order SIMs

G Billing & Invoices

ccounts usage Usage Per Account ency Dailv

12.3.1 Scheduling FrEquency

A definition of the scheduling frequency concepts is provided in this table.

Report Type Details
Generated every day at a specified time. These reports provide a daily
Daily Reports overview of data and ensure up-to-date information is available on a
daily basis.

These reports summarize data on a weekly basis, offering insights over
a 7-day period.

Weekly Reports o Execution Day: The specific day of the week (e.g., Monday,

Wednesday) on which the report is generated.

o Start Day Period: The initial day from which the weekly
reporting period begins (e.g., the first Monday of the reporting
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Report Type Details

period). These reports summarize data on a weekly basis, offering

insights over a 7-day period.

These reports aggregate data on a monthly basis, providing a
comprehensive view over a 30-day period.

o Execution Date: The specific day of the month (e.g., 5th, 15th)

on which the report is generated.
Monthly Reports

o Start Date Period: The initial date from which the monthly
reporting period begins (e.g., the 1st of the month). These reports
aggregate data on a monthly basis, providing a comprehensive

view over a 30-day period.

12.3.2 Create Scheduled Report

To create a scheduled report, do these steps:

Select Reports from the sidebar Menu.
Select the Scheduled Reports tab and click +Schedule.
Type a Report Name.

1
2
3
4. Select a Report Type.
5. Enter the required information for the selected Report Type.
6

Specify the Scheduling Settings:
o Daily: Report is generated for the selected day.

o Weekly: Select a Start Day to specify the report period and an Execution Day on

which the report is generated.

o Monthly: Select a Start date to specify the report period and an Execution Date on
which the report is generated.
7. Set the Frequency and Execution Date for weekly and Monthly periods.
8. Click Apply to set Scheduling Settings

9. Click Create to generate a scheduled report. The report is added to the
Scheduled Reports table.

10. Click Reports Historyto view all generated automated reports.
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12.4 Reports History

The Reports History module serves as a central archive for all users automated reports
generated by the system. The Reports History module enables users to access, search filter,
and export historical report data. Each report is listed as a table entry containing detailed
information as well as options for users to delete or export the report data.

A screen capture of the Reports History page is shown here.

Report Table Search Filter
Report  Panel

5] Products Reports
(%] MyOrders VIEW REPORTS SCHEDULED REPORTS
4 Dashboard

Reports History

(o]
<

CREATION DATE TINE (UTC) REPORT NAME REPORT TYPE STATUS

=

X Providers 6.2024

B =

£ Events

10.06.2024
_ L

2 &5

& Rules & Notifications v

=}

=

B Order SIMs

=]

=

— o
=
— o

Export Delete
Report Report

12.4.1 Filter Reports

To filter the reports table, do these steps:

Select Reports from the sidebar menu.
Select the Reports History tab to display a list of reports.

Click the Filter icon to display the filter options.

Select a Report Type.

1.

2

3

4. Select a Creation Date.
5

6. Select the report Status.
7

Click Apply to display the results in the Report History table.
12.4.2 Search Report

To search for a report, do these steps:

1. Select Reports from the sidebar menu.

2. Select the Reports History tab to display a list of reports.

floLlve Ltd. Proprietary Information 258 of 297



floLIVE User Manual Reports

3. Click the Search icon to display the search box.

4. Type a Report Name and click theRefresh icon to display the results in the
reports table.

12.4.3 Export Report
To export a report, do these steps:

1. Select Reports from the sidebar menu.
2. Select the Reports History tab to display a list of reports.

3. Navigate to a report listed in the table and click Export.

TIP: The report data is exported to a csv and located in the Downloads folder on your
computer.

12.4.4 Delete Report

To delete a report, do these steps:

Select Reports from the sidebar menu.
Select the Reports History tab to display a list of reports.
Navigate to a report listed in the table and click the Delete icon.

Click Yes to confirm deletion of the selected report.

Ll

IMPORTANT: The platform automatically deletes old reports from the system. It is strongly
recommended that you regularly export and locally archive all of the required reports to your

local archive (each month).

12.5 Data Retention Policy

The data retention policy is as follows:

o Available Data: Six months after being recorded, data is archived and requires a
special request from Platform Customer Support to be retrieved.

o Archived Data: 24 months after being recorded, data is deleted permanently
from the archive and can no longer be retrieved.

12.6 Data-Retention Categories

There are three categories of data retention:
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o Available Data (Online Data) : Historical data that is available and can be retrieved
and viewed directly from the Portal and Public APl interfaces.

o Archived Data (Offline Data): Historical data that is not available from the Portal
and Public APl interfaces; this data can be retrieved by a formal request to the
platform Customer Support team.

o Deleted Data: Data that has reached its retrieval expiration date and has
therefore been deleted permanently from the CMP databases and can no longer
be retrieved.

12.7 Data Archiving

The data-retention policy is applicable for all Detail Records (DRs) and for the data used to
create the reports generated by the system.

12.8 Recommendations for Retaining Data

It is strongly recommended that you regularly export and locally archive all of the required
reports of your accounts and sub-account™ s. It is recommended that perform this activity
on a monthly basis.
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Providers Module

Use the Providers module to assign (IMSI) providers to sub-accounts (customers) or to detach
providers from a sub-account.

NOTE: You need Admin permissions to access the Provider module features.

Guidelines

These guidelines explain how the Providers module works.

o The Parent account of a target sub-account owns and manages all available
providers.

o Allocation of all providers is at the discretion of the Parent account. The Parent
account can allocate any or all providers to each one of its sub-accounts.

o Each account can allocate only those providers allocated to it by its Parent
account to its child accounts.

o When a new provider is added to the system, it is not automatically added to
existing sub-accounts.

o When a new provider is added, you need to allocate it to one or more existing
sub-accounts (refer to "Allocate Providers to Sub-Accounts"” on page 268).

o A newly created sub-account will, by default, be allocated all its Parent account's
available providers.

IMPORTANT: A provider that is allocated to a sub-account cannot be de-allocated from that
sub-account by its Parent account until the sub-account de-allocates that provider from its
sub-accounts.

Auto-Assignment
The auto-assignment feature is enabled by default. When a new sub-account is created at
any level (Parent, sub-account level 1, child accounts level 2 or below), the creator's allocated

providers are automatically assigned to it. When the Parent account creates a new sub-
account, its providers are automatically allocated to the new account.

Self Upload of Buy Rates

The Self-Upload feature allows sub-accounts to upload their own Buy Rates for a specific
provider.
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13.3.1 Default State

By default, this feature is turned off and must be activated by the Parent account.

o When activated: Sub-accounts (Level 2) associated with the provider can upload
their own Buy Rates.

o When not activated: Sub-accounts can only view Buy Rates provided by their
Parent account (Level 1) and cannot upload their own rates. This is further
explained under Parent Account Rates (Buy Rates).

13.3.2 Guidelines:

o The Self-Upload feature is available only to authorized users.
o Only a Parent account can activate this feature for its sub-accounts.

o The feature is restricted to second-level sub-accounts (Level 2). Parent accounts
(Level 1) cannot use this feature for themselves or for third-level sub-accounts.

13.4 Providers Page

The Providers page opens to the My Providers tab, which contains a list of providers available
to the account you are now logged into. If you are the Parent account, then you own all
providers and can allocate all or any of them to your sub-accounts (customers). The following
figure shows an example Parent Account Providers page opened to the My Providers tab.

Providers

SUB-ACCOMNT PROWMDERS

My Providers

Providers Module Initial Page: Parent Account

Attribute Description

My Providers Lists all providers available to the current account and that can be
Table allocated to this account's sub-accounts.
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Attribute Description

Lists all providers available to this account and that can be allocated to

Provid
(CrgIvL:r:r:) sub-accounts using the functionality of the Sub-Account Providers tab
(see "Allocate Providers to Sub-Accounts" on page 268)
This toggle is not applicable to a Parent account and the On setting
Allow Self- . . .
Upload cannot be changed in the My Providers tab, but only in the Sub-Account

Providers tab described below.

Sub-Account Providers Tab
The Sub-Account Providers tab provides the functionality that allows the current account (the
account that you are logged into) to allocate providers to its sub-accounts. The following

figure shows the Sub-Account Providers tab of the Parent Account with a selected sub-
account.

Providers

Y AT

Sub-Account Service Providers

Providers Page of Parent Account, Sub-Account Providers Tab—Provider List: Example

Attribute Description

My Providers Lists all providers available to the current account and that can be
Table allocated to this account's sub-accounts.
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Attribute Description

Select Sub-

. Select the sub-account that you are allocating Providers to.
Account Field

Lists all providers available to this account and that can be allocated to
Provider the selected sub-account (in the Select Sub-Account field); select (check
(Column) box) of all providers you want to allocate ("Allocate Providers to Sub-
Accounts" on page 268)

When activated, this option allows a sub-account (of the Parent
account) with an allocated Provider to upload the Buy Rates for that

provider (Self-Upload)

Allow Self-

Upload Default: turned off

This toggle is reserved for second-level sub-accounts (sub-accounts of

the Parent account) and is available only to authorized sub-accounts
(such as MNOs) ("Self-Upload" on page 272)

To open the Providers page of the Parent account:

1. Loginto the Parent account.

2. From the Navigation pane, click Providers.
The Providers page of the Parent Account opens to the My Providers tab, which shows all
available providers in the system, all or any of which the Parent Account can allocate to its

sub-accounts.

Notice that Allow Self-Upload is enabled and grayed out for all providers in the Parent
account.
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Providers

SUR-ACCOUNT FACWDERS

My Providers

Providers Page of Parent Account, My Providers Tab: Example
3. Click the Sub-Account Providers tab.

The Sub-Account Providers tab opens to a blank table. It is used by the Parent account to
allocate Providers to its sub-accounts. When you select a sub-account, all the providers that
the Parent account has to allocate appear.

PROVIDERS

Providers

MY PROVIDERS

Sub-Account Service Providers

Select Sub-Account -

@ Please Select a sub-account

Providers Page of Parent Account, Sub-Account Providers Tab—Empty: Example
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Providers

M RETAOE

Sub-Account Service Providers

Providers Page of Parent Account, Sub-Account Providers Tab—Provider List: Example

Providers Page Operations

This topic describes how to open the Providers page and access its functionality; it uses the
Parent account Providers page as an example.

For allocating providers and see how this allocation is integrated into the Connectivity Rates
module, "Allocate Providers to Sub-Accounts" on page 268 and "Integration of Allocated
Providers into the Connectivity Rates Module" on page 270.

For de-allocating a provider, "Allocate Providers to Sub-Accounts" on page 268.

For the Self-Upload feature, "Self-Upload" on page 272.

To access Providers-Page functionality (using Parent account example):

1. Assume you are logged in as the Parent account.

2. From the Navigation pane, click Providers.
The Providers page of the Parent Account opens to the My Providers tab, which shows all
available providers in the system, all or any of which the Parent Account can allocate to its

sub-accounts.

Notice that Allow Self-Upload is enabled and grayed out for all providers in the Parent
account.
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Providers

SUR-ACCOUNT FACWDERS

My Providers

Providers Page of Parent Account, My Providers Tab: Example
3. Click the Sub-Account Providers tab.
The Sub-Account Providers tab opens to a blank table. It is used by the Parent account to

allocate Providers to its sub-accounts. When you select a sub-account, all the providers that
the Parent account has to allocate appear.

Providers

B PR

Sub-Aocount Serice Prowders

Providers Page of Parent Account, Sub-Account Providers Tab—Empty: Example
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Providers

Y AT

Bub-Account Sendce Providers

Providers Page of Parent Account, Sub-Account Providers Tab—Provider List: Example

13.5 Allocate Providers to Sub-Accounts

Guidelines

The guidelines for allocating Providers to sub-accounts are listed in "Providers Module" on
page 261.

This procedure begins with the Parent account, which owns all Providers and can allocate
any or all of them to any of its sub-accounts (customers).

Use this procedure for de-allocating providers also. De-allocating a provider is described
below.

To allocate providers to sub-accounts:

1. From the Navigation Bar, click Providers.

The Providers page opens to the My Providers tab, which shows a list of all available providers
in the Provider column of the My Providers table ("Providers Page" on page 262

2. Click the Sub-Account Providers tab.

The Sub-Account Providers tab contains the functionality for allocating Providers to sub-
accounts ("Providers Page" on page 262
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Priondiders

Providers Page Initial Sub-Account Providers Tab

2. Click the Select Sub-Account field and select the sub-account you want to allocate
Providers to from the list.

A list of available providers appears ("Providers Page" on page 262).

3. Select all those providers you want to allocate to the selected sub-account.

Pronviders

Providers Page Sub-Account Providers Tab with Selected Providers

3. [Optional, Parent Account Only] Turn on the Allow Self-Upload toggle (default is
turned off) for any selected provider if you want to allow the selected sub-
account to upload Buy rates for that provider in the Connectivity Rates module.

This toggle is used only for first-level sub-accounts of the Parent account and only for
authorized users, such as MNOs.

4. Click save.

All providers that you selected are now authorized for the selected sub-account. These
allocated providers are integrated into the Connectivity Rates module. Only these allocated
providers appear in the Rates tables of the sub-account ("Integration of Allocated Providers
into the Connectivity Rates Module" on page 270).

To de-allocate providers from the selected sub-account:

You can remove a provider only if it is not used by any lower-level sub-accounts.
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From the Navigation Bar, click Providers.
Click the Sub-Account Providers tab.

3. Deselect (remove the check mark from the check box) of the provider(s) you
want to remove.

4. Click save.

Integration of Allocated Providers into the Connectivity Rates
Module

Once you allocate providers to a sub-account, only these providers appear in all Rates tables
of this sub-account in the Connectivity Rates Module.

This topic presents an example of integrating Parent-account Provider allocation into the
Connectivity Rates module.

The following figure shows an example of the providers allocated by the Parent Account to
sub-account test1703:

o Brazill
o EU1

o Provider H

Sub-Account Service Providers

Providers Page: Parent Account Allocation of Providers to a Sub-Account from the Sub-
Account Providers Tab

To view integration of these allocated providers in the Connectivity Rates module:
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1. Assume that you are the user that owns the selected sub-account test1703 with
the allocated providers.

2. From the Navigation Bar, click the Providers tab.
The Providers page opens to the My Providers tab, which shows those providers allocated to

your account, test1703, by your Parent account; you can now allocate these providers to
your customers and upload Sell Connectivity Rates for these providers.

SARR-ACC0AUN

My Providers

PRIVIDOER ALLIOW SELFOPLOAD

Providers Page: Sub-Account with its Allocated Providers in the My Providers Tab

3. From the Navigation Pane, click Connectivity Rates and open the Rates table for
any sub-account-Country combination, as described in "Sub-Account Single
Provider-Operator Markups" on page 187 .

You will see that only those providers allocated to you appear in the Rates table, as shown in
the following example:
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COMNMECTIVITY RATES

Connectivity Rates

test1703_3 Afghanistan, United Kingdaom

~ | Afghanistan

PROVIDER OPERATOR PLMN DATA COST (MA)

Provider H MTHM Afghanistan AFGAR 0006475776 (EU
Provider H Afghan Wireless Comm.. {3) AFGAW 011409408 (EUR
Provider H Emirates Telecammuni.. () AFGEA 0.1128520992 (EU
Prowider H Telecom Development ... (i) AFGTD 01116711904 {(EW

~ B2 United Kingdom

PROVIDER OPERATOR PLMN DATA COST (MB)
Provider H Hutchison 3G UK Limi... () GBRHU 0.002555904 (EUR
Pravider H Jersey Airel Limite.. () GERA.J 0.004534272 (EUR

Connectivity Rates Table Showing Allocated Providers for a Selected Country

Self-Upload

Self-Upload is activated per provider (default is turned off). When activated, the sub-account
that has this provider allocated to it can upload its own Buy rates for that provider.

Without this feature activated, the sub-account can only view Buy Rates provided by its
Parent account and not use its own Buy Rates. This functionality is described in "View Parent
Rates " on page 174

Guidelines

The Self-Upload functionality is limited to authorized users only.
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Self-Upload can be implemented only by an authorized Parent account.

The Parent account can activate the feature only for second-level sub-accounts (where the
Parent account is Level 1 and the sub-account is Level 2).

Activating Self-Upload

The Self-Upload functionality allows Parent accounts of type Mobile Network Operator
(MNO) that own their own IMSI to set and upload their own IMSI providers connectivity
rates.

You must be an authorized user to activate Self-Upload for a provider when allocating that
provider to a sub-account. See also "Allocate Providers to Sub-Accounts" on page 268

To activate Self-Upload (performed by Parent account):

From the Navigation Bar, click Providers and do the following:.
Click the Sub-Account Providers tab.

Select the sub-account you are allocating providers to.

wo N e

Select (check box) providers to be allocated to the sub-account.

The Self-Upload toggle is activated for all selected providers:

PROVIDER ALLOW SELF-UPLOAD

Brazil 1

Provider H

Od Africa 1

2. Activate the Allow Self-Upload toggle for the relevant provider(s):

PROVIDER ALLOW SELF-UPLOAD

Brazil 1

3. Click Save.

The Self-Upload feature is activated for the selected providers. Now, the sub-account can
upload Buy rates for this provider in the Connectivity Rates module.

How to Self-Upload Buy Rates

The sub-account can upload Buy Rates for the provider allocated to it (when Self-Upload
privileges are activated).

floLlve Ltd. Proprietary Information 273 of 297



floLIVE User Manual Providers Module

TIP: The uploading of rates is done in the " Rates and Fees" on page 173

To upload Buy Rates for an allocated provider, do these steps:

Click Connectivity Rates on the navigation sidebar.
Select My Rates from the Select Account field.
Click Upload as Parent . A dialog box for uploading rates by Excel file is displayed.

A dialog for uploading rates by Excel file appears

LA A

Click the Upload Modeand select the appropriate Upload action:

o New/Update: New rates in the Excel file are added, and existing rates with

changes are updated once loaded into the system.

o Delete: Enables sub-accounts to remove uploaded Buy Rates for a provider

when Self-Upload is activated.

o Full Update: Replaces all existing account rates with those in the Excel file:
New PLMN rates are added, existing rates are updated, and rates not in the

Excel file are removed.

6. Click Select IMSI providerand select a Provider with Self-Upload privileges. A
dialog for uploading rates by Excel file is displayed.
7. Browse or drag the Excel file into the Drag Your Files field and click Upload..

NOTE: When the Excel file is uploaded you can sell these rates to your customers.
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Billing & Invoices

This module enables users to make manual billing adjustments for account transactions and
download account invoices to track payments .

o Billing Adjustments: Make precise adjustments to billing by account or by ICCID to
correct billing discrepancies, apply discounts, make refunds or adjust charges as
needed.

o Invoices: Access, search and download invoices per account in PD or XML format.
There are two methods to perform billing adjustments:

o Manual Adjustment: Involves adjustment for a sub account via the portal
interface.

o Batch Operation: Handles multiple entries simultaneously via upload of a csv file

Invoice Module

The Invoices Module enables you to view and download all generated account invoices and
monthly reports directly from the CMP portal.

The Invoices Module includes these files:

o Monthly usage report (in CSV or Excel format)

o Monthly invoice in (PDF format)

Invoice Table
The default list of invoice is My Account, that is the account you are currently logged into. By
default, any invoices that have been uploaded previously are listed in the table in descending

order of the Upload Date. However, you can sort the table by Upload Date or by Invoice
Name.

Account Invoices
Click the Account list to choose any account you have access to and display the invoices that

have been uploaded to the account selected; if no invoices have been uploaded, the No Data
Found message appears.

Search for Invoice

You can search the table by Invoice Name only. The Search mechanism can find invoices with
a partial name entry. The Search engine is not case sensitive.
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Download Invoice
To download an invoice for an account, do these steps:

Select Billing & Invoices from the sidebar menu.
Click the Invoices tab.

Select an Account to display a list of invoices.

A LW nNpoe

Scroll the list of invoices and click the Download icon to save invoice to
computer.

To download multiple invoices, select the checkbox for each row and click the Download
button displayed at the top of the page.

Make sure you make a regular monthly backup of all invoices and reports and files download
to a local drive.

Here is a screen capture of the Invoices screen.

o Select Account o List of Invoices o Download
Billing & Invoices

Invoices

olgal 34

[} IHVOICE NANE NVOICE MUMBER INVOICEPERICD CREATION HWTE TAMABLE AMOUNT A AMOUNT TOTAL AMOUNT INVOIE FoRMA sTanS

oo o|Q|D|g

m]

14.2 View Transaction Details

When a billing adjustment via batch operation is complete, it is recommended you verify the
updated data in the Transaction Details report. To display the transaction details, do these
steps:

1. Select Reports from the sidebar menu.

2. Report Type and select Transaction DR Records.
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3. Select an Account and enter the Report parameters.

4. Click Execute to update the Transaction DR Records table.

5. Scroll the page and review the batch operation data in the Transaction DR
Record) table.

Here is a screen capture of the Transaction DR Records for an example billing adjustment.

o Transaction DR Records o Billing Adjustment o Execute

Reports

View Reports

Transaction DR Records Last 12 Months

111, final pem, My Account, fsdfdsfsdr, gafgaf, gfaghdr.. ~ _NERYA_, _NERYA_1_,_NERYA_2_, NERYA_3_ automat..”

Manual Adjustment

Credit, Debt, Discount, Dragons, Network Activity, Order..~

ol

Transaction DR Records

o w TRANLACTION © TRANLACTICN TvPe Rtason oreaaTon Ty eINTOATE OGRAL U AMOUNT T apacuat

Billing sasTiamzszy SRR OSTI SIS TICHETT  Manusl Aduetmen Spmant COst - ) .
o Adjustment ———@ R TR . el = . _—

Details

Invoice Email Notification

This feature enables customers to receive an email notification to an email address
associated with the account when the billing cycle is complete and an invoice is generated.

To create an Email Notification when an invoice is created, do these steps:

1. Select My Sub-Accounts from the sidebar menu.

2. Click the Addresses tab to create a new address or select an existing address
from the list.

Select Shipping from the Address Type.
Enter the Email address in the email field and click Save Changes.
Select the Billing & Invoice tab.

Select Invoice Configuration from the Billing & Invoice sub-menu.

N o u &~ W

Invoice Notification and select True.
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8. Notification Method and select Email.

9. Click Update to save changes.

A screen capture of the Email Notification settings is shown here.

Invoice Notification
Notification Method

] Producs public create acfount 12817
ﬂ My Orders ACCOUNT CONTACTS ADDRESSES EXTERNAL PARAMETERS
| Dashboard
a sis Billing & Invoice
(4 SIMsProvisioning

gilling Cycle Definition

Payment Due Al VAT

%0 DAYS 0 %

Invoice Tex
B Events o

025 sD
B Reports
@ Rules & Notfications v L) 0 0

True

B Order SIMs

False

ML ipice temla
Defautt XML

14.4 Manual Adjustment

To make a manual billing adjustment for an account, do these steps:

1. Select Billing & Invoices from the sidebar menu.
2. Click the Billing Adjustments tab.

3. Select one of these options:
a. By Account

b. By ICCID
Select an Account from the list.
Enter a billing adjustment Amount.. Use a negative amount for refund or credit.
Select the applicable account Currency.

Enter the billing adjustment Quantity.

© N o un s

Select one of these Reason options:

a. Network Activity
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b. Discount
c. Rate Adjustment
d. Refund

e. Credit
9. Add additional information in the Description field (optional).
10. Enter the billing adjustment Event Date.

11. Click Create to execute the billing adjustment.

When the billing cycle is complete, the billing adjustment is displayed in the invoice.

Here is a screen capture of the Billing Adjustment screen.

Billing Adjustments Invoices Invoices

Billing & Invoices l l

Billing Adjustments

Bysciamt () Byicem

]

Account/ICCID Details
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System Settings

The Settings module serves as a centralized hub for managing essential configurations and
administrative tasks. This module contains various sub-modules, each displayed in a separate
tab.

Here is a screen capture of the Settings module.

Users Labels Terms of Use GL Codes Audit Trail External SMS Billing
Parameters Content & Invoice

A description of the Settings module functions is provided in this table.

Sub-Module Description
Manage user accounts, roles, passwords and permissions

Users s
within the system.

Define and organize labels for categorizing SIMs and

Labels
plans.

Upload, download or delete legal agreements that users

Terms of Use .
must accept to use SIM services.

GL Codes Manage General Ledger codes for financial tracking and
reporting.
View all actions and changes made by users based on

Audit Trail specified time frame.

Define External Parameter names to enable batch
External Parameters integrations and data exchange for per account, SIM,
plan, product and package.

Manage SMS message templates for customer

SMS Content e s -
notifications and communication.

Manage billing processes and invoice generation for

Billing and Invoice
customers.
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Display List of Users

The Users table provides a list of all defined user accounts in the system. A screen capture of
the Users table is shown here.

Users Table of Search Filter Add New
Tab Users Users Users User

Create user

F G H
Create New User Show No. File
Dialog Box of Users Per Page Actions

You can perform these actions on the table contents:

Action Description
Filter Filters the grid based on account, role or type.
Search Search for a specific user.

Rows per Page
Page Navigation
Action Control

Add New User

Display control of how many rows to display.
Previous and Next arrows to scroll between pages.
Enables users to edit, login on behalf or delete users

Creation a new user account in the system.

To display the list of users, do these steps:

Select Settings from the sidebar menu.
Select the Users tab to display a list of users.

Scroll the table of users and select the Actions control on the appropriate row.

i N

Use the Search control to find a user account defined in the system.
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5. Use the Filter control to refine list of users displayed in table.
15.1.1 Add New User
To add a new user, do these steps:

Select Settings from the sidebar menu.
Select the Users tab to display a list of users.

Click + User and to display the Add User dialog box.

L e

Select one of these options:
a. My Account

b. Sub-accounts
5. Select an Account from the list.

6. Select an appropriate User Type:
a. Public API: Direct access to the floLIVE CMP PublicAPI.

b. Portal: Access to the floLIVE CMP Portal.
7. To add an avatar, drag and drop an image file in the specified area (optional).
8. Enter a valid Email address.

9. Select an appropriate Role Type:
a. Super admin
b. Support
c. User

d. Read only
10. Enable Multifactor Authentication MFA if required.

11. Click Save and then click Confirm create a new User.

A screen capture of the Create New User dialog box is shown here.
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Users Table of Search Filter Add New
Tab Users Users Users User

F G H
Create New User Show No. File
Dialog Box of Users Per Page Actions

Edit User Profile

To edit a user profile, do these steps:

Select Settings from the sidebar menu.

Select the Users tab to display a list of users.

Scroll the table of users and select the Actions control on the appropriate row.
Click Edit to display the user profile dialog box.

Upload a user Photo or Avatar image.

Select the user Role Type.

N o v ~ wWw N R

Click Save to update the user Profile.

Delete a User
To delete a user, do these steps:

Select Settings from the sidebar menu.
Select the Users tab to display a list of users.
Scroll the table of users and select the Actions control on the appropriate row.

Click Delete to display the Delete User dialog box.

ook W e

Click Delete to confirm the Delete operation.
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Manage Labels

A label is a descriptive identifier assigned to a SIM card defined in Connectivity Management
Platform. Labels are used to categorize and organize SIMs based on specific attributes, such
as usage type, customer group, or plan. By applying labels, users can group similar SIMs
together make it easier to manage and locate SIM cards in the system.

NOTE: Labels are typically limited to a single word without spaces and can only consist of
alphanumeric characters. This naming convention ensures consistency and clarity in
identification.

Create a Label
To create a label, do these steps:

Select Settings from the sidebar navigation menu.

Select the Labels tab to display the labels table.

1.
2
3. Click the +Label button to display the Add Label dialog box.
4. Type a new Label Name.

5

Click Apply to define the label in the system.

TIP: You can assign labels to a SIM directly from the SIMs Table or from the SIMs Info page.
Assigned labels are automatically updated in the Labels table.

Edit a Label

To edit a label, do these steps:

Select Settings from the sidebar navigation menu.
Select the Labels tab to display the labels table.

Scroll the table and selects the Actions control for a selected label.

L e

Enter a New Label Name and click Apply.

15.3 Upload Terms of Use

The Terms of Use agreement module enables you to perform these actions:

o Upload a new or replace an existing Terms of Use of Service agreement
o Delete the current Terms of Use agreement

o Download the current Terms of Use agreement
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A screen capture of the Terms of Use agreements table is shown here.

Terms of Use Terms of Use Upload
Tab Table Button

Upload Terms of Use

D E
Upload File
Dialog Box Actions

15.3.1 Upload Terms Of Use Agreement
When you upload a new Terms of Use agreement, all your new and existing sub-account
users are required to the accept the new terms.

NOTE: You are required to upload the Terms of Use agreement in PDF format.

To upload a new Terms of Use agreement, do these steps:

Select Settings from the navigation sidebar menu.
Select the Terms of Use tab.

Click Upload to display the upload message box.

i N

Click Yes to confirm overwrite of the existing Terms of Use agreement.

Note: If this is the first time you are uploading a Terms of Use agreement, the overwrite
message is not displayed.

5. Place your PDF file in the Upload Terms of Use dialog box.
6. Click Upload to replace the existing file. The file is uploaded and a Success
message is displayed at the bottom of the page.
IMPORTANT: Make sure all your sub-account users, both new and existing) accept the new

Terms of Use agreement.Download
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15.3.2 Download Terms of Use Agreement

15.3.3

15.4

15.4.1

To download the Terms of Use agreement, do these steps

A LW

Select Settings from the navigation sidebar menu.
Select the Terms of Use tab.
Click the Actions control located on the right side of the table row.

Click Download to save a copy of the PDF file to your computer.

Delete Terms of Use Agreement

To delete a Terms of Use agreement, do these steps:

LA A

Select Settings from the navigation sidebar menu.

Select the Terms of Use tab.

Click the Actions control located on the right side of the table row.
Click Delete to remove the PDF file from the table.

Click Yes to confirm the delete operation.

Assign GL Codes

General Ledger (GL) codes are alphanumeric identifiers used to track business activities
related to SIM configurations and plans for specific sub-accounts. GL activity codes refer to
activating, charging, and topping up SIMs. These codes are essential for accounting processes
and are utilized by the platform to generate summary reports.

Types of GL Codes

There are 3 types of GL Codes:

o

(@]

Recurring Fees: Typically monthly charges.
Usage Fees: Charges for data and SMS usage.

Adjustment Fees: Charges include as top-ups, Platform fee per IMSI, Surcharge
Fee, eSIM fee; eSIM swap Fee or Manual Adjustment

Products: Automatic recurring charges for various product services across
accounts..

15.4.2 GL Code Naming Conventions

Ensure that the GL code name adheres to these rules:

o Alphanumeric characters only
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o No spaces or special characters.
o Underline () is allowed.

o No character limit on length.
15.4.3 Guidelines for Using GL Codes

Make sure you implement these guidelines when you use GL codes.

Category Description
GL codes can be defined per charge type within each sub-account. Codes
must be unique within their definition. A validation message is provided if a
violation occurs.
Account Each account can define its GL codes independently. Sub-accounts can create
Hierarchy their own GL codes for child accounts.
More specific GL code definitions override general definitions. For example,
Specificity attaching a GL code to a specific sell plan makes it more specific than one
attached to all sub-accounts.
You cannot apply the GL Code to a Sell plan that has already has another GL

Limitations . .
Code assigned to it.

GL Code
Definition

15.4.4 Define GL Code
To define a GL Code do these steps:

Select Settings from the sidebar menu.

Select the GL Codes tab to display a list of GL Codes.

1.
2
3. Click the +Code button to display the Create GL Code options.
4. Select a *Sub-Account form the list.

5

Select a GL Code type:
o Recurring Fees
o Usage Fee
o Adjustment Fee

o Product
6. Select a Sub Type* if applicable.
7. Type a Code Name*

8. Click Create to update the system with the new GL Code.
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15.4.5 Set GL Code Options

To set GL Code options, do these steps:

Select Settings from the sidebar menu.
Select the GL Codes tab to display a list of GL Codes.
Scroll the GL Code table and click the Actions control for the selected row.

1.

2

3

4. Click Edit to display the GL relevant options
5. Update the Gl Code options as required.

6

Click Update to set GL Code settings
15.5 Audit Trail

The Audit Trail provides a comprehensive log that captures all actions performed by platform
users (both portal users and APl Users). Users can apply specific filters to retrieve relevant
audit information based on the selected criteria. This functionality is vital for monitoring user
activities, ensuring accountability, and maintaining compliance with internal policies and
regulations.

A screen capture of the Audit Trail is shown here.

Audit Trail Audit Trail Set Local Set
Table Tab Time Zone Timeframe

Settings l

Audit Trail

Filter
Actions

A description of the Audit Trail table columns is provided in this table.

Name Description

Date & Time The timestamp of the action.

Username The user who performed the action

Client The client of the account on which the action was performed.
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Name Description

Client IP The client IP.

Category The activity category.

Area The subject area of the action.

Type The activity type performed.

Status Success or Failure of the action.

Behalf on The user on whose behalf the action was performed.

15.5.1 Filter Audit Trail

To filter the audit trail table, do these steps:

Select Settings from the sidebar menu.

Select the Audit Trail tab to display the audit trail table.
Click the Filter control to display the filter sidebar.
Select one or more Users to display user activities.
Select one or more Client type activities.

Select one or more Category activities.

Select one or more Area activities.

Select one or more Type activities.

W 0 N o Uk~ W N

Select the type of Status activity.

Select the Behalf On user activities.

[EEN
©

11. Click Apply to update Audit Trail table display.
15.5.2 Set Time Frame
To set the Audit Trail timeframe, do these steps:

Select Settings from the sidebar menu.
Select the Audit Trail tab to display the audit trail table.

Use the Filter control and click Apply to refine the audit trail activities.

S e

Select the appropriate Time Frame:
o Last 24 hours
o Last 7 days
o Last 30 Days

o Custom Dates
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5. Select the appropriate Local Time Zone:
o UTC

o Browser local time zone

NOTE: All timestamps are set to UTC time by default. To set the timestamp to your local time
zone, turn on the Enable local time zone toggle:

15.6 Manage External Parameters

External Parameters connect your external system identifiers with the CMP system and
enable management of platform entities such as Accounts, SIMs, and Plans using your own
external IDs. The platform utilizes these parameters to generate summary reports, replacing
original entity identifiers with your external IDs. Additionally, External Parameters facilitate
mapping between platform entities and IDs from your external systems, including customer
CRM and ERP systems.

15.6.1 External Parameter Guidelines
Use these guidelines when you create and assign external parameters.

o External Parameters can be searched in the portal Ul.
o Each External Parameter has a user-defined name.

o You can define these External Parameters for each platform entity: Account,
Plan, SIM, Product and Package.

o Each account in the hierarchy can define and use its own set of External
Parameters for sub-accounts.

A screen capture of the External Parameters screen is shown here:

floLlve Ltd. Proprietary Information 290 of 297



floLIVE User Manual System Settings

Account SIM Plan Package Product External Parameter
Tab
Settings l

USERS LABELS TERMS Of USE GL CODES AUDIT TRAIL EXTERNAL PARAMETERS SMS CONTENT BILLING & INVOICE

External[Parameters

ACCOUNT SiM PLAN PACKAGE PRODUCT
SiM
7SIM External Parameters
O e DISPLAY NAME DESCRFTION SEARCHABLE
a 1 1 ves
[n] &0 &0 e Yoo
o extemalCustomerld External Customer id The Id of the customer in external billing system Yes
a NADEMO NA DEMO Nerth American Demo Yes

8 Settings
O systemName System Name The name of external billing system Ho
a Test11.03 x2 Test11.02x22 - ves
[n] Testsil Testsi 123213 Voo

15.7 Create External Parameter

An external parameter is a user-defined identifier that is mapped to platform entities such as
Accounts, SIMs, Plans, Products and Packages. External parameters play a crucial role in
organizing and categorizing accounts, plans and assigned SIMs.

A screen capture of the Parameter page is shown here.

Product Create Create New
External Parameter Parameter

Account SIM Plan Package

Create Product External Parameter X

External Parameter Name*

Display Name*

Add description

@ searchable

NOTE: Select the appropriate sub-category in Step 3 to create an external parameter.
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To create an External Parameter, do these steps:

1. Select Settings from the sidebar navigation menu.
2. Select the External Parameters tab to display the External Parameters table.

3. Select one of the appropriate sub-categories:
o Account
o SIM
o Plan
o Product

o Package

4. Click the + sign on the header. The Create Account External Parameter dialog box
is displayed.

Type an External Parameter Name*.
Type a Display Name*for the external parameter.

Add a description for the external parameter (optional)

© N o U

Check the Searchable option to display the parameter in the system search
results..

9. Click Create to update the Account External Parameter table.

10. Click Submit to update system.

Assign External Parameter Values

After creating External Parameter types for your entities (Account, SIM, Plan), you must set
their values in the respective modules.

NOTE: When you assign values, the external parameters are activated.

Assign External Parameter Value to Account
To assign an external parameter value to an Account, do these steps:

Select My Sub-Accounts from the sidebar menu.
Select an acount from the table to display the Account Details page.

Select the External Parameters tab.

I N

Type a value in the parameter input field.
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5.
6.

Repeat Step 4 to assign values to other parameters.

Click Update to activate the external parameter with the assigned value.

NOTE: When an external parameter is assigned a value, the value is displayed in the
parameter input box.

Assign External Parameter Value to SIM

To assign an external parameter value to a SIM, do these steps:

1.
2.
3.
4.
5.
6.

Select SIMS from the sidebar menu.

Select a SIM from the table to display the SIM Details page.
Select the External Parameters tab.

Type a value in the parameter input field.

Repeat Step 4 to assign values to other parameters.

Click Update to activate the external parameter with the assigned value.

NOTE: When an external parameter is assigned a value, the value is displayed in the
parameter input box.

Assign External Parameter Value to Plan

To assign an external parameter value to a Regular or Pool Plan, do these steps:

1.
2.
3.
4,
5.
6.

Select Regular Plans or Pool Plans from the sidebar menu.
Select a plan listed in the Sell Plans tab.

Select the External Parameters tab.

Type a value in the parameter input field.

Repeat Step 4 to assign values to other parameters.

Click Update to activate the external parameter with the assigned value.

NOTE: When an external parameter is assigned a value, the value is displayed in the
parameter input box.

15.8.4 Assign External Parameter Value to Product

To assign an external parameter value to a Product, do these steps:

1.
2.

Select Catalog | Products from the sidebar menu.

Select a product listed in the Product Configuration tab.
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Select the External Parameters tab.
Type a value in the parameter input field.

Repeat Step 4 to assign values to other parameters.

A T

Click Update to activate the external parameter with the assigned value.

NOTE: When an external parameter is assigned a value, the value is displayed in the
parameter input box.

15.8.5 Assign External Parameter Value to Package
To assign an external parameter value to a Package, do these steps:

Select Catalog | Packages from the sidebar menu.
Select a package listed in the Product Configuration tab.

Select the External Parameters tab.

1.

2

3

4. Type avalue in the parameter input field.

5. Repeat Step 4 to assign values to other parameters.
6

Click Update to activate the external parameter with the assigned value.

NOTE: When an external parameter is assigned a value, the value is displayed in the
parameter input box.

15.9 Edit External Parameters

You may need to edit External Parameters to keep them accurate and relevant. This includes
changing names, fixing mistakes, or updating values to reflect system or process changes.
Keeping these parameters accurate helps you manage your accounts, SIMs, and plans
effectively.

IMPORTANT: When edit an External Parameter name, it becomes deactivated for the entities
it is assigned to. You must then redefine a value for it again to reactivate it.

To edit an external parameter, do these steps:

1. Select Settings from the sidebar navigation menu.
2. Select the External Parameters tab to display the External Parameters table.

3. Select a sub-category to display the associated external parameter properties.
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o Account

o SIM

o Plan

o Package

o Product
4. Scroll the external parameter table and click the Actions control for the selected

row.

5. Click Edit to display the external properties dialog box.
6. Type an External Parameter Name*.
7. Type a Display Name*for the external parameter.
8. Add a description for the external parameter (optional).
9. Click Edit to update external parameter table.

10. Click Submit to update system.

15.10

Search for External Parameters

You can only search for External Parameters that were classified Searchable when you
created them.

The search for external parameters is done by using the Filter function for each type of
parameter.

o Account: Go to the My Sub Accounts page and select External Parameters from
the Filter tab.

o SIM: Go to the SIMS page and select External Parameters from the Filter tab.
o Plan: Go to the Plan page and select External Parameters from the Filter tab.

o Package: Go to the Package page and select External Parameters from the Filter
tab.

o Product: Go to the Product page and select External Parameters from the Filter
tab.

Display SMS Content

Super Admin users have the ability to set up the system to display SMS content in the Events
table.

There are two states for the View SMS Message Content feature:
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o Disabled (Default): Users do not have access to the SMS binary file in the Events
table.

o Activated : Users can view the SMS binary file displayed in the Events table.

A screen capture of the View SMS Content settings is shown here.

Disable Activate SMS Content | Agree
SMS Content SMS Content Tab

Settings l

SMS Content

To display the SMS Content in the Events table, do these steps:

Select Settings from the navigation sidebar menu.
Select the SMS Content tab.

Check the View SMS Message Content option.

A wonNpoe

Click I Agree to update system.

NOTE: Users can now view SMS messages in the Events Table on the Events Page

15.11 Device Operations

This feature enables users to lock and unlock a SIM based on the associated International
Mobile Equipment Identity (IMEI). When the lock function is enabled, the SIM card can only
be used with a specific device. If the SIM card is used for a different device, the system
automatically suspends the relevant subscriber.

The SIM Lock feature supports these capabilities:

o Lock SIM to IMEI: Upon initial detection of an IMEI associated with a SIM card,
the system automatically locks the SIM to that device. This ensures that the SIM
is tied to a specific device, enhancing security and preventing unauthorized
usage. Refer to
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o Unlock SIM: Customers can unlock the SIM and transfer it to a new device.
When the system detects a new IMEI associated with the SIM, it “unpairs” the
previous device and automatically locks the SIM to the new device.

A screen capture of the Device Operations screen is shown here.

Do Not Lock SIMs Lock SIMs Device
to Device to Device Operations Tab

Settings

15.11.1 Lock All Account SIMs to IMEI

This feature enables users to lock and unlock all account SIMs based on the associated
International Mobile Equipment Identity (IMEI). When the lock function is enabled, the SIM
cards can only be used with a specific device. If the SIM cards are used for a different device,
the system automatically suspends the relevant subscribers.

To lock all account SIMs to an associated IMEI, do these steps:

Select Settings from the sidebar menu.
Select the Device Operations tab.

Select Device Operations to display the SIM lock dialog box.

el

Check the Lock SIMs with Device option. All SIMs will be locked paired to the
first detected.

5. Click Update to lock SIMs to the associated device.

The system locks ("pairs") the subscriber to the first used IMEL. If the SIM is used in another
IMEI (a different device) then the system suspends the subscriber.

Here is a screen capture of the lock all account SIMs option.

Lock All Sims
Settings
£

Device Operations

(O Do not lock SIMs with devices

Lock SIMs with devices
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